GCIHE B #H ¢ & GCIHI &4 B &4

EDUSUM

@1 Online Ceilication Gulde

GIAC Incident Handler (GCIH) Exam Syllabus

GIAC GCIH Exam Summary:

Exam Name GIAC Cartified [nadent Handler {GCIH})

Exam Code

SECS04; Hacker Tools, Techniques, and Inadent Handiing
Paarsen VUE

GlAC GCIH Sample Questons

GIAC GCIH Certification Practice Exam

GIAC GCIH Exam Syllabus Topics:

Topic Details

& 512\ TecExam GCIHK > 7* O — ¥ A BE R TR S 1L T £ 3°: hitps//drive.google.comyopen?
id=1r7YVimaW22 7pfe-J22BGQsgbOTNIbgD

FlebDEHE. 3> F vV RITERLATA AT LA ETH. GCIHRBEME OREHc BRIFTOEME#RAL Tw
F3. BMLABUT HFCHEL . Tz b DCCIHRABRER DA A KT, HLT-ORFERET 2 ENTE
¥¥. ¥l bt DGCHRBER ##-> . MANCEEZM#BE2ELYL . BHOFEC &> T,
GCIHRAB D 1 Wi 7 2 TR H LB C E N T E £ T,

Dz ACCIHRBOEEMR £ BHL F Lo, B2 TLWW2] THRIE. DS s BLIfFEIRET
. GCIHRERBEKIIHEZIBL 6. BEHAFOWVAFEL2R DU N TcEET. /v GCIHAEN
BAEMBLIZ6. WAWAREHBEHUEODFZ A TEET. GCIHEERET AT MEE»S TT.

>>GCIHE B #H# <<

GCIHBI P S HEEE & GCIHY >~ 7 7 u—)

Bt TecMExamD GCIHE B M A F cHVFMAz B Twa s ks Tz ¥, b5 08ME. BT
ANDBEHEC L > TEARBIN T E T, BMUEBRBCREBERD 25, ARENEONZGEERDY £TH. ZTh
HRECAETCHZIEPPECIELIOSNET. 2R T SHEEHAL TuL LA GCIHF X k b L ¥ b
DFERX7>a—FT3IL5BIRTEET. GCIHREY — 1V O&Ms TN £ 7. GCIHREO B %
WA TWREBIT B EFHEH>THWET,

GIACGCIH (GIACEREA vy 7Y MY FF7—=) BB, X2V 744V 7Y 3 0HEE & BT 21


https://drive.google.com/open?id=1r7YVfmiaWz27pfe-J22BGQsgbOTNlbqD
https://www.passtest.jp/GIAC/GCIH-shiken.html
https://www.xhs1991.com/GCIH.html
https://www.tech4exam.com/GCIH-pass-shiken.html
https://www.goshiken.com/GIAC/GCIH-mondaishu.html

ANDOBEN AT 2RECT. Chid. ¥4 -3~ F2) 74 ERATEBCBERSNTOBIRILETHY. A~
VFEVMLE, A VY F Y G, BEP IV E2—ZR—T 4L YV y 2 BT RREAOMBE X F L& EH
LTWwEYT. GCIHREE . Ot x 2V 744> 7> FOKRE. W5, BLUOBIE2HES T 2 EPxK M
CiRstshTtw g,

GIACGCIHEAE I« A1 ¥ 7> FOMBEEHSCE T 2EH LB EBBRAVELEL WRBRTT. 15002
BINEE, s BREN. BHUACTET I 2LERADY 7. RBEEBERshW BN EEHILLEROH
HTHHWTETHD. EMAITETNRYTT.

GIAC Certified Incident Handler 52 &8 GCIH & B & (Q108-Q113):

H R #108
Which of the following statements are correct about spoofing and session hijacking?
Each correct answer represents a complete solution. Choose all that apply.

e A. Spoofing is an attack in which an attacker can spoof'the IP address or other identity of the target and the valid user cannot
be active.

e B. Spoofing is an attack in which an attacker can spoof'the IP address or other identity of the target but the valid user can be
active.

e C. Session hijacking is an attack in which an attacker takes over the session, and the valid user’s session is disconnected.

e D. Session hijacking is an attack in which an attacker takes over the session, and the valid user's session is not disconnected.

EME: B. D

ZR #109
Which of the following is the most common vulnerability that can affect desktop applications written in native code?

A. Malware

B. DDoS attack
C. Buffer overflow
D. SpyWare

R
B

: C

HA #110
Which of'the following ensures that a party to a dispute cannot deny the authenticity of their signature on a
document or the sending of a message that they originated?

A. Non-repudiation
B. OS fingerprinting

C. Reconnaissance
D. Confidentiality

Ef#: A

A #111

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com
He has successfully completed the following steps of the pre-attack phase:

1 Information gathering

1 Determining network range

1 Identifying active machines

1 Finding open ports and applications

10S fingerprinting

1 Fingerprinting services

Now John wants to perform network mapping of the We-are-secure network. Which of the following tools can he use to
accomplish his task?

Each correct answer represents a complete solution. Choose all that apply.



A. Ettercap
B. Cheops
C. NeoTrace
D. Traceroute

Eﬁ: B\ C\ D

fR:
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Explanation

HH #112
In which of the following methods does an hacker use packet sniffing to read network traffic between two parties to
steal the session cookies?

A. Physical accessing
B. Cross-site scripting
C. Session sidejacking
D. Session fixation
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