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formats of dumps questions.

Fortinet EMEA Advanced Support Exam Sample Questions (Q21-Q26):
NEW QUESTION # 21 
Which of the following protocols would you expect a typical switch to support?

A. STP
B. OSPF
C. SIP
D. VLAN

Answer: A,D

Explanation:
Typical Layer 2 switches support STP (Spanning Tree Protocol) to prevent loops in redundant networks and VLANs (Virtual Local
Area Networks) to segment traffic logically. OSPF is a Layer 3 routing protocol typically on routers, and SIP is for VoIP session
initiation, not core switch functions. FortiSwitch supports STP variants like MSTP and VLAN tagging. Exact extract: MSTP
supports multiple spanning tree instances, where each instance carries traffic for one or more VLANs (the mapping of VLANs to
instances is configurable). These protocols include the Spanning Tree Protocol (STP), Multiple Spanning Tree Protocol (MSTP),
and Per-VLAN Rapid Spanning Tree Protocol ( ... FortiSwitch supports Spanning Tree Protocol (STP), Multiple Spanning Tree
Protocol (MSTP), and Per-VLAN Rapid Spanning Tree Protocol (RSTP).
Spanning Tree Protocol (STP) is a link-management protocol to enable a layer 2 loop-free topology. STP enables a network to
have redundant paths for fault ... Go to WiFi & Switch Controller > FortiSwitch Ports.
Click a port row. Click the Native VLAN column in one of the selected entries to change the native VLAN.

NEW QUESTION # 22 
TCP protocol can be used for data delivery via multicast

A. Yes
B. No

Answer: B

Explanation:
TCP is a unicast, connection-oriented protocol that ensures reliable data delivery between two endpoints using sequence numbers
and acknowledgments. Multicast, which sends data to multiple recipients, is supported by UDP, not TCP, due to TCP's requirement
for a direct connection. Fortinet devices handle multicast traffic via UDP-based protocols like IGMP or PIM. Exact extract: "TCP is
a unicast protocol that establishes a reliable connection between two devices... Multicast traffic, such as streaming or group
communications, relies on UDP, as TCP does not support multicast delivery."

NEW QUESTION # 23 
Which statement is true about IPsec VPNs and SSL VPNs?

A. SSL VPN creates a HTTPS connection. IPsec does not
B. Either a SSL VPN or an IPsec VPN can be established between an end-user workstation and a FortiGate device
C. All of the above
D. Both SSL VPNs and IPsec VPNs are standard protocols

Answer: C

Explanation:
Both SSL VPN and IPsec VPN are standard protocols supported by FortiGate devices for secure remote access. SSL VPN
typically uses HTTPS (TCP port 443) for encrypted communication, while IPsec uses protocols like IKE and ESP. Both can be
configured between an end-user workstation (e.g., via FortiClient) and a FortiGate device, supporting various authentication
methods. All options are correct, making D the correct answer. Exact extract: "SSL VPN technology uses the standard SSL/TLS
protocol to provide a secure connection to the FortiGate unit. The FortiGate SSL VPN can be configured to use HTTPS..." and
"IPsec VPNs use standardized protocols like IKE and ESP to create secure tunnels... FortiClient supports both IPsec and SSL
VPN connections to FortiGate devices for remote access."



NEW QUESTION # 24 
What happens when a router receives a packet for forwarding with a TTL value of 1?

A. It decreases the value to 0 and then forwards it
B. It increments it and passes it on to the next router
C. The TTL is decreased to 0, the packet is dropped and an ICMP message is sent to the transmitting IP
D. The packet is only forwarded through the router to a locally attached network

Answer: C

Explanation:
When a router, such as a FortiGate, receives a packet with a TTL (Time to Live) of 1, it decrements the TTL to 0, drops the
packet, and sends an ICMP Time Exceeded message to the source IP. This prevents infinite loops in routing. Option A is incorrect
as TTL is decremented, not incremented; B and D are incorrect as the packet is not forwarded when TTL reaches 0. Exact extract:
"When a packet's TTL reaches 1, the router decrements it to 0, drops the packet, and sends an ICMP Time Exceeded message to
the source IP address to prevent routing loops."

NEW QUESTION # 25 
In Active FTP who sends the PORT command?

A. There is no PORT command in Active FTP
B. The FTP Client
C. Both
D. The FTP Server

Answer: B

Explanation:
In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the IP address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

NEW QUESTION # 26
......
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