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(Q109-Q114):

M #109

How do you configure a FortiAuthenticator guest portal to expire credentials after 2 hours?

Response:

EfE: A

B #110

A. set auth-expiry 120

B. set tt1 120

C. set expire-time 7200

D. set guest-account-timeout 2h

A FortiSwitch is not appearing in the FortiGate management interface after being connected via FortiLink.
What could be a first troubleshooting step?

o A Verify that FortiGate device DHCP server is assigning an IP to the FortiSwitch.
e B. Ensure the FortiSwitch has internet access.

e C. Ensure that the FortiGate security policies allow traffic from the FortiSwitch.

¢ D. Manually assign a static IP to the FortiSwitch.

Ef#: A
A -

In FortiLink topologies, a managed FortiSwitch normally gets itsmanagement IP automaticallyfrom the DHCP server on the
FortiLink mterface. If the switch does not receive an IP:

* It cannot form the FortiLink CAPWAP/DTLS control channel

* Therefore it doesnot appearunderWiFi & Switch Controller > FortiSwitch.

FortiOS documentation states that FortiLink uses abuilt-in DHCP serveron the FortiLink nterface for onboarding switches.
So thefirst troubleshooting stepis to confirm:

* The FortiLink DHCP server is enabled.

* Leases are being handed out to the FortiSwitch MAC.

Other options:

* A: Security policies do not affect the L2 FortiLink control channel.
* B: Static IP may be used but is not the normal first step.
* D: Internet access is not required for FortiGate to see the switch.
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MR #111

‘Which authentication method is triggered when a device does not support 802.1X but needs to access the network using its MAC
address?

Response:

A. RADIUS EAP chaining

B. MAC Authentication Bypass (MAB)
C. EAP-TLS

D. LDAP-based login

F
®

: B

HMA #112

A network engineer is deploying FortiGate devices using zero-touch provisioning (ZTP). The devices must automatically connect to
FortiManager and receive their configurations upon first boot. However, after powering on the devices, they fail to register with
FortiManager.

What could be a possible cause of this issue?

A. The FortiGate device must be preloaded with a configuration file before ZTP can function.

B. The FortiGate device requires manual intervention to accept the FortiManager connection.

C. In this scenario, the ZTP process works only when devices are connected using a console cable.
D. The FortiManager IP address is not reachable over TCP port 541.

Ef#: D

A :

Zero-Touch Provisioning (ZTP) for FortiGate devices is handled throughFortiDeploy, which automatically connects a FortiGate
toFortiManagerso the device can download configuration templates and be centrally managed.

For ZTP to work, the newly booted FortiGate must successfully reach FortiManager. One of thecritical requirementsis connectivity
over theFGFM (FortiGate- FortiManager) management protocol, which uses:

TCP Port 541

This is clearly stated in multiple Fortinet documents:

* FortiGate Cloud Admin Guidelists port541as the management channel used for FortiGate # FortiManager / FortiGate Cloud
communications:"Management... Protocol: TCP, Port:541"

* FortiOS Administration Guidealso confirms this:"FortiManager provides remote management of FortiGate devices overTCP port
541." Since ZTP uses FortiDeploy to push the FortiManager IP to the device and relies on FGFM (port 541) for registration and
configuration delivery,any failure on this port breaks the entire ZTP workflow.

Why option D is correct

Ifthe FortiGate cannot reach FortiManager onTCP/541, itcannot register, cannot be authorized, and cannot receive its configuration
- leading to a ZTP failure.

This is themost common causein real deployments:

* Firewall blocking TCP/541

* Upstream NAT device not forwarding 541

* ISP restrictions

* Incorrect FortiManager IP or routing issue

* ZTP device behind a network that does not allow outbound 541

Why the other options are ncorrect

A). The FortiGate device requires manual intervention to accept the FortiManager connection.

Incorrect.

ZTP is built specifically to avoid manual intervention. Once the FortiDeploy key is used, the device auto- connects to FortiManager
without needing local acceptance.

B). ZTP works only when devices are connected using a console cable.

Incorrect.

ZTP requiresno console cable- that's the whole point. It relies on DHCP, WAN connectivity, and FortiDeploy auto-join.

C). The FortiGate device must be preloaded with a configuration file before ZTP can function.

Incorrect.

Preloading configuration defeats the purpose of ZTP.

ZTP delivers the mitial configuration automatically from FortiManager using FortiDeploy.



LAN Edge 7.6 Architect Context

LAN Edge deployments often use FortiManager as the central orchestrator for:

* FortiSwitch management via FortiLink

* FortiAP wireless provisioning

* SD-Branch configuration templates

* Security Fabric automation

For all of this, ZTP enables remote sites to deploy FortiGate, FortiSwitch, and FortiAP withno on-site expertise.

If TCP/541 to FortiManager is blocked, the entire LAN Edge deployment pipeline fails, making optionDthe only valid and
document-supported answer.

B #113
Refer to the exhibits.

Which include debug output and SSL VPN configuration details.

An SSL VPN has been configured on FortiGate. To enhance security, the administrator enabled Required Client Certificate in the
SSL VPN settings. However, when a user attempts to connect, authentication fails.

‘Which configuration change is needed to fix the issue and allow the user to connect?

A. Set the user certificate as the Server Certificate on the SSL. VPN configuration page.
B. Enable Redirect HTTP to SSL-VPN on the SSL VPN configuration page.

C. Import the CA that signed the user certificate to FortiGate.

D. Import the CA that signed the SSL VPN Server Certificate to FortiGate.

Ef#: C

L2

The SSL-VPN configuration hasRequire Client Certificateenabled. When this is enabled, FortiOS performs two checks:

* Normal user authentication(username/password or PKI user)

* Additional client certificate check- the client certificatemust be signed by a CA that FortiGate trusts FortiOS documentation for
"SSL VPN with certificate authentication” states:

* "The client certificate only needs to be signed by a known CA in order to pass authentication."

* "The CA certificate is the certificate that signed both the server certificate and the user certificate...

The CA certificate is available to be imported on the FortiGate."

The debug output shows key lines:

* quick check peer-CA does not match.

* Issuer of cert depth 0 is not detected in CMDB.

This tells us:

* FortiGatedoes see the user’s certificate,

* Butcannot find the issuing CAin its local CA certificate store ("CMDB" = configuration database).

This means theCA that signed the user certificate has not been importedinto FortiGate.

Now evaluate the options:

* A. Enable Redirect HTTP to SSL-VPN- affects only redirection from HTTP to HTTPS; it has nothing to do with certificate
validation.

* B. Import the CA that signed the SSL VPN Server Certificate- the server certificate is already working (the portal comes up) and
its CA is not what the debug complains about; the error is about the peer (user) certificate. Often the same CA signs both, but the
failing check specifically says the issuer of the client cert is not n CMDB.

* C. Set the user certificate as the Server Certificate- incorrect; server and client certificates serve different roles.

* D. Import the CA that signed the user certificate to FortiGate- this directly addresses the debug error and aligns with the
documented requirement that the CA which issued the user certificate must be known to FortiGate.

B #114
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