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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

Topic 1

CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 2

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

Topic 3

CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.
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Topic 4

CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative
skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.

Topic 5

CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.
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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q192-Q197):
NEW QUESTION # 192 
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1. Guidelines for Media Sanitation?

A. Clear, overwrite, purge
B. Clear redact, destroy
C. Clear, purge, destroy
D. Clear, overwrite, destroy

Answer: C

NEW QUESTION # 193 
An Assessment Team is conducting a Level 2 Assessment at the request of an OSC. The team has begun to score practices based
on the evidence provided. At a MINIMUM what is required of the Assessment Team to determine if a practice is scored as MET?

A. Complete one of the following; examine two artifacts, either observe a satisfactory demonstration of one control or receive
one affirmation from the OSC personnel.
B. Examine and accept evidence from one of the three evidence types.
C. All three types of evidence are documented for every control.
D. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one control or receive
one affirmation from the OSC personnel.

Answer: D

Explanation:
This question pertains to theminimum evidence requirementsneeded by a CMMCAssessment Teamto score a practice asMETduring
aLevel 2 Assessment.
The CMMC Level 2 assessment must align withNIST SP 800-171and follow the procedures outlined in theCMMC Assessment
Process (CAP) Guide v1.0, particularly aroundevidence collection and scoring methodology.
#Step 1: Refer to the CMMC Assessment Process (CAP) Guide v1.0CAP v1.0 - Section 3.5.4: Evaluate Evidence and Score
Practices"To assign a MET determination, the Assessment Team must collect and corroborate at least two types of objective
evidence: either through examination of artifacts, interviews (affirmation), or testing (demonstration)." This meansat least two typesof
the following evidence are required:
Examine(documentation/artifacts),
Interview(affirmation from personnel),
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Test(demonstration of implementation).
#Step 2: Clarify the Official Minimum Standard for a Practice to be Scored METThe CAP explicitly states:
"A practice can only be scored MET when a minimum oftwo types of evidencefrom the E-I-T (Examine, Interview, Test) triad are
successfully collected and evaluated." Theevidence types must come from two different categories, for example:
An artifact(Examine)+ an interview affirmation(Interview),
A demonstration(Test)+ an interview(Interview),
Etc.
This cross-validation ensures that the control isimplemented, documented, and understoodby personnel - a core principle in
assessing effective cybersecurity implementation.
#Why the Other Options Are IncorrectA. All three types of evidence are documented for every control#Incorrect:While collecting
all three types (E-I-T) strengthens the assessment, theminimum requirementis onlytwo. Collecting all three isnot requiredfor a
practice to be scoredMET.
B). Examine and accept evidence from one of the three evidence types#Incorrect:This fails to meet theminimum two-evidence-type
requirementset by the CAP. Single-source evidence is not sufficient to score a practice as MET.
C). Complete one of the following; examine two artifacts, observe one demonstration, or receive one affirmation#Incorrect:Even if
two artifacts are examined,this is still only one type of evidence(Examine). The CAP requires twotypes- not two instances of the
same type.
#Why D is CorrectD. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one
control or receive one affirmation from the OSC personnel.
# This directly reflects theCAP's requirement for collecting two different types of objective evidenceto determine a practice is MET.
BLUF (Bottom Line Up Front):To score a CMMC Level 2 practice asMET, the Assessment Team must collecta minimum of two
distinct types of evidence- from theExamine, Interview, Test (E-I-T)categories.
This requirement is clearly stated in the CMMC Assessment Process (CAP) v1.0.

NEW QUESTION # 194 
A C3PAO has completed a Limited Practice Deficiency Correction Evaluation following an assessment of an OSC. The Lead
Assessor has recommended moving deficiencies to a POA&M. but the OSC will remain on an Interim Certification. What is the
MINIMUM number of practices that must be scored as MET to initiate this course of action?

A. 100 practices
B. 80 practices
C. 110 practices
D. 88 practices

Answer: A

Explanation:
TheLimited Practice Deficiency Correction Evaluationprocess occurs when anOrganization Seeking Certification (OSC)has
undergone aCMMC Level 2 Assessmentby aCertified Third-Party Assessment Organization (C3PAO)and hasunresolved
deficienciesin some security practices.
According toCMMC 2.0 policy and DFARS 252.204-7021, OSCs can still achieveInterim Certificationif they meet theminimum
thresholdof security practices while addressing deficiencies through aPlan of Action & Milestones (POA&M).
* TheCMMC 2.0 Interim Rulestates that an OSCmust meet at least 100 out of 110 practicesto qualify for aPOA&M-based
remediation.
* A maximum of 10 practices can be listed in the POA&Mfor later correction.
* Failure to meet at least 100 practices results in failing the assessment outright, requiring a full reassessment after remediation.
* The Lead Assessor can recommend POA&M placementonly if the OSC meets at least 100 practices.
* Less than 100 practices scored as MET means the OSC does not qualify for a POA&Mand mustretest completely.
* DFARS 252.204-7021 and CMMC 2.0 policiesconfirm the100-practice thresholdfor conditional certification.
* A. 80 practices (Incorrect)- Falls well below the 100-practice requirement.
* B. 88 practices (Incorrect)- Still below the POA&M eligibility threshold.
* D. 110 practices (Incorrect)- While meeting 110 practices would be ideal,CMMC allows a POA&M option at 100 practices.
* The correct answer isC. 100 practices, as this meets theminimum threshold for POA&M-based Interim Certification.
References:
DFARS 252.204-7021 (CMMC Requirement Clause)
CMMC 2.0 Assessment Process (CAP) Guide
DoD CMMC 2.0 Policy Overview



NEW QUESTION # 195 
The results package for a Level 2 Assessment is being submitted. What MUST a Final Report. CMMC Assessment Results
include?

A. Gaps or deltas due to any reciprocity model are recorded as met
B. Affirmation for each practice or control
C. Documented rationale for each failed practice
D. Suggested improvements for each failed practice

Answer: B

NEW QUESTION # 196 
Which NIST SP defines the Assessment Procedure leveraged by the CMMC?

A. NISTSP800-53a
B. NISTSP800-171a
C. NIST SP 800-53
D. NIST SP 800-171

Answer: B

Explanation:
Which NIST SP Defines the Assessment Procedures for CMMC?CMMC Level 2 isdirectly based on NIST SP
800-171, and the assessment procedures used in CMMC assessments are derived fromNIST SP 800-171A.
Step-by-Step Breakdown:#1. NIST SP 800-171A Defines Assessment Procedures
* NIST SP 800-171Ais titled"Assessing Security Requirements for Controlled Unclassified Information (CUI)".
* It providesdetailed assessment objectives and test proceduresfor evaluating compliance withNIST SP
800-171 security requirements, whichCMMC Level 2 is fully aligned with.
* CMMC Assessors use 800-171Aas abaseline for assessing the effectiveness of security controls.
#2. Why the Other Answer Choices Are Incorrect:
* (A) NIST SP 800-53#
* 800-53 defines security controlsfor federal information systems, but it doesnot provide assessment procedures specific to
CMMC.
* (B) NIST SP 800-53A#
* 800-53A provides assessment procedures for 800-53 controls, butCMMC is based on NIST SP
800-171, not 800-53.
* (C) NIST SP 800-171#
* 800-171 defines security requirements, butit does not provide assessment procedures.
Theassessment proceduresare in800-171A.
* TheCMMC Assessment Guide (Level 2)explicitly states that assessment procedures are derived fromNIST SP 800-171A.
Final Validation from CMMC Documentation:Thus, the correct answer is:

NEW QUESTION # 197
......
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