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i R #62
‘When mtegrating Kubernetes with Palo Alto Networks NGFWs, what is used to secure traffic between microservices?

A. Ansible automation modules

B. CN-Series firewalls

C. Panorama role-based access control
D. Service graph
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When integrating Kubernetes with Palo Alto Networks NGFWs, the CN-Series firewalls are specifically designed to secure traffic
between microservices in containerized environments. These firewalls provide advanced security features like Application
Identification (App-1D), URL filtering, and Threat Prevention to secure commumnication between containers and microservices within
a Kubernetes environment.
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An network engineer is configuring SSL Forward Proxy decryption on a Palo Alto Networks firewall. The company's internal clients
trust a corporate root certificate authority (CA). To ensure the firewall can properly validate the certificates of external web servers,
the engineer must configure a specific component. Which component defines the mechanism for Online Certificate Status Protocol
(OCSP) / certificate revocation list (CRL) status?

A. Certificate revocation checking
B. Forward trust certificate

C. Decryption profile

D. SSL/TLS service profile
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Ina Palo Alto Networks SSL Forward Proxy deployment, theDecryption Profileis the primary policy component used to control
how the firewall handles various technical aspects of the decryption process. While the SSL Forward Proxy itself uses a Forward
Trust Certificate to resign certificates for the client, the firewall must first performits own due diligence on the server-side certificate
received from the external web server.

The Decryption Profile allows the administrator to define granular security checks for the session.

Specifically, within theSSL Decryption Settingstab of the profile, there are options for "Certificate Revocation Checking." Here, the
engmneer can enable and define how the firewall perfornsOnline Certificate Status Protocol (OCSP)andCertificate Revocation List
(CRL)checks. These mechanisirs are used to verify that the external server's certificate has not been revoked by its issuing CA
before the firewall proceeds with the decryption and re-signing process.

Failure to configure these settings within the Decryption Profile would mean the firewall might trust and proxy a connection to an
external site that has a technically valid but revoked certificate, creating a significant security hole. Unlike an SSI/TLS Service Profile
(which is used for traffictermmatingat the firewall) or the Forward Trust Certificate (used for theclient-sidetrust), the Decryption
Profile specifically dictates the validation behaviorfor outgoing proxied sessions.
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Which PAN-OS method of mapping users to IP addresses is the most reliable?

A. Server monitoring
B. Port mapping

C. GlobalProtect

D. Syslog
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GlobalProtect provides accurate, timely mappings by requiring user authentication on network changes, device posture shifts, or
logon events, using both internal and external gateways for comprehensive coverage across remote and on-premises users without
relying on external agents or syslog delays.

il RE #65

A firewall administrator uses Panorama to manage a fleet of firewalls. After successfully onboarding the firewalls to Strata Logging
Service and enabling cloud logging via a template, the security operations team reports that they can no longer see new logs on the
on-premises Panorama log collectors. Logs are appearing correctly in Strata Logging Service. Which setting was likely missed in the
Panorama template configuration?

e A The Log Forwarding profile was modified to send logs only to the Strata Logging Service and no longer includes the on-
premises Panorama log collectors.
e B. The Panorama log collectors were not defined as primary destinations within the collector group configuration for the



managed firewalls.
¢ C. Duplicate logging (cloud and on-premises) is disabled under Device # Setup # Management.
¢ D. The device certificates for the Panorama log collectors were not renewed after enabling the cloud logging connection.
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When integratingStrata Logging Service(formerly Cortex Data Lake) into a managed environment, Panorama-managed firewalls
change their default logging behavior. By default, once a firewall is configured to send logs to the Strata Logging Service, it assumes
the cloud is the primary destination. If an administrator wishes to maintain visibility on local,on-premises Panorama log
collectorssimultaneously, they must explicitly enable a specific setting,

The setting is located underDevice # Setup # Management # Logging and Storage Settings. Specifically, there is an option to"Send
logs to both Panorama and Strata Logging Service'(or similar wording depending on the PAN-OS version, often referred to as
duplicate logging). If this checkbox is not enabled within the Template or Template Stack pushed to the managed firewalls, the
firewall will favor the cloud destination and cease sending logs to the on-premises Log Collector.

While al.og Forwarding Profile(Option C) determineswhichlogs are sent (e.g,, security, threat, traffic), the underlying transport
mechanism to Panorama is governed by the Device Setup. Ifthe firewalls were previously logging to Panorama correctly and the
only change was the addition of Strata Logging Service, the

"Log to both" toggle is the most probable missing component. This ensures that the firewall's log forwarding process forks the data
to both the cloud infrastructure and the local collector group infrastructure.
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To maintain security efficacy of its public cloud resources by using native tools, a company purchases Cloud NGFW credits to
replicate the Panorama, PA-Series, and VM-Series devices used in physical data centers. Resources exist on AWS and Azure:
The AWS deployment is architected with AWS Transit Gateway, to which all resources connect The Azure deployment is
architected with each application independently routing traffic The engineer deploying Cloud NGFW in these two cloud
environments must account for the following;

Minimize changes to the two cloud environments

Scale to the demands of the applications while using the least amount of compute resources Allow the company to unify the Security
policies across all protected areas Which two implementations will meet these requirements? (Choose two.)

¢ A. Deploy a VM-Series firewall in AWS in each VPC, create an [PSec tunnel between AWS and Azure, and manage the
policy with Panorana.

e B. Deploy Cloud NGFW for Azire in vVWAN, create a VWAN to route all appropriate traffic to the Cloud NGFW attached
to the VWAN, and manage the policy with local rules.

e C. Deploy Cloud NGFW for Azure in VINET/s, update the vNET/s routing to path traffic through the deployed NGFWs, and
manage the policy with Panorama.

¢ D. Deploy Cloud NGFW for AWS in a centralized Security VPC, update the Transit Gateway to route all appropriate traffic
through the Security VPC, and manage the policy with Panorama.
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To meet the company's requirements - minimizing changes to the cloud environments, optimizing compute resources, and unifying
security policies - the best approach is to deploy Cloud NGFW solutions natively for AWS and Azure while managing policies
centrally with Panorama.

In Azure, using Cloud NGFW for Azure deployed within vNETS allows traffic to be routed through security appliances efficiently
without requiring a complete re-architecture. This approach aligns with Azure's existing routing mechanism while maintaining security.
In AWS, deploying Cloud NGFW for AWS i a centralized Security VPC and integrating it with AWS Transit Gateway enables
traffic inspection for all connected VPCs without modifying individual workloads. This method ensures efficient scaling and minimal
infrastructure changes while maintaining security consistency.
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