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B #178

CloudFormation stack deployments fail for some users due to permission inconsistencies.
‘Which combination of steps will ensure consistent deployments MOST securely? (Select THREE. )

A. Update each stack to use the service role.

B. Allow iam:PassRole to the service role.

C. Attach service ARNSs in policy resources.

D. Create a composite principal service role.

E. Attach scoped policies to the service role.

F. Create a service role with cloudformation.amazonaws.com as the principal.

Ef#: A. B. F
A

AWS Dbest practices require CloudFormation to assume a dedicated service role. This ensures consistent permissions regardless of
the user. Users nust have iam:PassRole permission to pass the role. Updating stacks to use the service role enforces uniform
deployment behavior.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS CloudFormation Service Roles

HA #179

A company has a large fleet of Amazon Linux 2 Amazon EC2 instances that run an application. The application processes sensitive
data and has the following compliance requirements:

* No remote access management ports to the EC2 instances can be exposed internally or externally.

* All remote session activity must be recorded in an audit log,

* All remote access to the EC2 instances must be authenticated and authorized by AWS 1AM Identity Center.

The company's DevOps team occasionally needs to connect to one of the EC2 instances to troubleshoot issues.

‘Which solution will provide remote access to the EC2 instances while meeting the compliance requirements?

e A. Use AWS Systems Manager Automation runbooks to open remote access ports.

e B. Assign an EC2 instance role that allows access to AWS Systems Manager. Create an IAM policy that grants access to
Systems Manager Session Manager. Assign the policy to an IAM role of the DevOps team.

e C. Grant access to the EC2 serial console at the account level.

e D. Enable EC2 Instance Connect and configure security group rules.

IEf#: B

R

AWS Systems Manager Session Manager providessecure, auditable, and portless accessto EC2 instances.

According to the AWS Certified Security - Specialty Study Guide, Session Manager allows administrators to connect to
mstanceswithout opening inbound SSH or RDP ports, fully satisfying strict compliance requirements.

Session Manager integrates directly withAWS IAM Identity Center, ensuring that all access is authenticated and authorized using
centralized identity management. Additionally, Session Manager automatically records session activity and can send logs to Amazon
CloudWatch Logs or Amazon S3, providing a complete audit trail of all commands executed during a session.

Option A (EC2 serial console) does not provide comprehensive auditing and is intended for recovery scenarios. Option B requires
mbound network access and security group rules, violating the "no exposed management ports" requirement. Option D explicitly
opens ports, which directly violates conpliance constraints.

AWS documentation clearly identifiesSystems Manager Session Manager as the recommended solution for secure, auditable, and
identity-integrated instance accessin regulated environments.

* AWS Certified Security - Specialty Official Study Guide

* AWS Systerrs Manager Session Manager Documentation

* AWS IAM Identity Center Best Practices
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A security engineer needs to implement a solution to create and control the keys that a company uses for cryptographic operations.
The security engineer must create symmetric keys in which the key material is generated and used within a custom key store that is
backed by an AWS CloudHSM cluster. The security engineer will use symmetric and asymmetric data key pairs for local use within
applications. The security engineer also must audit the use of the keys.

How can the security engineer meet these requirements?

¢ A To create the keys, use AWS Key Management Service (AWS KMS) and the custom key stores with the CloudHSM
cluster. For auditing, use AWS CloudTrail

¢ B. To create the keys, use Amazon S3 and the custom key stores with the CloudHSM cluster. For auditing, use AWS
CloudTrail

e C. To create the keys, use AWS Key Management Service (AWS KMS) and the custom key stores with the CloudHSM
cluster. For auditing, use Amazon GuardDuty.

¢ D. To create the keys, use AWS Key Management Service (AWS KMS) and the custom key stores with the CloudHSM
cluster. For auditing, use Amazon Athena.

EfE: A

A -

The requirement is to havekey material generated and used inside a custom key store backed by an AWS CloudHSM cluster. This
is exactly what AWS KMS Custom Key Storesprovide: KMS manages the keys and policies, but the cryptographic operations for
those KMS keys occur in the associatedCloudHSMcluster, keeping the key material within HSM boundaries. For applications that
needlocal-use data keys(both symmetric data keys and asymmetric data key pairs), KMS supports generating data keys and data
key pairs that applications can use for envelope encryption and local cryptographic operations, while the master key protections
remain within KMS (and within CloudHSM when using a custom key store).

For auditing, AWS best practice isSAWS CloudTrail, which records KMS API calls (such as CreateKey, GenerateDataKey,
GenerateDataKeyPair, Encrypt/Decrypt, etc.) and provides an immutable event history for compliance and investigation. Athena can
query logs, but it is not the primary audit record source; GuardDuty is for threat detection, not authoritative key-usage auditing,
Therefore, the correct combination iSKMS with a CloudHSM-backed custom key storeplusCloud Trailfor auditability.

B #181

A company has a web application that reads from and writes to an Amazon S3 bucket. The company needs to authenticate all S3
API calls with AWS credentials.

Which solution will provide the application with AWS credentials?

¢ A. Use Amazon Cognito identity pools and the Getld API.

¢ B. Use Amazon Cognito user pools with ID tokens.

e C. Use Amazon Cognito identity pools and AssumeRoleWithWebldentity.
¢ D. Use Amazon Cognito user pools with access tokens.

IEfE: C

R

Amazon Cognito identity pools provide temporary AWS credentials by exchanging web identity tokens with AWS STS using
AssumeRoleWithWebldentity. According to AWS Certified Security - Specialty documentation, this is the correct mechanism for
granting applications AWS credentials.

User pools authenticate users but do not issue AWS credentials. Identity pools integrate with JAM roles and STS, enabling secure,
temporary access to AWS services.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon Cognito Identity Pools

AWS STS Web Identity Federation

R #182

A company is attempting to conduct forensic analysis on an Amazon EC2 instance, but the company is unable to connect to the
instance by using AWS Systerms Manager Session Manager. The company has installed AWS Systens Manager Agent (SSM
Agent) on the EC2 instance.

The EC2 instance is in a subnet ina VPC that does not have an internet gateway attached. The company has associated a security
group with the EC2 instance. The security group does not have inbound or outbound rules. The subnet's network ACL allows all



mbound and outbound traffic.
‘Which combination of actions will allow the company to conduct forensic analysis on the EC2 instance without compromising
forensic data? (Select THREE.)

¢ A. Update the EC2 instance security group to add a rule that allows outbound traffic on port 443 for 0.0.0.0
/0.

¢ B. Create an EC2 key pair. Associate the key pair with the EC2 instance.
e C. Attach a security group to the VPC interface endpoint. Allow inbound traffic on port 443 to the VPC ' s CIDR range.
e D. Create a VPC interface endpoint for the EC2 instance in the VPC where the EC2 instance is located.
¢ E. Create a VPC interface endpoint for Systems Manager in the VPC where the EC2 instance is located.
¢ F. Update the EC2 instance security group to add a rule that allows inbound traffic on port 443 to the VPC
's CIDR range.
EE: A. C E
A -

AWS Systens Manager Session Manager requires secure outbound HTTPS connectivity from the EC2 instance to Systens
Manager endpoints. Ina VPC without internet access, AWS Certified Security - Specialty documentation recommends using
interface VPC endpoints to enable private connectivity without exposing the instance to the internet.

Creating a VPC interface endpoint for Systems Manager allows the SSM Agent to communicate securely with the Systens
Manager service. The endpoint must have an attached security group that allows inbound traffic on port 443 fromthe VPC CIDR
range. Additionally, the EC2 mnstance security group nust allow outbound HTTPS traffic on port 443 so the agent can mnitiate
comnections.

Option C is incorrect because creating or associating key pairs enables SSH access, which can alter forensic evidence and violates
forensic best practices. Option B is unnecessary because Session Manager does not require inbound rules on the EC2 instance.
Option F is mvalid because EC2 does not use interface endpoints for management connectivity.

This combination ensures secure, private access for forensic investigation while preserving evidence integrity and adhering to AWS
incident response best practices.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

AWS Systens Manager Session Manager Architecture

AWS Incident Response and Forensics Best Practices
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