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NEW QUESTION # 15

You work for a company that manages highly sensitive user data. You are designing the Google Kubernetes Engine (GKE)
infrastructure for your company, including several applications that will be deployed in development and production environments.
Your design must protect data from unauthorized access from other applications while minimizing the amount of management
overhead required. What should you do?

¢ A Create one cluster for each environment (development and production) with each application in its own namespace within
each cluster.

¢ B. Create one cluster for each application with separate namespaces for production and development environments.

e C. Create one cluster for the organization with separate namespaces for each application.

¢ D. Create one cluster for the organization with separate namespaces for each application and environment combination.

Answer: A

Explanation:

Comprehensive and Detailed Explanation:

For highly sensitive user data, you need to isolate applications while minimizing management overhead. The best practice is:
One GKE cluster per environment (Development and Production) # This provides a clear separation of concerns and avoids
security risks from running different environments in the same cluster.

Each application in its own namespace # Namespaces provide logical isolation for different applications within the same cluster,
reducing unauthorized access risks.

#Why not other options?

A (Single cluster for org with multiple namespaces for apps & envs)## Bad security practice because mixing production and
development in the same cluster increases the risk of privilege escalation.

C (Single cluster for org with namespaces per app)## Still mixes development and production in the same cluster, violating isolation
requirenents for sensitive data.

D (One cluster per app)## High operational overhead; unnecessary complexity for small to medium-scale deployments.
#Official Reference:

GKE Multi- Tenancy Best Practices

GKE Security Hardening

NEW QUESTION # 16

Youneed to deploy a new service to production. The service needs to automatically scale using a Managed Instance Group (MIG)
and should be deployed over multiple regions. The service needs a large number of resources for each instance and you need to plan
for capacity. What should you do?

A. Deploy the service in one region and use a global load balancer to route traffic to this region.
B. Use the nl-highcpu-96 machine type in the configuration of the MIG.

C. Validate that the resource requirements are within the available quota limits of each region.
D. Monitor results of Stackdriver Trace to determine the required amount of resources.

Answer: A

NEW QUESTION # 17

Your team deploys applications to three Google Kubernetes Engine (GKE) environments development staging and production You
use GitHub reposrtones as your source of truth You need to ensure that the three environments are consistent You want to follow
Google-recommended practices to enforce and mstall network policies and a logging DaemonSet on all the GKE clusters in those
environments What should you do?

e A. Use Cloud Build to render and deploy the network policies and the DaemonSet Set up Config Sync to sync the
configurations for the three environments

¢ B. Use Google Cloud Deploy to deploy the DaemonSet and use Policy Controller to configure the network policies Use
Cloud Monitoring to detect drifts from the source in the repository and Cloud Functions to correct the drifts

e (. Use Cloud Build to render and deploy the network policies and the DaemonSet Set up a Policy Controller to enforce the
configurations for the three environments

e D. Use Google Cloud Deploy to deploy the network policies and the DaemonSet Use Cloud Monitoring to trigger an alert if
the network policies and DaemonSet drift from your source in the repository.

Answer: A



Explanation:

The best option for ensuring that the three environments are consistent and following Google-recommended practices is to use Cloud
Build to render and deploy the network policies and the DaemonSet, and set up Config Syne to sync the configurations for the three
environments. Cloud Build is a service that executes your builds on Google Cloud infrastructure. You can use Cloud Build to render
and deploy your network policies and DaemonSet as code using tools like Kustomize, Helm, or kpt. Config Sync is a feature that
enables you to manage the configurations of your GKE clusters from a single source of truth, such as a Git repository. You can use
Config Sync to sync the configurations for your development, staging, and production environments and ensure that they are
consistent.

NEW QUESTION # 18

You are nvestigating issues in your production application that runs on Google Kubernetes Engine (GKE). You determined that the
source Of'the issue is a recently updated container image, although the exact change in code was not identified. The deployment is
currently pointing to the latest tag. You need to update your cluster to run a version of the container that functions as intended. What
should you do?

¢ A Build a new container froma previous Git tag, and do a rolling update on the deployment to the new container.

¢ B. Create a new tag called stable that points to the previously working container, and change the deployment to point to the
new tag,

e C. Alter the deployment to point to the sha2 56 digest of the previously working container.

¢ D. Apply the latest tag to the previous container image, and do a rolling update on the deployment.

Answer: C

NEW QUESTION # 19

You are designing a deployment technique for your applications on Google Cloud. As part Of your deployment planning, you want
to use live traffic to gather performance metrics for new versions Ofyour applications. You need to test against the full production
load before your applications are launched. What should you do?

A. Use shadow testing with continuous deployment.
B. Use A/B testing with blue/green deployment.

C. Use canary testing with rolling updates deploymen,
D. Use canary testing with continuous deployment.

Answer: A

NEW QUESTION # 20
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