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R #99
Which attack type is characterized by a commonly used website or service that has malicious content like malicious JavaScript

running on it?

A. Phishing Attack

B. Watering Hole Attack

C. Exploit Kits

D. Pre-existing Compromise

IEf#: B

A -

A Watering Hole Attack targets users by compromising a website or service that is commonly visited by the intended victims. The
attacker ijects malicious content such as malicious JavaScript or malware into the website, so when the user visits the site, their
system gets infected. This attack relies on the trust users have in popular or legitimate websites and exploits it by turning those sites
mto infection vectors.

Pre-existing Compromise refers to attacks where the target environment is already compromised before the attack is recognized, but
it does not specifically describe malicious content injected intopopular websites.

Phishing Attack involves deceiving users to click malicious links or reveal credentials, not compromising websites directly. Exploit
Kits are automated tools that scan for vulnerabilities and deliver exploits but are not characterized by the use of commonly used
websites hosting malicious scripts.

The study guide clearly explains Watering Hole Attacks as a method where attackers infect trusted websites frequented by target
users to deliver malicious payloads.

M #100
Which of the following is a feature of ITDR (Identity Threat Detection and Response)?

A. Prevents connections to Embargoed Countries
B. Prevents Patient Zero Infections

C. Blocks malicious traffic by dropping packets
D. Reduces identity related risks

Ef#: D
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fEERA -

Identity Threat Detection and Response (ITDR) solutions are specifically designed to identify and remediate identity#centric risks -
continuously assessing user and service identities to detect compromised credentials, misconfigurations, or risky behaviors, thereby
reducing overall identity#related risk.

R #101
Which of'the following scenarios would generate a "Patient 0" alert?

A. Zscaler's AI/ML based Smart Browser Isolation was triggered due to a users accessing a newly- registered domain.
B. A new malicious file was detected by the sandbox due to an "allow and scan" First-Time Action in the sandbox policy.
C. A new malicious file was detected by the sandbox due to an "quarantine” First-Time Action in the sandbox policy.

D. Zscaler detected a HIPAA violation with in-band Data Protection scanning,

Ef#: B
R -

A "Patient 0" alert fires when the first instance of a previously unknown file slips through (under an "Allow and Scan" first#time
action) and is later classified as malicious by the sandbox, identifying that initial download as the zero#day event.

HM #102
Which of the following is an unsupported tunnel type?

A. Generic Routing and Encapsulation (GRE)
B. Proprietary Microtunnels

C. Secure Socket Tunneling Protocol (SSTP)
D. HTTP Connect Tunnels

Ef#: C

L2

Secure Socket Tunneling Protocol (SSTP)is not supported as a tunnel type by Zscaler. Zscaler supports GRE, HTTP Connect
tunnels, and its own proprietary Microtunnels for traffic forwarding and secure connectivity, but SSTP is not among the supported
tunnel protocols.

Z R #103
Which types of Botnet Protection are supplied by Advanced Threat Protection?

¢ A. Connections to known C&C servers, Detection of phishing sites, Access to spam sites

¢ B. Vulnerabilities in web server applications, Unknown C&C using AI/ML, Vulnerable ActiveX controls

e (. Connections to known C&C servers, Command traffic (sending / receiving), Unknown C&C using Al
/ML

¢ D. Malicious file downloads, Command traffic (sending / receiving), Data exfiltration

EE: C

AR :

Advanced Threat Protection providesbotnet protectionby monitoringconnections to known Command and Control (C&C) servers,
mspectingcommand traffic (sending and receiving), and detectingunknown C&C servers using AI/ML techniques. This
comprehensive approach helps in identifying and blocking botnet activities effectively.

The study guide details these mechanisis as key elements of the botnet protection feature set in ATP.
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