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HR #13
Business is changing fast, resulting in the need to formally appoint a new staff member responsible for guiding the process in a
controlled manner. Which role does apply?

A. Risk Manager

B. Change Manager

C. Business Relationship Manager
D. Service Level Manager

Ef#: B

R -

In a fast-changing business environment, aChange Manager(D) is responsible for guiding the change process in a controlled manner.
According tol TIL, the Change Manager oversees the change management process, ensuring that changes to IT services or
infrastructure are assessed, approved, and implemented with minimal disruption to business operations. This role is critical when
rapid business changes require structured control to maintain stability and alignment with organizational goals.

* Risk Manager (A):Focuses on identifying and mitigating risks, not directly managing change processes.

* Service Level Manager (B):Ensures service levels meet agreed standards, focusing on service delivery rather than change control.
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* Business Relationship Manager (C):Manages relationships with business stakeholders to align IT services with needs, not
specifically change processes.

The Change Manager's role, as defined in ITIL's change management framework, is essential for controlling the pace and impact of
changes in a dynamic environment.

Reference:EPI CITM study guide, under Service Management, likely references ITIL's change management processes, detailing the
Change Manager's responsibilities. Check sections on ITIL change management or service transition.

HH #14
In testing the business continuity plan, senior business managers wish to compare data which is in both the main and alternative site,

before participating in a full interruption test. Which type of test do they want to take place?

A. Structured walk-through test
B. Checklist test

C. Parallel test

D. Simulation test

Ef: C

-

Aparallel test(A) in business continuity planning involves running systers at both the primary and alternate sites simultaneously to
compare data and ensure the alternate site can handle operations effectively. This test verifies data replication and system
functionality without interrupting normal operations, aligning with the managers' desire to compare data before a full interruption test.
* Simulation test (B):This involves simulating a disaster scenario to test response procedures without activating the alternate site, so it
doesn't focus on data comparison.

* Structured walk-through test (C):This is a tabletop exercise where team members discuss and review the plan without executing
systems or comparing data.

* Checklist test (D):This involves reviewing the business continuity plan against a checklist to ensure completeness, not comparing
data between sites.

According toISO 22301orbusiness continuity managementframeworks, a parallel test is used to validate recovery capabilities while
maintaining operations at the primary site, making it ideal for the scenario described.

Reference:EPI CITM study guide, under Business Continuity Management, likely covers business continuity testing methodologies,
referencing parallel tests in the context of disaster recovery validation. Check sections on business continuity planning or testing
strategies.

M #15
Whilst creating the budget for the project, stakeholders demand that the project manager submits a budget proposal as accurate as
possible, supported by a Work/Product Breakdown Structure (WBS/PBS). What is the preferred budget estimation?

A. Rough Order of Magnitude (ROM)

B. Bottom-up estimate
C. Budget estimate
D. Analogous estimate

IEf#: B
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For a budget proposal that must beas accurate as possibleand supported by aWork Breakdown Structure (WBS)orProduct
Breakdown Structure (PBS), thebottom-up estimate(A) is preferred. This method mnvolves estimating costs for each task or
deliverable in the WBS/PBS, then aggregating them to calculate the total budget. According toPMBOK, bottom-up estimation
leverages detailed data, ensuring high accuracy, especially when a WBS is available.

* Rough Order of Magnitude (ROM) (B):A high-level estimate with low accuracy (50%), used early in projects, not suitable for
detailed budgeting.

* Analogous estimate (C):Relies on historical data from similar projects, less accurate than bottom-up when detailed WBS data
exists.

* Budget estimate (D):A general term, not a specific technique, and less precise than bottom-up.

Reference:EPI CITM study guide, under Project Management, likely references PMBOK's cost estimation techniques, emphasizing
bottom-up for accurate budgeting. Refer to sections on project cost management or budgeting.



HE #16
From the list below, which activity is not considered to be an activity in the software development phase?

A. Code writing
B. Docurmenting
C. Testing

D. Implementation

IEf#: D
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In theSoftware Development Life Cycle (SDLC), thedevelopment phasetypically includescode writing(A), testing(B),
anddocumenting(C) to build and verify the software. Implementation(D) is part of the deployment phase, where the software is
installed and made operational in the production environment, not part of development.

Reference:EPI CITM study guide, under Application Management, likely covers SDLC phases, distinguishing development from
implementation. Refer to sections on software development or application lifecycle management.

B #17

The introduction of a security awareness program has resulted in a quick decrease in security incidents. Eight months later, security
mcidents are showing a sudden increase, and the blame is put on a non-finctioning security awareness program. What is most likely
the cause?

A. Scope of the program is too narrow, not covering all areas of interest
B. Message materials are few and static, and renewal is not taking place
C. Insufficient budget

D. Lack of resources for instructor-led sessions

Ef#: B
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Security awareness programs require ongoing engagerent to remain effective. If security incidents decrease initially but increase after
eight months, the most likely cause is thatmessage materials are few and static, and renewal is not taking place(C). Static content
becomes outdated or ignored over time, reducing its impact. Regular updates, new campaigns, and varied delivery methods (e.g,,
videos, quizzes) are essential to maintain employee awareness and adapt to evolving threats, as perISO/IEC 270010rNISTsecurity
awareness guidelines.

* Insufficient budget (A):While budget constraints could limit program scope, there's no evidence in the scenario to suggest this is the
primary issue.

* Scope too narrow (B):A narrow scope might limit effectiveness mitially, but the initial success suggests the scope was adequate;
the issue is sustaining engagement.

* Lack of resources for instructor-led sessions (D):Instructor-led sessions are one delivery method, but the core issue is likely
outdated content rather than delivery format.

Reference:EPI CITM study guide, under Information Security Management, likely discusses security awareness program
maintenance, emphasizing the need for regular content updates. Refer to sections on security awareness or human factors in security.
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