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8 #11
Which item is required to be defined when planning the organization's risk assessment process?

A. The criteria for acceptable levels of risk

B. There are NO specific information requirerments

C. The parts of the ISMS scope which are excluded from the risk assessment
D. How the effectiveness of the method will be measured

ER: A

AR«

Clause 6.1.2 (Information security risk assessment) requires organizations to "define and apply an information security risk
assessment process that... establishes and maintains information security risk criteria, including criteria for accepting risk." This means
that acceptable levels of risk (risk acceptance criteria) must be explicitly defined. These criteria ensure consistent decision-making
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when evaluating whether identified risks need firther treatment or can be tolerated.

Option A is incorrect because exclusions relate to the ISMS scope (Clause 4.3), not risk assessment planning.

Option B is not a requirement; effectiveness of risk assessment methods is not required to be measured, though methods must be
applied consistently. Option D is false-the standard clearly specifies required elements for risk assessment.

Thus, the correct answer isC: The criteria for acceptable levels of risk.

i RE #12
Which factor is required to be determined when understanding the organization and its context?

A. Internal issues affecting the purpose of the ISMS

B. The ISO/IEC 27001 clauses which apply to the management system
C. The processes that will be required to operate the ISMS

D. The information security objectives relevant to the ISMS

ER: A

i RE B -

Clause 4.1 specifies exactly what must be determined when establishing context: '"The organization shall determine external and
internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management system." This requirement is about understanding internal and external issues (e.g., culture, capabilities, regulatory
environment) that influence the ISMS's effectiveness. Objectives (option B) are addressed later m Clause 6.2; processes (option C)
are addressed in Clause 4.4 and operational planning; and "which clauses apply" (option D) is not a determination step-ISO/IEC
27001's requiremments in Clauses 4-10 are not optional. Therefore, the direct, required factor per 4.1 is determining internal (and
external) issues relevant to the organization's purpose and ISMS outcomes.

8 #13
Which trend in information security performance is required to be considered during a management review of the ISMS?

A. Relevant external and internal requirements changes

B. Decisions related to continual improvement opportunities
C. Achievement of information security objectives

D. Validity of information continuity controls

ER: C

fE AR A«

Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:

"'c) mformation on the information security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of information security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.

While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance.” Option B is outside the direct requirement.

Thus, the verified answer iSA.

P& #14
When are the information security policies required to be reviewed, according to the Policies for information security control?

A. According to a schedule defined by the Certification Body
B. Every six months

C. At planned mtervals and if significant changes occur

D. Annually

ER: C

fE R A«

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) specifies:

"Information security policy and topic-specific policies should be defined, approved by management, published, comnumnicated to



and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.

Therefore, the verified correct answer isD.

8 #15
‘What is the name of the control clause used to control information security breaches within Annex A of ISO
/IEC 27001?

A. Information security event management
B. Response to information security events
C. Reporting information security incidents
D. Information security event reporting

ZX: D

B B «

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A in ISO/IEC 27001 refers directly to ISO/IEC 27002 for control guidance. In ISO/IEC 27002:2022, Clause 6.8 is titled:
"Information security event reporting - Information security events should be reported through appropriate management channels as
quickly as possible." This control ensures breaches, incidents, or suspected issues are reported for action. The other options (B, C,
D) are not the exact titles in Annex A. The official title isInformation security event reporting, confirming
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