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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q62-Q67):

NEW QUESTION # 62
Refer to the exhibit.

You have deployed a security fabric with three FortiGate devices as shown has the following configuration:

FGT 1 and FGT 3 are configured with the default setting. Which statement is true for the synchronization of fabric-objects?

e A. Objects from the root FortiGate will only be synchronized to FGT _ 2.

e B. Objects from the root FortiGate will only be synchronized to FGT 3.

e C. Objects from the root FortiGate will not be synchronized to any downstream FortiGate.
e D. Objects from the FortiGate FGT 2 will be synchronized to the upstream FortiGate.

Answer: B
Explanation:

httpsv/docs.fortinet.convdocument/fortigate/6.4.0/mew- features/520820/improvements-to-synchronizing- objects-across-the-
security-fabric-6-4-4

NEW QUESTION # 63
Refer to the exhibit.
|101 !=!=!
port!| FomtiGate [PO2  10.900 77 OV24
S 10 100 64 101] (Access Proxy) | 1 Web Server
ote Endpoint (—1-]
1 1
00.66.103 - |.200 !!!
10.100.880724 .
9]' 5[ inance Server 1
[=]=]
Windows 202
FAC Server/ FCT !!!
EMS
Finance Server 2

1 1

===RATINET
An HTTPS access proxy is configured to demonstrate its finction as a reverse proxy on behalf of the web server it is protecting, It
verifies user identity, device identity, and trust context, before granting access to the protected source. It is assumed that the
FortiGate EMS fabric connector has already been successfully connected.
Youneed to ensure that ZTNA access through the FortiGate will redirect users to the FortiAuthenticator to perform
username/password and multifactor authentication to validate access prior to accessing resources behind the FortiGate.
In this scenario, which two further steps need to be taken on the FortiGate? (Choose two.)



A. Create a SAML user/server object referring to the FortiAuthenticator.

B. Create an authentication rule that sets the sso-auth-method to the FortiAuthenticator.

C. Create an authentication scheme with the "method" as SAML.

D. Create a firewall rule that allows access from the remote endpoint to the resources behind the FortiGate.

Answer: A,C

NEW QUESTION # 64
A customer wants to use the FortiAuthenticator REST API to retrieve an SSO group called SalesGroup. The following API call is
being made with the 'curl' utility:

‘Which two statements correctly describe the expected behavior of the FortiAuthenticator REST API? (Choose two.)

A. Ifthe REST API web service access key is lost, it cannot be retrieved and must be changed.
B. Only users with the "Full permission” role can access the REST API

C. The syntax is incorrect because the API calls needs the get method.

D. This API call will fail because it requires that API version 2

Answer: C,D

Explanation:

To retrieve an SSO group called SalesGroup using the FortiAuthenticator REST AP, the following issues need to be fixed in the
API call:

* The API version should be v2, not v1, as SSO groups are only supported in version 2 of the REST APL

* The HTTP method should be GET, not POST, as GET is used to retrieve information from the server, while POST is used to
create or update information on the server. Therefore, a correct API call would look like this: curl - X GET -H "Authorization:
Bearer <token>" https/fac.example.convapi/v2/sso

/groups/SalesGroup References: https://docs. fortinet.com/document/fortiauthenticator/6.4. 1/rest-api- solution-
guide/927310/introduction https:/docs. fortinet.convdocument/fortiauthenticator/6.4. 1 /rest-api- solution-guide/927311/sso-groups

NEW QUESTION # 65
Refer to the exhibit.

To facilitate a large- scale deployment of SD-WAN/ADVPN with FortiGate dewces you are tasked with configuring the FortiGate
devices to support injecting of IKE routes on the ADVPN shortcut tunnels.

Which three commands must be added or changed to the FortiGate spoke config vpn ipsec phasei-interface options referenced in
the exhibit for the VPN interface to enable this capability? (Choose three.)



A. set ike-version 1

B. set add-route enable

C. set mode-cfg enable

D. set mode-cfg-allow-client-selector enable
E. set net-device disable

Answer: B,D.E

Explanation:

A'is correct because net-device disable prevents the VPN interface from being added to the routing table as a connected route. This
allows IKE routes to be injected instead. D is correct because add-route enable enables IKE route injection on the VPN interface.
E is correct because mode-cfg-allow-client-selector enable allows the VPN interface to accept IKE routes from any peer that
matches the phase 1 configuration. Reference: https:/docs.fortinet.comydocument/fortigate/7.0. 1 /administration-guide/490352/advpn
httpsz/docs.fortinet.conydocument/fortigate/7.0. 1 /administration-guide/4903 52/advpn-configuration

NEW QUESTION # 66

A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not
able to access their website during a sale event. But for clients that were able to connect, the website works fine.

CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and
the bandwidth utilization is under 30%.

Which two options can resolve this situation? (Choose two.)

A. Add a connection-pool to the FortiADC virtual server

B. Add more web servers to the real server poof

C. Change the persistence rule to LB PERSIS SSIL. SESSID.
D. Disable SSL between the FortiADC and the web servers

Answer: A,B

Explanation:

Option B: Adding more web servers to the real server pool will increase the overall capacity of the load balancer, which should help
to resolve the issue of users not being able to access the website.

Option D: Adding a connection-pool to the FortiADC virtual server will allow the load balancer to cache connections to the web
servers, which can help to improve performance and reduce the number of dropped connections.

Option A: Changing the persistence rule to LB PERSIS SSI. SESSJD would only be necessary if the current persistence rule is
not working properly. In this case, the CPU usage on the FortiADC and the web servers is low, so the persistence rule is likely not
the issue.

Option C: Disabling SSL between the FortiADC and the web servers would reduce the load on the FortiADC, but it would also
make the website less secure. Since the bandwidth utilization is under 30%, it is unlikely that disabling SSL would resolve the issue.

NEW QUESTION # 67
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