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CheckPoint 156-590 Exam Syllabus Topics:

Section Weight Objectives
- Creating and configuring Threat Prevention profiles
Threat Prevention Policy 20% ~ Mreat Prevention action setting

- Applying Threat Prevention policy layers

- Profile-based vs. rule-based configurations

- Threat Prevention architecture and components
Threat Prevention Overview and Architecture 10% - Check Pomnt Threat Prevention solution overview

- Security Gateway integration with Threat Prevention
- Configuring Anti-Bot and Anti-Virus policies

- Bot and malware signature updates

- Anti- Virus scanning methods (streamed vs. traditional)
- Bot detection mechanisims

- Threat Prevention statistics and trends

- Troubleshooting Threat Prevention issues

- Threat Prevention logs and reporting

- Using SmartConsole for monitoring

Anti-Bot and Anti-Virus 15%

Threat Prevention Dashboard and Monitoring 10%
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- IPS policy configuration and tuning
- IPS exceptions and whitelisting
IPS (Intrusion Prevention System) 20% - IPS signatures and protections
- IPS logging and alerts
- IPS architecture and deployment modes

- Threat Extraction (Sanboxing) concepts
Threat Extraction 10%  _ Threat Extraction policy configuration
- PDF, Office document, and archive sanitization
- Threat Emulation architecture and deployment
- Zero-day threat protection
- File emulation process and verdicts
- Threat Emulation policy configuration

Threat Emulation (SandBlast) 15%
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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS) 38 &
156-590 A B E (Q37-Q42):

B #37
Task: Exclude traffic to internal update servers from Anti- Virus scanning,

Ef#:

A -

See the Explanation. Explanation:

1- Open Threat Prevention Policy.

2- Add a rule: Source = Internal Gateway, Destination = AV Server.
3- Assign a profile with AV blade disabled.

4- Set Track = Log and Action= Accept.

5- Place rule before general AV rule, publish, and install.

HM #38
Task: Configure exceptions for Anti- Virus to ignore a known safe file hash.

Ef#:

R -

See the Explanation. Explanation:

1- Open SmartConsole > Threat Prevention > Protections.

2- Go to "Ant- Virus" protections.

3- Create a new exception using file hash under "Files & Hashes."
4- Set action to "Ignore" or "Detect."

5- Save, apply to profile, publish, and install policy.

B #39
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Task: Customize Threat Prevention profile for web servers with fewer protections.
IEf#:

R -

See the Explanation. Explanation:

1- Clone an existing profile, name it Web_Servers_Profile.

2- Disable Anti-Bot (not applicable for outbound traffic).

3- Keep Anti-Virus and IPS with only essential protections enabled.
4- Set high-performance protections to "Detect" or "[nactive."

5- Apply the profile to traffic destined for web servers.

B #40

Task: Roll back IPS protections to a previous version.
IEfi#:

A -

See the Explanation. Explanation:

1- Go to Threat Prevention > Updates.

2- Click "View Versions" under IPS.

3- Select an older version and click "Install."
4- Monitor status and confirm with ips stat.
5- Document rollback for audit purposes.

A #41
‘Which mode allows you to tune or troubleshoot the Threat Prevention Blade?

A. Watch Mode
B. Detect Mode
C. Display Mode
D. Observe Mode

IEf#: B

fi .-

The correct answer is B. Detect Mode . Detect Mode is used when an administrator wants visibility into Threat Prevention behavior
without immediately enforcing a blocking decision. In troubleshooting and tuning, this is essential because it allows security teams to
identify which protections would have triggered, review logs, validate false positives, and adjust profiles or exceptions before moving
to full prevention. Check Point's official troubleshooting guidance for Autonomous Threat Prevention describes Detect Only mode
and states that protections set to Prevent allow traffic to pass while continuing to track threats according to the Track setting,

This makes Detect Mode the correct operational mode for safe tuning, It preserves observability while reducing the risk of
production disruption during policy validation, IPS profile changes, new blade rollout, or incident nvestigation. Observe Mode ,
Display Mode , and Watch Mode are not the Check Point Threat Prevention operating modes used for this purpose in the exam
context. In a certification scenario, Detect Mode should be understood as a non-blocking validation state: it logs and tracks what
Threat Prevention would have done, but does not stop the connection based on a Prevent action. Reference topics: Detect Only,
Threat Prevention troubleshooting, profile tuning, false-positive validation, Track settings.
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