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¢ Authentication: This section evaluates the abilities of System Administrators and requires troubleshooting
both local and remote authentication methods, including resolving Fortinet Single Sign-On (FSSO)
problens for secure network access.
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¢ Routing; This section focuses on Network Engneers and involves tackling issues related to packet routing
bEY 72 using static routes, as well as OSPF and BGP protocols to support enterprise network traffic flow.

¢ Security profiles: This part measures skills of Security Operations Specialists and covers identifying and
FEy 23 resolving problens linked to FortiGuard services, web filtering configurations, and intrusion prevention
systens to maintain protection across network environments.

¢ System troubleshooting; This section of the exam measures the skills of Network Security Support

Engineers and addresses diagnosing and correcting issues within Security Fabric setups, automation
NEy 2 4 stitches, resource utilization, general connectivity, and different operation modes in FortiGate HA clusters.
Candidates work with built-in tools to effectively find and resolve faults.

¢ VPN: This section is aimed at I'T Professionals and includes diagnosing and addressing issues with IPsec
VPN, specifically IKE version 1 and 2, to secure remote and site-to-site connections within the network

FEY Z5
7 infrastructure.
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R #67
Refer to the exhibit, which shows the output of the command get router info bgp neighbors 100.64.2.254 advertised-routes.

What can you conclude from the output?

e A. The BGP state of the two BGP participants is OpenConfirm.

e B. The BGP neighbor is advertising the 10.20.30.40/24 network to the local router.
e C. The local router is advertising the 10.20.30.40/24 network to its BGP neighbor.
¢ D. The router ID of'the neighbor is 100.64.2.254.

EfE: C

H #68

Refer to the exhibit, which shows a partial output from the get router info routing-table database command.

The administrator wants to configure a default static route for port3 and assign a distance of 50 and a priority of 0.
‘What will happen to the port1 and port2 default static routes after the port3 default static route is created?

e A. The portl default static route will be njected into the FIB.

¢ B. Both default static routes shown in the output will be injected into the FIB.

e C. The port2 default static route will be injected into the forwarding information base (FIB).
e D. Neither of the routes shown in the output will be injected into the FIB.

IEfE: C
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When FortiGate enters conserve mode because of memory pressure, which action can FortiGate perform to preserve memory?

¢ A Fortigate begins dropping all new sessions to protect resources.

¢ B. FortiGate switches to a less memory-intensive inspection mode, such as flow-based inspection.
¢ C. FortiGate automatically reboots to clear memory and restore full operation.

¢ D. FortiGate reduces or stops non-essential processes tike logging and antivirus scanning

Ef#: A

TR

When the FortiGate enters Conserve Mode due to high memory pressure (specifically reaching the Extreme Threshold at 95%
memory usage, or the Red Threshold for proxy traffic), the system prioritizes stability and preventing a system crash (kernel panic).
* D. FortiGate begins dropping all new sessions to protect resources:

* In Extreme Conserve Mode (95%), the FortiGate kernel acts to preserve the remaining memory for systenrcritical tasks (like
admin access and basic packet forwarding of existing sessions). To achieve this, it drops all new session initiation requests regardless
of the inspection type.

* In Red Conserve Mode (88%), it specifically drops new sessions that require proxy-based inspection (as these consume the most
memory), while often still allowing flow-based traffic.

* Among the provided choices, "dropping new sessions" is the only standard protective mechanism FortiOS employs to stop
memory usage from climbing further.

Why other options are incorrect:

* A: FortiGate does not automatically reboot in conserve mode; it attenmpts to recover by restricting traffic. (Reboot is a last-resort
crash, not a configured action).

* B: Inspection modes (Proxy vs. Flow) are defined i firewall policies and cannot be dynamically switched by the system during
runtime.

* C: The system does not arbitrarily stop "non-essential processes" like logging or AV. Logging is critical for audit trails. While av-
failopen can be configured to bypass scanning, the system typically defaults to "Fail-Close" (dropping traffic) rather than stopping the
engines themselves.

Reference:

FortiGate Security 7.6 Study Guide (Diagnostics & Resource Usage): "When memory usage reaches the extreme threshold (95%),
all new sessions are dropped to prevent memory exhaustion."

B #70
Refer to the exhibit.

Which two statements about the output are true, considering NGFW-1 and NGFW-2 have been up for a week? (Choose two.)

e A IfFGVM...649 is rebooted, FGVM...650 will becone the primary FortiGate and retain that role, even after FGVM...649
rejoins the cluster.

¢ B. Ifa configuration change is made to the secondary FortiGate, the Configuration Status will not change.

e C. Ifport7 becomes disconnected on the secondary FortiGate, both FortiGate devices will elect thenselves as primary.

¢ D. Ifa configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.

EfE: A. C
AR

The correct answers are A and B.

The exhibit shows:

override: disable

both members are currently in-sync

only port7 appears under HBDEV stats, so it is the active heartbeat interface the cluster is in HA A-P mode Why A is correct:
With override disabled, after a failover the new primary keeps that role when the old primary comes back. The FortiOS
administration guide states:

"When the primary FortiGate rejoins the cluster the secondary FortiGate continues to operate as the primary FortiGate." So if
FGVM...649 reboots and FGVM...650 becomes primary, FGVM...650 will remain primary after FGVM...649 rejoins.

Why B is correct:

The study guide states:

"When FortiGate devices configured in an HA cluster lose communication with each other on the heartbeat interface, each FortiGate
assumes the role of the primary device." The exhibit shows only port7 as the heartbeat device in HBDEV stats So if port7 is
disconnected and heartbeat commumnication is lost, the cluster can enter a split-brain condition, where both units believe they are



primary. The FortiOS administration guide confirms the same behavior: loss of heartbeat communication causes each member to
think it is the primary Why the other options are wrong:

C is wrong because configuration synchronization status is specifically used to detect whether secondary members remain
synchronized with the primary. If members are no longer synchronized, the status changes from in-sync to out-of-sync D is wrong
because the study guide explains that during a configuration change, checksuns may differ briefly while changes are copied, but it
does not describe this as the secondary initiating a "synchronization reset" So the verified answers are: A, B.

HE#T1
Which three common FortiGate-to-collector-agent connectivity issues can you identify using the FSSO real- time debug? (Choose
three.)

A. The pro-shared key does not match

B. The SSL certificate used for FSSO over SSL has expired.

C. FortiGate cannot reach the IP address of the collector agent.

D. The connection was refused. There may be a mismatch of the TCP port.
E. The group filters do not match.

iEﬁ: A\ C\ D

fEE -

The diagnose debug authd fSso server command is the primary tool for troubleshooting commumication between the FortiGate and
the FSSO Collector Agent. This debug output reveals the status of the connection and the reasons for failure. The three most
common connectivity issues identified by this debug are:

* FortiGate cannot reach the IP address of the collector agent (Option C): The debug will show connection timeouts or "host
unreachable" errors if the Layer 3 connectivity is missing,

* The connection was refused / Port mismatch (Option B): If the FortiGate can reach the IP but the Collector Agent is not listening
on the specified port (default 8000), the debug will display "Connection refused." This often happens if the port configured on the
FortiGate does not match the listening port on the agent.

* The pre-shared key does not match (Option D): If the IP and Port are correct, the next step is authentication. Ifthe password
configured on the FortiGate does not match the one on the Collector Agent, the debug will explicitly show an "Authentication failed"
or "password mismatch” error during the handshake.

Note on other options: Option A (SSL) is less common than basic connectivity/auth mismatches. Option E (Group filters) relates to
user processing logic, which occurs after connectivity is established.

Reference:

FortiGate Security 7.6 Study Guide (FSSO Troubleshooting): "Troubleshooting FSSO... Check connectivity (IP/Port) and
authentication (Password)."
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