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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q19-Q24):

NEW QUESTION # 19
Refer to the exhibits, which show a firewall policy configuration and a network topology.

An administrator has configured an inbound SSL inspection profile on a FortiGate device (FG-1) that is protecting a data center
hosting multiple web pages-Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to

xyz.com?

e A FortiGate will use the first certificate in the server-cert list-the abc.com certificate
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¢ B. FortiGate will use the Fortinet CA_Untrusted certificate for the untrusted connection,
¢ C. FortiGate will reject the connection since no certificate is defined.
¢ D. FortiGate will fall-back to the default Fortinet CA_SSL certificate.

Answer: A

Explanation:
https/docs. fortinet.conYdocument/fortigate/7 .4. 1/administration-guide/850344/define-multiple- certificates-in- an-ssl-profile-in-
replace-mode Ifthere is no matched server certificate in the list, then the first server certificate in the list is used as a replacement.

NEW QUESTION # 20

A customer is planning on moving their secondary data center to a cloud-based laaS. They want to place all the Oracle-based
systems Oracle Cloud, while the other systems will be on Microsoft Azure with ExpressRoute service to their main data center.
They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to
design an architecture using Fortinet products with security, redundancy and performance as a priority.

Which two design options are true based on these requirements? (Choose two.)

e A. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in
Aazure and a FortiGate device at the data center edge

e B. Systens running on Azure will need to go through the main data center to access the services on Oracle Cloud.

e C. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access
Oracle services without using public IPs.

e D. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

Answer: C,D

Explanation:

* A. Systerrs running on Azure will need to go through the main data center to access the services on Oracle Cloud. This is because
the Oracle Cloud is not directly connected to the Azure Cloud. The traffic will need to go through the main data center in order to
reach the Oracle Cloud.

* C. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access Oracle
services without using public IPs. This is because the Oracle Cloud does not allow direct connections from the internet. The traffic
will need to go through the FortiGate devices in order to reach the Oracle Cloud.

The other options are not correct.

* B. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure. This is not necessary. Azure does
encrypt traffic over ExpressRoute.

* D. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in Azure
and a FortiGate device at the data center edge. This is not necessary. A single ExpressRoute service can be used to implement SD-
WAN between a FortiGate VM in Azure and a FortiGate device at the data center edge.
httpsz/lear.microsoft.com/en-us/azure/expressroute/expressroute-about-encryption

NEW QUESTION # 21
Refer to the exhibit showing a FortiSOAR playbook.

You are investigating a suspicious e-mail alert on FortiSOAR, and after reviewing the executed playbook, you can see that it
requires intervention.
‘What should be your next step?

A. Go to the Incident Response tasks dashboard and run the pending actions

B. Run the Mark Drive by Download playbook action

C. Click on the notification icon on FortiSOAR GUI and run the pending input action
D. Reply to the e-mail with the requested Playbook action

Answer: A

Explanation:

The exhibited playbook requires intervention, which means that the playbook has reached a point where it needs a human operator

to take action. The next step should be to go to the Incident Response tasks dashboard and run the pending actions. This will allow
you to see the pending actions that need to be taken and to take those actions.

The other options are not correct. Option B will only show you the notification icon, but it will not allow you to run the pending input



action. Option C will run the Mark Drive by Download playbook action, but this is not the correct action to take in this case. Option
D is not a valid option.

Here are some additional details about pending actions in FortiSOAR:

* Pending actions are actions that need to be taken by a human operator.

* Pending actions are displayed in the Incident Response tasks dashboard.

* Pending actions can be run by clicking on the action in the dashboard.

NEW QUESTION # 22
Refer to the exhibit showing the history logs from a FortiMail device.

‘Which FortiMail email security feature can an administrator enable to treat these emails as spam?

A. Tmpersonation analysis in an antispam profile
B. Soft fail SPF validation in an antispam profile
C. Sender domain validation in a session profile
D. DKIM validation in a session profile

Answer: A

Explanation:

Impersonation analysis is a feature that detects emails that attempt to impersonate a trusted sender, such as a company executive or
a well-known brand, by using spoofed or look-alike email addresses. This feature can help prevent phishing and business email
compromise (BEC) attacks. Impersonation analysis can be enabled in an antispam profile and applied to a firewall policy.
References: httpsz//docs.fortinet.com/document

/fortimail/6.4.0/administration-guide/1 03663/impersonation-analysis
https://docs.fortinet.convydocument/fortimail/7.2.0/cookbook/22 1814/protecting-against-email-impersonation- in-fortimail

NEW QUESTION # 23
You have configured a Site-to-Site [Psec VPN tunnel between a FortiGate and a third-party device but notice that one of the error
counters on the tunnel interface keeps increasing,

Which two configuration options can resolve this problem? (Choose two.)

A. Enable DF-bit honoring in the global settings.

B. Adjust the MTU of'the [Psec interface.

C. Adjust the MTU of'the physical interface to which the [Psec tunnel is bound.

D. Enable Forward Error Correction (FEC) on the VPN mterface for egress traffic.

Answer: B,C

NEW QUESTION # 24

Computers are getting faster and faster, which provides us great conveniences and all possibilities in our life and work. IT jobs are
attractive. Fortinet NSE8 812 exam guide materials help a lot of beginners or workers go through examand get a useful
certification, so that they can have a beginning for desiring positions. Itcertking NSE8 812 Exam Guide Materials are famous for its
high passing rate and leading thousands of candidates to a successful exam process every year.
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