FCSS_SDW_AR-7AAIRCHH|Z|MEEZ I EXE &
FCSS_SDW_AR-74Z|AMEHIFEX D ZE

Exam : FCSS_SDW_AR-7.4
Title : FCSS - SD-WAN 7.4
Architect

https:/fwww.passcert.com/FCSS_SDW_AR-7.4.html

2t 1 Pass4Test0ol A Google Drive2 3R] 8H= 2, 4l FCSS SDW _AR-7.4 Alg] 2AIZ o] Q&L ct:
https/drive.google.convopen?id=1Fu2us 1 n2n-wQBVE6uzZU2wXZ0OaxBdIT1h

ITRIBAAS2 of=miECt Zst AME S 2 0|1 U&LCH Fortinet 21&FCSS SDW AR-74AI8E S0t 5t AlH
FE E2 sTI0o|Lt A5 Aol B2 = 80| Elo{EZ$ Q&L Tt Fortinet 2185FCSS SDW _AR-7.4A|& 0] 0249
M SnHe xpAlo| QiCT 27 PassdTeste = 0F lo ™ o|H 1312 oA 22t 3t X|et 2 M ElLIC} PassdTestoll M &
Al Fortinet 215 FCSS SDW AR-74"HZ &= A|Z oM 7HE Z AL CH

Pass4Test2| Fortinet 215 FCSS SDW AR-7TAAEHEHIZ S E AR EA| Al X&|= o|H ILE QX E HEFT U
X M ZYAPSLICH M3 H{F AT FOHF & 7 HF U ZAHE OFSol o< Y45 iUt RE
ZAME st & LTt Fortinet 218 FCSS SDW AR-7.4E Z X} 2 £PassdTest| ME7HE0| 2|M2 Chstod ZnH2
ol=E0T Z&LICH100% MBI M HASHES X{5[= &4 M &Lt

>>FCSS_SDW_AR-7T4A|EOHH| 2|8 HEZ ISR AR <<

AE A TS5 B FCSS_SDW_AR-74A|ECHH| 2|4 HEZ R X2 Z|AlH
METME

Pass4Test2| Fortinet2!& FCSS_SDW_AR-7TAAEHHZAIE = o 22| AlZHE M2 ol /HERILICH HIHHE H


https://drive.google.com/open?id=1Fu2us1n2n-wQBVE6uzU2wXZOaxBdlT1h
https://kr.fast2test.com/FCSS_SDW_AR-7.4-premium-file.html
https://www.itdumpskr.com/FCSS_SDW_AR-7.4-practice-test.html
https://www.pass4test.net/FCSS_SDW_AR-7.4.html

M AEEHSEE dtiokot A IS8 AR S Pass4Test| Fortinet®! & FCSS SDW AR-74EZ &= HEIZHO T #2
MNE oA ZoE oA =4 Q& LI Fortinet®!E FCSS SDW AR-74AI8 2 S15t0{ At HAS 2 #S55t2{H
Pass4Test®| Fortinet®! & FCSS SDW AR-74HZZ A|EZEHISEE M.

Z| &l Fortinet Certified Solution Specialist FCSS_ SDW_AR-7.4 FEMEE
Ml (Q56-Q61):

EE #56

Refer to the exhibit that shows VPN event logs on FortiGate.
7: [..]legid="0101037141" rype="event™ subtype="vpn" level="notice" vd="root" logdesc="IPsec tunnel
statistics™ msg="1Psec tunnel statistics™ action="tunnel-stats™ remip=100.64.1.9 locip=192.2.0.9
remport=500 locport=500 outintf="port2" cocokies="773c72b48060051d/529ac435532959b6" user="N/a*
group="N/A" useralt="N/A" xauthuser="N/A" xauthgroup="N/A" assignip=10.202.1.1
vpntunnel="T_INET_1" tunnelip=N/A tunnelid=2595348112 tunneltype="ipsec™ duration=3581
sentbyte=366431 rcvdbyte=387326 nextstat=600 advpnsc=0

8: [-]logid="0101037141" type="event”™ subtype="vpn" level="notice" vd="root" logdesc="IPsec tunnel
statistics®™ maga"IPsec tunnel statistics” action="tunnel-stats" remip=172.16.0.9 locip=172.16.0,1
remport=500 locport=500 outintf="portd"™ cookies="06248905971£0096d/ed1bd5247375cd6£f" user="N/p"
group="N/A" useralt="N/A" xauthuser="N/A" xauthgzroup="N/A" asaignip=N/A vpntunnel="T_MPLS_O"
tunnelip=0.0.0.0 tunnelid=2555348102 tunneltype="ipsec” duration=223 sentbyte=115040
revdbyte=345160 nextatat~-600 advpnsewl

9: [..]legid="0101037141" type="event™ aubtype="vpn" level="notice"” vd="root" logdeac="IPsec tunnel
statistics® mag="IPsec tunnel statistics” action="tunnel-stats" remip=100.64.1.1 locip=192.2,0.1
remport=500 locport=500 outintf="portl"™ cookies="747b432459457188/6616a969a6937853" user="N/aA"
group="N/A" useralt="N/A" xauthuser="N/A" xauthgroup="N/A" assignip=10.201.1.1

vpntunn SINET | d=2595348115 tunneltype="ipsec”™ duration=3580
sentbyt 8020s B 399894 t@t=600 advpnsc=0
Based on the output shown in the exhibit, which statement is true?

A. The VPN tunnel T MPLS 0 is a shortcut tunnel.

B. There is one shortcut tunnel built from master tunnel T MPLS 0.

C. There are no IPsec tunnel statistics log messages for ADVPN shortcuts.
D. The master tunnel T INET 0 cannot accept the ADVPN shortcut.

HE: A

Y.

When reviewing VPN log messages, the field advpnsc will help you identify the shortcut VPN tunnels.

FortiGate will set advpnsc value 1 for any log messages related to shortcut tunnels; for any other tunnel, the advpnsc value is set to
0.

EE #57
Refer to the exhibits.
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Interrace details

Name = Type = Members = IP/Netmask =
B B Physical Interface {F)
© [& port1 Physical Interface 192.2.0.1/255.255.255.248
o [ port2 Physical Interface 192.2.0.9/255.255.255.248
¥ port3 Physical Interface 0.0.0.0/0.0.00
o [® port4 Physical Interface 172.16:0.1/255.255.255.248
i port5 ™ Physical Interface 10.001:254/255.255.255.0
% port6 ™ Physical Interface 0.0.0.0/0.0.00
™ port? [™ Physical Interface 0.0.0.0/0.0.0.0
EEJE Tl rEiEcal Interface 0.0.0.0/0.0.0.0
% port9 Physical Intérface 0.0.0.0/0.0.0.0
™ port10 Physicallnterface 192.168.0.31/255.255.255.0
T_shop_1(portd) = Physical interface 0.000/0000
% HUBT1 & SD-WAN Zone . HHE}I:EEE; 0.0.0.0/0.0.0.0
= HUB1-VPN3
% Test % SD-WAN Zone i port2 0.0.0.0/0.0.0.0
svirtual-wanink % SD-WAN Zone 0.0.0.0/0.0.0.0

Static route details

Destination ¢ GatewayIlP < Interface Status =

192.168.1.0/24 © 192.2.0.254 % port © Enabled
168.1.1.0/24 192204 | port1 © Enabled

Firewall policies on managed FortiGate
)

Policy From To Source Destination = Service

1 Corp(5 port1 ortd ] Corp-net 1 LAN-net @WHTTP
p(d) ] M p E] Corp-ne [ 4] ne B HITRS

1 DIA(1) [# portS ) port1 LAN-net all @ALL

The interface details, static route configuration, and firewall policies on the managed FortiGate device are shown.
You want to configure a new SD-WAN zone, named Underlay, that contains the interfaces portl and port2.
What must be your first action?

e A Define portl as an SD-WAN member.
¢ B. Delete the firewall policies.



e C. Delete the SD-WAN Zone Test.
o D. Delete the static routes.

HE: D

Y.

In the exhibits, port2 is already assigned to the SD-WAN zone named Test. An interface can only belong to a single SD-WAN
zone, so before you can add both port] and port2 into the new SD-WAN zone Underlay, you must first delete the SD-WAN Zone
Test to free port2.

EE #58
Refer to the exhibit.

Diagnose output E:E H TI n E T

spoke A # diagnose firewall proute list
list route policy info(vf=root):

id=1(0x01) dscp_tag=0xfc 0xfc flags=0x0 tos=0x00 tos_mask=0x00 protocol=17 port=src(0->65535) :dst (0->65535)
iif=0(any)

path(1l): oif=0(any) gwy=10.0.1.253

destination(l): 10.22.0.0-10.22.0.255

source wildcard(l): 0.0.0.0/255.255.255.0

hit_count=5 rule last_used=2024-12-19 07:53:31

id=2130968577 (0x7£040001) vwl"service=1 (Critical-DIA) vwl mbr seq=2 @ag:ﬂxfc Oxfc flags=0x0 tos=0x00
tos_mask=0x00 protocol=0 port=src(0->0):dst (0->0) iif=0(any)
path(2): oif=4(port2), oif=3(portl)

source(l): 10.0.1.0-10.0.1.255

destination wildcard(l) : 0.0.0.0/0.0.0.0 &‘
application control(2): Microsoft.Portal(41469,0) Storage ck +22)
hit_count=8597 rule_last_used=2024-12-19 07:31:00 9

1d=2130968578 (0x7£040002) vwl_service=2 (Non-Criti ‘avwl_mbr_seqtz dscp_tag=0xfc 0xfc flags=0x0 tos=
0x00 tos_mask=0x00 protocol=0 port=src(0->0): ( 0) =0 (any)
path(l): oif=4(port2)

source(1): 10.0.1.0-10.0.1.255

destination wildcard(l): 0.0.0.0/0.0.0.0
application control(2): Operational.Techn 126) Social.Media(0,23)
0 g

hit_count=36589 rule_last_used=2024-1 :00

id=2130968580(0x7£040004) vwl_ser =4 itical-Web-Server) vwl_mbr_seq=3 dscp_tag=0xfc flags=0x0 tos=
0x00

tos_mask=0x00 protocol=0 port ) iif=0(any)

path(l): oif=6(portd)

source(l): 10.0.1.0-10.0.1.25

destination(1l): 128.66.0.1-128. 0.1
hit_count=12587 rule_last_used=2024-12-19 07:31:00

id=2130968579 (0x7£040003) vwl_service=3 (VOIP) vwl_mbr_seq=l dscp_tag=0xfc flags=0x0 tos=0x00 tos_mask=0x00
protocol=17 port=src(1->65535) :dst (1->65535) iif=0(any)

path(l): oif=3(portl) path last_used=2024-12-19 08:09:00

source(1l): 10.0.1.0-10.0.1.255

destination(l): 0.0.0.0-255.255.255.255

hit_count=13 rule_last_used=2024-12-19 08:09:00

‘Which two conclusions can you draw from the output shown? (Choose two.)

e A. One SD-WAN rule allows traffic load balancing.

e B. UDP traffic destined to the subnet 10.22.0.0/24 matches a manual SD-WAN rule.
¢ C. One SD-WAN rule is defined with application categories as the destination.

e D. UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route.

Y. CD

AE:

One SD-WAN rule is defined with application categories as the destination # The diagnose output shows application control
matches such as Microsoft.Portal, Operational. Technology, and Social Media, confirming that SD-WAN rules are using application
categories as destinations.

UDRP traffic destined to the subnet 10.22.0.0/24 matches a policy route # The first entry (id=1) shows protocol=17 (UDP) with
destination 10.22.0.0/24, confirming this traffic is handled by a policy route instead of an SD-WAN rule.



EE#59
Refer to the exhibit.

Settings  Info

Name Social_app

Status © Disabled

Source
Address EJLAN-net
User group

Destination

Address

Internet service amn
==RTHE1

QOutgoing Interfaces

Interface selection strategy (@ Manual

Manually assign outgoing members.

You configure SD-WAN on a standalone FortiGate device. You want to create an SD-WAN rule that steers Facebook and
Linkedin traffic through the less costly internet link. The FortiGate GUI page appears as shown in the exhibit.
What should you do to set Facebook and LinkedIn as destinations?

A. Enable the applications as destinations of the SD-WAN rule feature visibility.

B. Install a license to allow applications as destinations of SD-WAN rules.

C. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.
D. In the Internet service field, select Facebook and LinkedIn.

He. D

MY

In an SD-WAN rule, you can steer application traffic by using Internet Service Database (ISDB) entries.

Facebook and LinkedIn are predefined ISDB objects in FortiGate, so the correct way is to select them in the Internet service field
under Destination. This ensures that all traffic to these applications is matched and routed through the chosen (less costly) link.

A2 #60
Refer to the exhibit.



BGP configuration

config router bgp

set as 65000

set router-id 10.200.99.253

set ibgp-multipath enable

set additional-path enable

set additional-path-select 3

config neighbor-group

edit “VPN1”
set soft-reconfiguration enable

set remote-as €5000
= RTINE
“VPNZ2”

set soft-reconfiguration enable
set remote-as 65000

“VPN3"
set soft-reconfiguration enable
set remote-as 65000
next
end
config neighbor=range
edit I
set /prefix 192.168.1.0 255.255.255.192
set neighbor-group “VPN1”
next
edit 2
set prefix 192.168.1.64 255.255.255.192
set neighbor-group “VPN2”
next
edit 3
set prefix 192.168.1.128 255.255.255.192
set neighbor-group “VPN3”
next

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise
prefixes from spokes to other spokes over the IPsec overlays, including additional paths.

However, when looking at the spoke routing table, the administrator does not see the prefixes from other spokes and the additional
paths Which three settings must the administrator configure inside each BGP neighbor group so spokes can learn the prefixes of
other spokes and their additional paths? (Choose three.)

A. Enable route-reflector-client.

B. Enable route-reflector-server

C. Set additional-path to send

D. Set adv-additional-path to the number of additional paths to advertise.



¢ E. Set additional-path to forward
HY: ACD

Y.

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

HEE #61
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