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Fortinet NSE 8 - Recertification Exam Sample Questions (Q164-Q169):

NEW QUESTION # 164

You nust analyze an event that happened at 20:37 UTC.

date=2022-07-11 time=10:37:08 eventtime=1657571829014946018 tz="-1000" 1logid="0000000022"
type="traffic" subtype="forward" level="notice" vd="root"™ srgip=102100.91.12 srcport=51542
srcintf="port3" srcintfrole="lan" dstip=8.8.8.8 dstport=53 dstintf="portl" fstintfrole="wan"
srcuuid="2bdee3fc-0124-51ed-7898-eaelb990blec" dstuuid="2bdee3fc-0124-5led-7898-eaelb990blec"
srccountry="Reserved" dstcountry="United States"=sessionid=402530 proto=17 action="accept"
policyid=13 policytype="policy" poluuid="766bb040-0124-51ed-cal3a-eacceded289f" policyname="LAN to
Internet" service="DNS" trandisp="snat" #£ransip=10.100.64.101 transport=51542 appidl16195 app="DNS"
appcat="Network.Service" apprisk="elevated" applist="default" duration=180 Pytetaﬂngg
sentpkt=1 rcvdpkt=1 srchwvendor="Fortinet" devtype="Router" srcfamily="FortyGat@™"sSn ="Fo '
mastersrcmac="00:09:0£:00:03¢01" Srcmac="00:09:0£:00:03:01" srcserver=0

One log relevant to the event is extracted from FortiGate logs:

The devices and the administrator are all located in different time zones Daylight savings time (DST) is disabled.

- The FortiGate is at GMT-10:00

- The FortiAnalyzer is at GMT-08:00

- Your browser local time zone is at GMT-03:00

You want to review this log on FortiAnalyzer GUI, what time should you use as a filter?

A. 203708
B. 10:37:08
C. 12:37:08
D. 17:37:08

Answer: C

Explanation:
httpsy/community. fortinet.com/tS/FortiAnalyzer/ Technical- Note- Understanding- FortiAnalyzer- time-related-fields/ta-p/197569

NEW QUESTION # 165
Refer to the exhibit.
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* Server VLAN Server VLAN ;-
; SideB A

You have two data centers with a FortiGate 7000-series chassis connected by VPN. All traffic flows over an established generic
routing encapsulation (GRE) tunnel between them. You are troubleshooting traffic that is traversing between Server VLAN A and
Server VLAN B. The performance is lower than expected and you notice all traffic is only going through the FPM in slot

3 while nothing through the FPM in slot 4.

Referring to the exhibit, which statement is true?

A. There is no way to load-balance the traffic in this scenario.

B. Configuring a load-balance flow-rule in the CLI will load-balance this traffic.

C. Removing traffic shaping from the firewall policy allowing this traffic will allow for load-balancing to the other module.
D. Changing the algorithm to take source IP, destination IP and port into account will load balance this traffic to the other
module.

Answer: B

NEW QUESTION # 166
Refer to the exhibit.

Given the exhibit, which two statements about FortiGate FGSP HA cluster behavior are correct?
(Choose two.)

¢ A. Youcanrun FortiGate Virtual Router Redundancy Protocol (VRRP) high availability in addition to FGSP simultaneously.
¢ B. Session synchronization occurs over Layer 3 by default, and if unavailable it will then try Layer 2.



¢ C. You can selectively synchronize only specific sessions between FGSP cluster members.
¢ D. Cluster members will upgrade one at a time and failover during firmware upgrades.

Answer: A,B

NEW QUESTION # 167
Refer to the exhibit.

FGT ¥ get router info bgp network 10.10.10.0
Paths: (2 available, no best path)
Local

10.20.1.4 (inaccessible) from 10.21.16.15 (10.24.116€.20)
Local
10,20.1.4 (inaccessible) from 10.21.16.16 (90.21.116.20

FGT # get router info routing=table details 10.20.1.4
Routing entry for 10.20.1«0W28

Enown via "bgp®, distapce, 200, metric 0, best

Last update 07w2dl8h ago

# 10.21.116.28 (fecursive via 10.21.161.21)

FGT # get router info routing-table data;lsF;l{-.Hq-InET
% MNMetwork not in table

A customer reports that they are not able to reach subnet 10.10.10.0/24 from their FortiGate device. Based on the exhibit, what
should you do to correct the situation?

A. Enable additional-path feature

B. Enable recursive resolution for BGP routes
C. Enable iBGP muiltipath

D. Enable next-hop-self feature

Answer: B

Explanation:

The exhibit indicates that subnet 10.10.10.0 is not in the routing table and marked as

"maccessible” in the BGP table. This happens because the next-hop for the BGP route (10.20.1.4) is itself not resolvable (recursive
resolution is not happening). Enabling recursive resolution ensures that the FortiGate can resolve the next-hop of the BGP route via
an intermediate route, allowing the subnet 10.10.10.0 to become reachable.

NEW QUESTION # 168

Refer to the exhibit. You need to create a base SD-WAN configuration that includes SD-WAN rules and Performance SLAs for
spoke sites with various connectivity types. It needs to be done in a way that can be easily applied to new sites with a minimum
amount of change.

Create New SD-WAN Template [# CU Configurations %

Name

Description

SD-WAN Status o

F:=RTINET

Interface Members v

+ Create New v | [# Edit s Wi
O b= Interface Member = Status = Gateway = Cost = E

O s virtual-wan-link

How should you create the SD-WAN zones?

A. With members and assign overlay interfaces

B. With members and assign interfaces but do not specify a gateway
C. With members without interface assignments

D. With no members configured



Answer: A

NEW QUESTION # 169
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you to experience the NSE8 813 final test conditions. Customizable Fortinet NSE8 813 Practice Tests (desktop and web-based)
allow you to change the time and quantity of Fortinet NSE8 813 practice questions.
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