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R #47
Which of'the following federal agencies does NOT have regulatory authority related to privacy?

A. U.S. Department of Transportation.

B. Consumer Financial Protection Bureau.
C. Federal Reserve

D. U.S. Department of Commerce.

IEf#: D
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The U.S. Department of Commerce (DOC) is a federal agency that promotes economic growth, trade, and innovation, but does not
have regulatory authority related to privacy. The DOC administers several voluntary privacy frameworks, such as the Privacy Shield,
the APEC Cross- Border Privacy Rules, and the NIST Privacy Framework, but these are not legally binding or enforceable by the
DOC. The DOC also participates in international privacy negotiations and dialogues, but does not have the power to issue rules or
regulations on privacy matters.

H #48
U.S. federal laws protect individuals from employment discrimination based on all of the following EXCEPT?

A. Marital status.

B. Genetic information.
C. Pregnancy.

D. Age.

EfE: A
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U.S. federal laws protect individuals from employment discrimination based on a number of protected characteristics, such as age,
pregnancy, and genetic information. However, marital status is not one of them.

There is no federal law that prohibits employment discrimination based on marital status, although some states and localities have
enacted such laws. The other statements are incorrect because:

* A. Age is a protected characteristic under the Age Discrimination in Employment Act of 1967 (ADEA), which protects people
who are 40 or older from discrimination because of agel.

* B. Pregnancy is a protected characteristic under the Pregnancy Discrimmation Act, which amended Title VII of the Civil Rights
Act of 1964 to make it illegal to discriminate against a woman because of pregnancy, childbirth, or a medical condition related to
pregnancy or childbirth?2.

* D. Genetic information is a protected characteristic under the Genetic Information Nondiscrimnation Act of 2008 (GINA), which
makes it illegal to discriminate against employees or applicants because of genetic information, such as family medical history, genetic
tests, or participation in genetic research?. References: Prohibited Employment Policies/Practices, Employment discrimination law in
the United States, Civil Rights Requirements- Federal Employment Discrimination Laws

HM #49
Which of the following is NOT a principle found in the APEC Privacy Framework?

e A Preventing Harm.

e B. Access and Correction.

e C. Privacy by Design.

¢ D. Integrity of Personal Information.

Ef#: C
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The APEC Privacy Framework is a set of non-binding principles adopted by the Asia-Pacific Economic Cooperation (APEC) that
aimto promote electronic commerce and protect information privacy in the region. The Framework is consistent with the core values
ofthe OECD Guidelines on the Protection of Privacy and Trans-Border Flows of Personal Data, and reaffirns the value of privacy



to individuals and to the information society. The Framework consists of nine principles:

Preventing Harm, Notice, Collection Limitation, Use of Personal Information, Choice, Integrity of Personal Information, Security
Safeguards, Access and Correction, and Accountability. Privacy by Design is not one of the principles in the APEC Privacy
Framework, although it is a concept that is endorsed by the OECD Guidelines and other privacy frameworks.

H #50
Which of'the following became the first state to pass a law specifically regulating the collection of biometric data?

A. Washington.
B. Texas.

C. California.
D. Illinois.

Ef#: D
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[llinois became the first state to pass a law specifically regulating the collection of biometric data in 2008, when it enacted the
Biometric Information Privacy Act (BIPA). BIPA defines biometric identifiers as retina or iris scans, fingerprints, voiceprints, or
scans of hand or face geometry, and biometric information as any information based on biometric identifiers used to identify an
individual. BIPA requires entities that collect, store, or use biometric identifiers or information to obtain informed consent from
individuals, provide written policies on data retention and destruction, limit disclosure and sale of biometric data, and protect
biometric data using reasonable security measures. BIPA also provides a private right of action for individuals whose biometric data
is collected, stored, or used in violation of the law, and allows them to recover statutory damages of $1,000 or actual damages,
whichever is greater, for each negligent violation, and $5,000 or actual damages, whichever is greater, for each intentional or
reckless violation, as well as attorneys' fees and costs, and injunctive relief.

H #51

SCENARIO

Please use the following to answer the next QUESTION:

A US-based startup company is selling a new gaming application. One day, the CEO of the company receives an urgent letter from
a prominent EU-based retail partner. Triggered by an unresolved complaint lodged by an EU resident, the letter describes an
ongoing investigation by a supervisory authority into the retailer's data handling practices.

The complainant accuses the retailer of improperly disclosing her personal data, without consent, to parties in the United States.
Further, the complainant accuses the EU-based retailer of failing to respond to her withdrawal of consent and request for erasure of
her personal dat a. Your organization, the US-based startup company, was never informed of this request for erasure by the EU-
based retail partner. The supervisory authority investigating the complaint has threatened the suspension of data flows if the parties
mnvolved do not cooperate with the investigation. The letter closes with an urgent request: "Please act immediately by identifying all
personal data received from our company." This is an important partnership. Company executives know that its biggest fans come
from Western Europe; and this retailer is primarily responsible for the startup's rapid market penetration.

As the Company's data privacy leader, you are sensitive to the criticality of the relationship with the retailer.

At this stage of the investigation, what should the data privacy leader review first?

A. The text of the original complaint

B. Available data flow diagrams

C. The company's data privacy policies
D. Prevailing regulation on this subject
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