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WGU Managing Cloud Security (JY02) Sample Questions (Q119-Q124):

NEW QUESTION # 119
Which device is used to create and manage encryption keys used for data transmission in a cloud-based environment?

A. Hardware security module (HSM)
B. Trusted platform module (TPM)
C. Memory controller

D. RAID controller

Answer: A

Explanation:

AHardware Security Module (HSM)is a dedicated, tamper-resistant device designed for creating, managing, and storing encryption
keys. In cloud environments, HSMs are essential for securing cryptographic operations, such as SSL/TLS key management, digital
signatures, and secure data transmission.

TPMs are hardware chips used to secure local devices, such as laptops. Memory controllers and RAID controllers manage system
performance and storage but are not cryptographic devices.

HSMs provide strong protection against key theft or misuse by isolating cryptographic fnctions from general purpose computing
resources. They are often certified under standards like FIPS 140-2, ensuring compliance with stringent security requirements. In
cloud services, customers can use provider-managed HSMs or deploy dedicated virtual HSM instances for secure key
managenment.

NEW QUESTION # 120
Which business continuity and disaster recovery consideration should be part of a cloud application architecture?

A. Application message queues
B. Architecting for failure

C. Health status pages

D. Compliance of applications

Answer: B

Explanation:

Architecting for failure is a findamental business continuity and disaster recovery consideration in cloud application architecture.
Managing Cloud principles emphasize that cloud systems must be designed with the assumption that components will fail.
Architecting for failure mvolves implementing redundancy, fault tolerance, automated recovery, and failover mechanisns.
Applications should be resilient to infrastructure outages and capable of continuing operation despite component failures. This
approach reduces downtime and ensures service availability during incidents.

Health status pages provide visibility, compliance addresses regulatory needs, and message queues support commumnication but do
not filly address BC/DR requirements. Therefore, architecting for failure is the correct answer.

NEW QUESTION # 121
An organization wants to conduct some of the disaster recovery plan testing with the least possible impact on production. Which
method should be used?

e A Tabletop testing
e B. Full test
e (. Unit testing
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e D. Dry run test
Answer: A

Explanation:

Tabletop testing is the disaster recovery testing method with the least impact on production systers.

Managing Cloud guidance explains that tabletop exercises are discussion-based scenarios where stakeholders walk through
response procedures without executing actual system changes.

This approach allows tearrs to validate roles, responsibilities, commumication paths, and decision-making processes. Tabletop testing
is cost-effective, low-risk, and ideal for early validation of disaster recovery and business continuity plans.

Dry runs and full tests involve actual system actions and can impact production. Unit testing focuses on individual components.
Therefore, tabletop testing is the correct answer.

NEW QUESTION # 122
‘Which item should be used by a consumer to determine whether a cloud service provider is in regulatory or legal compliance?

A. Warrant

B. Regulatory obligations
C. Third-party attestation
D. Existing contract

Answer: C

Explanation:

A third-party attestation should be used by consumers to determine whether a cloud service provider meets regulatory and legal
compliance requirements. Managing Cloud principles explain that independent audits and attestations provide objective evidence of
compliance.

Third-party attestations validate that a provider has implemented required controls and follows recognized standards. These reports
reduce the need for customers to perform direct audits and increase trust in the provider's security and compliance posture.
Warrants relate to law enforcement, regulatory obligations define requirements but do not prove compliance, and contracts outline
responsibilities but do not independently verify adherence. Therefore, third-party attestation is the correct answer.

NEW QUESTION # 123
Which phase of'the cloud data life cycle involves activities such as data categorization and classification, including data labeling,
marking, tageing, and assigning metadata?

A. Use

B. Create
C. Store
D. Destroy

Answer: B

Explanation:

The cloud data life cycle defines distinct stages that data goes through from its origin until its disposal. The Createphase is the very
first stage, and this is where data is generated or captured by systems, applications, or users. At this point, data does not yet have
context for storage or use, so it must be appropriately categorized and classified. Activities like labeling, marking, tagging, and
assigning metadata are critical because they establish the foundation for enforcing controls throughout the rest of the life cycle.
Classification ensures that data is aligned with sensitivity levels, regulatory requirements, and business value.

For exanple, financial records may be labeled "confidential" while general marketing content may be marked

"public." These distinctions guide how encryption, access controls, and monitoring will be applied in subsequent phases such as
storage, sharing, or use.

According to industry frameworks, starting security at theCreatephase ensures that controls "follow the data" across environments.
Without proper classification at creation, organizations risk mismanaging sensitive data downstream

NEW QUESTION # 124
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