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What is the maximum number of Appliances within Security group in Dual-Site configuration?
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H #54
What is the maximum number of Appliances within the same Security Group?

A0
B. 1
C.2
D.3

Ef#: C
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The maximum number of appliances within the same security group is 31. This is because a security group can have up to 31
Security Group Modules (SGMs) of the same or different models, and each SGM is an appliance that runs the Check Point
software. A security group can span across nultiple chassis, and each chassis can have up to 16 SGMs. However, the total number
of SGMs in a security group cannot exceed 31.

References:

*Maestro Expert (CCME) Course - Check Point Software, page 51

*Check Pomt Certified Maestro Expert (CCME) R81.X - Global Knowledge, course outline

B #55
What is the purpose of g_tcpdump command?

A. Collects traffic dump from Sync network

B. Collects traffic dump fromall Active Appliances within Security Group
C. Collects traffic dump from CIN network

D. The same as tcpdump, just on Scalable Platform

IEf#: B

fi .-

Explanation

_tepdump” probably collects traffic dumps from all active appliances within a security group, aligning with the naming convention and
function of similar commands in scalable platforms.

References

*Maestro Expert (CCME) Course - Check Point Software, page 331

*What is 'IN' and 'OUT of' g_tcpdump? - Check Point CheckMates2

*CHECK POINT MAESTRO EXPERT, page 23

HH #56
Possibilities for a failure in a single SGM of a Security Group include.

A. A change was made with clish instead of gClish, causing the SGM to handle traffic differently than the other SGMs.
B. An admmistrator imported a hotfix into the CPUSE repository of a single SGM.

C. SecureXL. is not enabled on the SGM.

D. There are too many active SGMs in the SG.

IEf#: B
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Explanation

One of'the possible causes of a failure in a single SGM of a Security Group is that an administrator imported a hotfix into the
CPUSE repository of a single SGM, instead of using the orchestrator to distribute the hotfix to all the SGMs in the Security Group.



This can create a mismatch in the software versions and configurations of the SGMs, and lead to unexpected behavior and errors.
References

*Maestro Expert (CCME) Course - Check Point Software, page 251

*sk172923: The /var/log/messages file does not save Maestro Gaia Clish commands?2

*sk180418: Security Gateway Member (SGM) is stuck after it is added to a Security Group with image auto cloning enabled on the
Single Management Object (SMO)

B #57
In a Maestro Dual Site environment, what is the definition of the term Active Stte.

¢ A The Active Site is the site that is not handling any traffic for the specific SG, but itsconnections are synced to its SGMs
from the MHOs to be ready in the event of a failover.

¢ B. There is no such thing as an active site. In a Dual Site environment, traffic is load balanced.

e C. The Active Site is the site where the SMO Master exists.

e D. The Active Site is the site currently handling the enforcement on traffic passing for a specific SG.Connections are synced
within the SGMs in the Active Site.

Ef#E: D

R -

Explanation

In a Maestro Dual Site environment, there are two sites that can host Security Group Members (SGMs) for each Security Group
(SG). The Active Site is the one that is currently processing the traffic for a specific SG, while the Standby Site is the one that is
ready to take over in case of a failover. The Active Site and the Standby Site can be difterent for different SGs, depending on the
load balancing and failover policies. The Active Site and the Standby Site are synchronized by the Maestro Orchestrators (MHOs)
using the Site-Sync port and VLANS.

References =

*Solved: Maestro dual site failover - Check Point CheckMates

*Maestro Dual Site configuration with a direct connection through 1.2 switches
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