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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

¢ CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.
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¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-

Topic 2
ope scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments
¢ CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Topic 3 Candidates must understand the finctions of entities such as the Department of Defense, CMMC-AB,

Organizations Seeking Certification, Registered Practitioners, and Certificd CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

o CMMC Assessiment Process (CAP): This section of the exam measures the planning and execution skills

of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
Topic 4 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.
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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q88-Q93):

NEW QUESTION # 88
An organization's sales representative is tasked with entering FCI data into various fields within a spreadsheet on a company-issued
laptop. This laptop is an FCI Asset being used to:

e A store, process, and organize FCI.
e B. process and transmit FCL.
e C. process and organize FCI.
e D. store, process, and transmit FCI.

Answer: D

Explanation:

Understanding FCT and Asset CategorizationFederal Contract Information (FCI)is any informationnot intended for public releasethat
is provided by or generated for thegovernmentunder aDoD contract.

Acompany-issued laptopused by a sales representative to enter FCI into aspreadsheetis considered anFCI assetbecause it:
#Stores FCI- The spreadsheet contains sensitive information.

#Processes FCI- The representative is entering data into the spreadsheet.

#Organizes FCI- The spreadsheet helps structure and manage FCI data.

Processing (Option B and C)is occurring, but since the laptop is primarily being used toorganize data,Option D is the most
comprehensive.

Transmission (Option A and C)is not explicitly mentioned, soOption D is the best fi.

Why "Store, Process, and Organize FCI" is Correct?Breakdown of Answer ChoicesOption Description Correct?

A). Process and transmit FCIL.

#Incorrect-No indication oftransmissionis provided.

B). Process and organize FCL

#Incorrect-Storage is also a key function of the laptop.

O). Store, process, and transmit FCIL.

#Incorrect- Transmission is not confirmed in the scenario.
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D). Store, process, and organize FCL.

#Correct - The laptop is used to store, process, and organize FCI in a spreadsheet.

CMMC Asset Categorization Guidelines- DefinesFCI assetsbased onstorage, processing, and organization functions.

Official References from CMMC 2.0 DocumentationFinal Verification and ConclusionThe correct answer isD. Store, process, and
organize FCI, as the laptop is used tostore information, enter (process) data, and structure (organize) FCI within a spreadsheet.

NEW QUESTION # 89
A CCP is part of a CMMC Assessiment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During
the interview process, what will the CCP ensure about the information exchanged during the interview?

A. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated
B. Performed in groups for more efficient use of resources

C. Confidential and non-attributable so interviewees can speak without fear of reprisal

D. Recorded for inclusion in the Final Recommended Findings report

Answer: C

Explanation:

Understanding the Role ofa CCP in CMMC Assessments

ACertified CMMC Professional (CCP)is responsible for assistingCertified CMMC Assessors (CCA)in evaluating anOrganization
Seeking Certification (OSC)during a CMMC assessment. One key aspect of this process isconducting nterviewswith Subject
Matter Experts (SMEs) to verify security practices.

Ensuring that interviewees canspeak fieely without fear of retaliationiscriticalto obtaiingaccurate and unbiased nformationabout the
implementation of security controls.

Step-by-Step Breakdown:

CMMC Assessment Process and the Role of Interviews

TheCMMC Assessiment Guide (Level 2)outlines that interviews are conducted to confirm that security practices are effectively
mplemented.

Interviewees mustfeel comfortable sharing candid responseswithout concern that their statements will lead tonegative
consequenceswithin the organization.

Ensuring Confidentiality and Non-Attribution

DoD Assessment Methodologyspecifies that interviews should be conductedconfidentiallytoprotect the identity of interviewees.
TheCMMC Code of Professional Conduct (CoPC)for assessors and professionals reinforces the requirement to maintain
theconfidentialityof assessment participants.

Non-attributionensures that responses are used for evaluation purposeswithout linking statements to specific individuals.

Why the Other Answer Choices Are Incorrect:

(A) Performed in groups for more efficient use of resources:

Group interviews may prevent individuals from speaking openly.

Employees might be hesitant to contradict leadership or peers.

(B) Recorded for inclusion in the Final Recommended Findings report:

Interviews arenot directly recorded or attributedin assessment reports.

Instead, findings are documentedwithout identifying specific individuals.

(D) Mapped to specific CMMC practices to clearly delineate which practice is being evaluated:

While responsesinformwhich practices are being assessed, theprimary goalof an interview is to ensure accurate,unbiased information
gathering,

Final Validation from CMMC Documentation:

According to theCMMC Assessment Guide and DoD Assessment Methodology, nterview confidentiality iscrucialto
gatheringaccurateandunbiasedresponses. This makesconfidentiality and non-attributionthe correct answer.

Thus, the correct answer is:

C). Confidential and non-attributable so mterviewees can speak without fear of reprisal.

NEW QUESTION # 90
During Phase 4 of the Assessment process, what MUST the Lead Assessor determine and recommend to the C3PAO concerning
the OSC?

e A. Suitability
e B. Capability
e C. Ability



e D. Eligbility

Answer: B

NEW QUESTION # 91
‘Which organization is the governmental authority responsible for identifying and marking CUI?

A NIST

B. Department of Homeland Security
C.CMMC-AB

D. NARA

Answer: D

NEW QUESTION # 92

Prior to mitiating an OSC's CMMC Assessiment, the Lead Assessor briefed the team on the most important requirements of the
assessment. The assessor also insisted that the same results of the findings summary, practice ratings, and Level recommendations
nmust be submitted to the C3PAO for mitial processes and review. After several weeks of assessment, the C3PAO conpletes the
mternal review, the recommended results are then submitted through the C3PAO for final quality review and rating approval. Which
document stipulates these reporting requirements?

A. DFARS clause 252.204-7012 assessment reporting requirements
B. NISTSP 800-171 Revision 2 assessment reporting requirements
C. DFARS 52.204-21 assessment reporting requirements

D. CMMC Assessment reporting requirements

Answer: D

Explanation:

The correct answer isA. CMMC Assessment Reporting Requirementsbecause this document specifically outlines thestructured
processthat Certified Third-Party Assessment Organizations (C3PAOs) must follow when conducting and reporting CMMC
assessiments.

* Understanding the CMMC Assessment Process

* TheLead Assessorbriefs the team on theassessment requirementsand theevaluation criteriabefore the assessment begins.

* Throughout the assessment, findings summaries, practice ratings, and level recommendationsare documented and reported.

* These findings are internally reviewed by theC3PAODbefore they are formally submitted forquality review and final rating approval.
* Key Document Stipulating Reporting Requirements: CMMC Assessment Reporting Requirements

* This documentspecifically details how assessments must be reportedwithin theCMMC ecosystem.

* It describes the structured process for assessment submission, internalC3PAO reviews, andquality checks by the CMMC-
ABbefore an organization can receive a final certification decision.

* It ensures thatresults are consistent, transparent, and aligned with DoD cybersecurity compliance expectations.

* Why Other Options Are Incorrect:

* B. DFARS 52.204-21 Assessment Reporting Requirements

* This clause only specifiesbasic safeguardingof Federal Contract Information (FCI) but doesnotdictate the reporting process for
CMMC assessments.

* C. NIST SP 800-171 Revision 2 Assessment Reporting Requirements

* WhileNIST SP 800-171 Rev. 2outlines security controls, it doesnotdefine how CMMC assessments must be conducted and
reported.

* D. DFARS Clause 252.204-7012 Assessment Reporting Requirements

* This DFARS clause focuses onincident reportingandcyber incident response requirementsbut does not detail theCMMC
assessiment reporting process.

* CMMC Assessment Reporting Requirements, issued byThe Cyber ABandDoD, governs how C3PAQOs must report assessment
results.

* CMMC Assessmment Process (CAP)also outlines reporting workflows for certification.

Step-by-Step Breakdown:Official Reference:Thus, theCMMC Assessment Reporting Requirementsdocument is the authoritative
source that dictates the reporting procedures for CMMC assessments.



NEW QUESTION # 93
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