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54. Frage
Which scenario meets PCI DSS requirements for restricting access to databases containing cardholder data?

A. Direct queries to the database are restricted to shared database administrator accounts.
B. User access to the database is only through programmatic methods.

C. User access to the database is restricted to system and network administrators.

D. Application IDs for database applications can only be used by database administrators.

Antwort: B

Begrindung;
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PerRequirement 7.2.5and8.2.2, PCI DSS recommends thatonly application-layer accessbe allowed to databases storing cardholder
data, preventing users from issuing direct SQL queries or accessing the database via administrative tools.

* Option A#Correct. Restricting database access toprogrammatic (application-layer) methodsis strongly preferred and aligns with
PCI DSS guidance.

* Option B#Incorrect. Admins should not have unrestricted access unless justified and monitored.

* Option C#lIncorrect. Application IDs must not be used interactively by individuals (Requirerment 8.6.1).

* Option D#Incorrect. Shared accounts are disallowed (Requirement 8.2.1).

55. Frage

An entity accepts e-commerce payment card transactions and stores account data in a database. The database server and the web
server are both accessible from the Internet. The database server and the web server are on separate physical servers. What is
required for the entity to meet PCI DSS requirements?

A. The web server should be moved into the internal network.

B. The web server and the database server should be installed on the same physical server.

C. The database server should be relocated so that it is not accessible from untrusted networks.

D. The database server should be moved to a separate segment from the web server to allow for more concurrent
connections.

Antwort: C

Begrindung;

Requirement 1.3.7andRequirement 3.3. 1emphasise thatdatabases storing cardholder data must not be directly accessible from the
Internet or untrusted networks. The database must be behind firewalls and accessible only via controlled, authorised connections.
* Option A#Incorrect. Combining servers may violate the one-fimction-per-server rule (Requirement

2.2.1).

* Option B#Correct. The database must be protected fromdirect public access.

* Option C#lIncorrect. Web servers often reside in the DMZ; moving them internally could increase risk.

* Option D#Incorrect. Network performance is not a PCI DSS concern -security isolation is.

56. Frage
Which scenario describes segmentation of the cardholder data environment (CDE) for the purposes of reducing PCI DSS scope?

A. A network configuration that prevents all network traffic between the CDE and out-of-scope networks.
B. Firewalls that log all network traffic flows between the CDE and out-of-scope networks.

C. Virtual LANSs that route network traffic between the CDE and out-of-scope networks.

D. Routers that monitor network traffic flows between the CDE and out-of-scope networks.

Antwort: A

Begriindung;

True segmentation, as defined mPCI DSS Scope Guidance, requiresenforcing isolationsuch thatno network traffic is allowed
between the CDE and out-of-scope systens, unless explicitly permitted and secured. This is the only way toreduce assessment
scopereliably.

* Option A#Incorrect. Monitoring alone does not restrict or prevent access.

* Option B#Incorrect. Logging without restriction doesnot isolatethe CDE.

* Option C#lncorrect. VLANs may be part of segmentation, but routing traffic alone doesn't reduce scope.

* Option D#Correct. This describesproper segmentation: no uncontrolled traffic into the CDE.

Reference:PCI DSS v4.0.1 - Section 4.2;Guidance on Scoping and Network Segmentation- Section 3.1 and

3.2.

57. Frage
‘Which of the following is a requirement for multi-tenant service providers?

e A. Provide customers with access to the hosting provider's system configuration files.
e B. Ensure that a customer's log files are available to all hosted entities.
e (. Provide customers with a shared user ID for access to critical system binaries.



¢ D. Ensure that customers cannot access another entity's cardholder data environment.
Antwort: D

Begrindung;

Formulti-tenant service providers,isolation and segmentationare critical. As perRequirement 12.10.3, each customer's environment
must besegregated and protectedsuch that no tenant can access another's data or systemns.

* Option A#Correct. This is the foundational control -isolation of customer environments.

* Option B#Incorrect. Exposing system config files is a security risk.

* Option C#lIncorrect. Shared user IDs areexplicitly prohibitedby Requirerent 8.2.1.

* Option D#Incorrect. Custorrers should only access their own logs.

58. Frage
An internal NTP server that provides time services to the Cardholder Data Environment is?

A. Only in scope if it provides time services to database servers.

B. Only in scope if it stores, processes or transmits cardholder data.
C. Not in scope for PCI DSS.

D. Inscope for PCI DSS.

Antwort: D

Begrindung;

Scope definition in PCI DSS v4.0.1 (Section 4)includesany system that can impact the security of the CDE.

Time synchronization servers such asNTParecritical to log integrity(Requirement 10.6), and if they provide services to CDE
systems,they are in scopeeven if they do not directly process cardholder data.

* Option A#Incorrect. Scope is broader than just databases.

* Option B#Incorrect. Time serversimpact log security, so they are in scope.

* Option C#lIncorrect. PCI DSS scope includes systens thataffect the securityof CDE, not just those storing card data.
* Option D#Correct. Internal NTP servers providing services to the CDE arein scope.

References:

PCI DSS v4.0.1 - Section 4: Scope of PCI DSS Requirements;

Requiremment 10.6.1.1.
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