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Topic 1

Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

Topic 2
OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

Topic 3
Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

Topic 4 802.1X Authentication

Topic 5
FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

Topic 6
This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

Topic 7
Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

Fortinet FCP—FortiAuthenticator 6.5 Administrator Sample Questions
(Q47-Q52):
NEW QUESTION # 47 
A system administrator wants to integrate FortiAuthenticator with an existing identity management system with the goal of
authenticating and deauthenticating users into FSSO.

A. The ability to import and export users from CSV files
B. SNMP monitoring and traps
C. RADIUS learning mode for migrating users
D. REST API

Answer: D

NEW QUESTION # 48 
A network administrator is using FortiAuthenticator as their RADIUS server for wired and wireless network access. The
administrator wants to pass the users' group information back to the RADIUS clients when the users authenticate.
How does FortiAuthenticator accomplish this?

A. REST API
B. RADIUS attributes
C. RADIUS accounting
D. Syslog messages

Answer: B

Explanation:
FortiAuthenticator uses RADIUS attributes to pass additional information, such as user group membership, back to RADIUS clients
during the authentication process.



NEW QUESTION # 49 
When implementing FIDO2, which information, at a minimum, is stored with the service provider?

A. Password and FIDO2 key name
B. Username and FIDO2 authenticator public key
C. Username and user-selected biometric authentication options
D. The last challenge signed by the FIDO2 private key

Answer: B

Explanation:
With FIDO2, the service provider stores at minimum the username and the FIDO2 authenticator's public key, which is used to verify
authentication responses without storing sensitive private keys.

NEW QUESTION # 50 
Which two capabilities does FortiAuthenticator offer when acting as a self-signed or local CA? (Choose two.)

A. Importing other CA certificates and CRLs
B. Creating, signing, and revoking of X.509 certificates
C. Merging local and remote CRLs using SCEP
D. Validating other CA CRLs using OCSP

Answer: A,B

Explanation:
FortiAuthenticator can import other CA certificates and CRLs for trust and validation purposes.
It can create, sign, and revoke X.509 certificates when acting as a self-signed or local CA.

NEW QUESTION # 51 
When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the master
FortiAuthenticator?

A. Load balancing master
B. Cluster member
C. Standalone master
D. Active-passive master

Answer: D

NEW QUESTION # 52
......
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