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The RedHat EX280 exam consists of multiple-choice questions that test candidates' knowledge and skills in key areas such as
OpenShift Container Platform essentials, installation, and configuration of OpenShift nodes, and creation and management of an
OpenShift project. EX280 Exam also focuses on topics such as building and deploying applications, using tools for monitoring and
logging, and troubleshooting common issues.
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The Red Hat Certified Specialist in OpenShift Administration (EX280) certification exam is an excellent way for IT professionals to
validate their skills in OpenShift administration. EX280 Exam is designed to be challenging, and it requires a deep understanding of
the various components of OpenShift, including the use of Kubernetes, Docker, and other container technologies. Red Hat Certified
Specialist in OpenShift Administration exam certification is highly valued in the IT industry and is an excellent way for IT
professionals to demonstrate their expertise in OpenShift administration.

RedHat Red Hat Certified Specialist in OpenShift Administration exam
Sample Questions (Q15-Q20):
NEW QUESTION # 15 
Scale Application Manually
Task information Details:
Scale the httpd deployment to 5 replicas .

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
Solution:
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* Scale the deployment:
oc scale deployment httpd --replicas=5
* Verify:
oc get deployment httpd
oc get pods -l app=httpd
* Confirm the desired, current, and available replica counts match.
This task checks direct workload scaling using the OpenShift CLI.

NEW QUESTION # 16 
Managing Group
Task information Details:
Create the groups site-users and guest-users .
Add qwerty to guest-users .
Add harry and susan to site-users .
Grant edit to site-users on test .
Grant view to guest-users on demo .

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
Solution:
* Create the groups:
oc adm groups new site-users
oc adm groups new guest-users
* Add users to groups:
oc adm groups add-users guest-users qwerty
oc adm groups add-users site-users harry susan
* Grant edit role on test to site-users:
oc policy add-role-to-group edit site-users -n test
* Grant view role on demo to guest-users:
oc policy add-role-to-group view guest-users -n demo
* Verify:
oc get groups
oc describe group site-users
oc describe group guest-users
oc get rolebinding -n test
oc get rolebinding -n demo
This task measures practical administration of OpenShift groups and project-scoped RBAC assignments.

NEW QUESTION # 17 
Manage Identity Provider
Task information Details:
Create the following HTPasswd users: bob, qwerty, john, armstrong, natasha, harry, susan .
Create a secret from the HTPasswd file in openshift-config .
Configure cluster OAuth to use the HTPasswd identity provider.
Restart the OAuth pods so the new authentication configuration takes effect.

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
Solution:
* Create the initial HTPasswd file with the first user:
htpasswd -c -B -b /tmp/htpass.txt bob indionce
* Add the remaining users:



htpasswd -b /tmp/htpass.txt qwerty catalog
htpasswd -b /tmp/htpass.txt john john123
htpasswd -b /tmp/htpass.txt armstrong natasha123
htpasswd -b /tmp/htpass.txt natasha arthstrong
htpasswd -b /tmp/htpass.txt harry harry123
htpasswd -b /tmp/htpass.txt susan susuan123
* Create the secret in openshift-config :
oc create secret generic ex280-secure --from-file=htpasswd=/tmp/htpass.txt -n openshift-config
* Edit OAuth and add the HTPasswd identity provider:
oc edit oauth cluster
* Use a valid structure like this:
spec:
identityProviders:
- name: ex280-idp-secure
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: ex280-secure
* Save and exit.
* Restart OAuth pods:
oc delete pod -n openshift-authentication -l app=oauth-openshift
* Verify:
oc get pods -n openshift-authentication
oc get oauth cluster -o yaml
This task validates OpenShift local authentication configuration through HTPasswd and cluster OAuth integration.

NEW QUESTION # 18 
Create Secure Route in Quart Project
Task information Details:
Create an edge route named htquart for service httpd , using the specified hostname and TLS certificate/key files.

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
Solution:
* Switch to the quart project:
oc project quart
* Create the secure route:
oc create route edge htquart \
--service=httpd \
--hostname=quart.apps.ocp4.example.com \
--cert=./req.crt \
--key=./req.key
* Verify:
oc get route htquart
oc describe route htquart
* Test resolution and access if DNS is available:
curl -k https://quart.apps.ocp4.example.com
This task checks route exposure, TLS termination, and secure ingress administration.

NEW QUESTION # 19 
Create LimitRanges for Project Darpa
Task information Details:
Switch to project darpa and create a LimitRange with Pod and Container minimums and maximums of CPU and memory, plus
default container values.



Answer:

Explanation:
See the solution below in Explanation.
Explanation:
Solution:
* Switch to the target project:
oc project darpa
* Create a YAML file, for example limitrange.yaml:
apiVersion: v1
kind: LimitRange
metadata:
name: darpa-limits
namespace: darpa
spec:
limits:
- type: Pod
max:
cpu: 300m
memory: 300Mi
min:
cpu: 5m
memory: 5Mi
- type: Container
max:
cpu: 300m
memory: 300Mi
min:
cpu: 5m
memory: 5Mi
default:
cpu: 100m
memory: 100Mi
* Apply it:
oc apply -f limitrange.yaml
* Verify:
oc get limitrange -n darpa
oc describe limitrange darpa-limits -n darpa
This task validates namespace-level defaulting and constraint policies for pod scheduling and resource consumption.

NEW QUESTION # 20
......
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