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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q54-
Q59):
NEW QUESTION # 54 
In a pool there are 2 pool members (older servers) that can handle fewer connections than the other 3 newer servers.
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Which load balancing method would allow more traffic to be directed to the newer servers? (Choose one answer)

A. Weighted Least Connections (member)
B. Global Availability
C. Round Robin
D. Least Connections (member)

Answer: A

Explanation:
This scenario requires unequal load distribution based on server capacity. The newer servers must receive more connections than the
older ones, while still dynamically accounting for active connection counts.
According to BIG-IP Administration: Data Plane Configuration documentation:
Weighted Least Connections (member) combines:
Connection awareness (least connections)
Administrator-defined weights (ratios) to reflect server capacity
Pool members with higher weights receive proportionally more new connections than members with lower weights, even when using
the same load balancing algorithm.
Why B is correct:
Allows assigning higher weights to newer servers and lower weights to older servers Ensures smarter traffic distribution based on
both capacity and real-time load Why the other options are incorrect:
A). Global AvailabilityUsed for disaster recovery and site failover, not intra-pool load distribution.
C). Round RobinDistributes connections evenly without considering server capacity.
D). Least Connections (member)Balances only by current connection count and does not account for differences in server
performance or capacity.
Correct Resolution:
Use Weighted Least Connections (member) and assign higher weights to newer servers so they receive more traffic while protecting
older servers from overload.

NEW QUESTION # 55 
Refer to the exhibit.

A BIG-IP Administrator configures a new VLAN on an HA pair of devices that does NOT yet have any traffic. This action causes
the assigned traffic group to fail over to the standby device. Which VLAN setting should be changed to prevent this issue?

A. Source Check
B. Customer Tag
C. Fail-safe
D. Auto Last Hop

Answer: C

Explanation:
The exhibit shows the advanced configuration of a VLAN where the Fail-safe option is checked. VLAN Fail- safe is a high-
availability feature used to monitor network connectivity on a specific VLAN. When enabled, the BIG-IP system monitors the
VLAN for network traffic. If the system does not detect any " useful " traffic on the VLAN within the specified Fail-safe Timeout
(which is 90 seconds in the exhibit), it attempts to generate traffic by pinging the default gateway or other devices. If it still detects no



traffic, the BIG-IP concludes that the VLAN is unreachable or the network interface has failed, and it triggers a " Fail-safe Action " -
in this case, " Reboot " or a failover to the peer device in the HA group.
Because the administrator has just created a new VLAN that " does NOT yet have any traffic, " the Fail-safe mechanism triggers
immediately after the 90-second timeout period. Since no devices are yet communicating on this VLAN, the BIG-IP incorrectly
assumes there is a hardware or cabling failure and forces a failover to ensure the standby device (which might have better
connectivity) takes over. To prevent this unwanted failover, the administrator should uncheck the Fail-safe box for that specific
VLAN until the VLAN is fully populated with active nodes and regular traffic. Once the application is live and traffic is flowing, Fail-
safe can be re-enabled to provide an additional layer of redundancy. Auto Last Hop (Option A) and Source Check (Option B) are
routing and security features that do not trigger HA failover events.

NEW QUESTION # 56 
A BIG-IP Administrator configures an SSH pool with five members.
Which health monitor should be applied?

A. TCP
B. HTTP
C. UDP
D. HTTPS

Answer: A

Explanation:
SSH is a TCP-based service. A TCP monitor validates service availability without requiring application-layer inspection.

NEW QUESTION # 57 
A set of servers is used for an FTP application as well as an HTTP website via separate BIG-IP Pools. The server support team
reports that some servers are receiving a lot more traffic than others. Which Load Balancing Method should the BIG-IP
Administrator apply to even out the connection count?

A. Ratio (Node)
B. Least Connections (Member)
C. Least Connections (Node)
D. Ratio (Member)

Answer: C

Explanation:
Similar to the logic required for managing multi-service backend environments, the issue described-where servers hosting multiple
protocols like FTP and HTTP are experiencing uneven distribution-stems from the BIG-IP's default behavior of treating each pool
independently. If the administrator uses a member-based load balancing method, the BIG-IP distributes HTTP traffic regardless of
how much FTP traffic that same physical server is currently processing.
To resolve this, the administrator must utilize the Least Connections (Node) method. By switching both the HTTP and FTP pools to
this algorithm, the BIG-IP begins to make load balancing decisions based on the total combined connection count for the IP address
of each server. When a new HTTP request arrives, the BIG-IP checks which server has the fewest total connections (including
existing FTP sessions). This prevents a server that is already busy with long-lived FTP transfers from being overwhelmed by a
sudden burst of HTTP requests.
Ratio methods (Options A and C) are static and rely on the administrator manually assigning weights to servers based on their
perceived capacity; they do not adapt to real-time fluctuations in traffic volume across different pools. Least Connections (Member)
(Option B) remains blind to the "cross-pool" traffic on the same hardware. Only the Node-based Least Connections approach
provides the global visibility necessary to "even out" the total resource utilization across servers supporting multiple distinct
applications.

NEW QUESTION # 58 
The BIG-IP Administrator has to provide encrypted communication between the users and the virtual server they access. Multiple
hostnames are configured in DNS with the same IP address. Which profile type and setting in the profile should be used?

A. Server SSL, Client Name



B. Server SSL, Server Name
C. Client SSL, Client Name
D. Client SSL, Server Name

Answer: D

Explanation:
When a single IP address (Virtual Server) must host multiple hostnames (e.g., site1.com, site2.com) over HTTPS, the BIG-IP must
be able to present the correct SSL certificate for each site during the initial handshake. This requirement is handled by a technology
called Server Name Indication (SNI).
To implement this on the BIG-IP, the administrator must use a Client SSL profile because the encryption is occurring between the
user (Client) and the Virtual Server. Within the Client SSL profile settings, there is a field called Server Name. By creating multiple
Client SSL profiles-each with a different "Server Name" (the hostname) and its corresponding certificate-and attaching them all to
the same Virtual Server, the BIG-IP can inspect the SNI extension in the client's "Client Hello" packet. It then selects the specific
profile that matches the requested hostname.
Option A is incorrect because "Client Name" is not the standard field name used for SNI hostname matching in the profile. Options
B and C refer to Server SSL profiles, which manage the connection between the BIG- IP and the backend servers. While Server
SSL profiles also have a "Server Name" field (used to send SNI to a backend server), the requirement here is to provide encrypted
communication for "users" accessing the virtual server, which definitively requires a Client-side SSL configuration.

NEW QUESTION # 59
......
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