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M #754
IT disaster recovery point objectives (RPOs) should be based on the:

e A need of each business unit.
e B. maximum tolerable downtime.
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¢ C. type of business.
o D. maximum tolerable loss of data.
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HA #1755
Which of'the following is the BEST key performance indicator (KPI) to measure the ability to deliver uninterrupted IT services?

® A. Mean time to recover

¢ B. Unplanned downtime

e C. Planned downtime

e D. Mean time between failures

Ef#: D
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M #756
Of'the following, who is BEST suited to assist a risk practitioner in developing a relevant set of risk scenarios?

A. Control owner
B. Internal auditor
C. Finance manager
D. Asset owner

Ef#: D
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The asset owner is the best suited to assist a risk practitioner in developing a relevant set of risk scenarios. The asset owner is the
person who has the authority and responsibility for the IT assets that support the business processes. The asset owner can provide
valuable information on the business objectives, requirements, and expectations that the IT assets should meet. The asset owner can
also help identify the potential threats, vulnerabilities, and impacts that may affect the IT assets and the business processes. The asset
owner can also suggest possible risk responses and mitigation strategies to address the risk scenarios. The other options are not as
relevant as the asset owner, as they may not have the same level of knowledge, interest, or mvolvement in the IT assets and the
business processes. References = Risk and Information Systems Control Study Manual, Chapter 1: IT Risk Identification, Section
1.3: IT Risk Scenarios, page 23.

R #757
What is the MOST important consideration when selecting key performance indicators (KPIs) for control
monitoring?

A. Source information is acquired at stable cost.

B. Source information is consistently available.

C. Source information is tailored by removing outliers.
D. Source information is readily quantifiable.

Ef@E: B
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The most important consideration when selecting KPIs for control monitoring is that the source information is
consistently available, meaning that it can be obtained regularly, reliably, and timely from the same or
equivalent data sources. This ensures that the KPIs can measure the performance of the controls over time and
across different units or functions, and provide meaningful and comparable results. Source information that is
acquired at stable cost, tailored by removing outliers, or readily quantifiable are also desirable, but not as
essential as consistency.

References:
*ISACA, Risk IT Framework, 2nd Edition, 2019, p. 751



*ISACA, Performance Measurement Metrics for IT Governance2

HA #758
Which of'the following is MOST appropriate to prevent unauthorized retrieval of confidential information stored in a business
application system?

A. Enforce the use of digital signatures.

B. Enforce an internal data access policy.
C. Apply single sign-on for access control.
D. Implement segregation of duties.

IEf#: B
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* An internal data access policy is a set of rules and guidelines that define who, how, when, and why the users can access, use,
share, or modify the data stored in a business application system, based on the data classification, sensitivity, and ownership.

* Enforcing an internal data access policy is the most appropriate way to prevent unauthorized retrieval of confidential information
stored in a business application system. This means that the organization implements and maintains effective controls to ensure that
only the authorized users can access the confidential information, and that the access is logged and monitored for compliance and
security purposes.

* The other options are not the most appropriate ways to prevent unauthorized retrieval of confidential information stored in a
business application system. They are either secondary or not essential for data access control.

The references for this answer are:

* Risk IT Framework, page 28

* Information Technology & Security, page 22

* Risk Scenarios Starter Pack, page 20
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