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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q23-Q28):

NEW QUESTION # 23

A customrer has a large number of food-producing machines:

- All machines are connected via Aruba CX6200 switches in VLANs

100.110. and 120

- Several external technicians are maintaining this special equipment

What are the correct commands to ensure that no rogue DHCP server will impact the network?

A.
B.
C.
D.

Answer: C

Explanation:

Configures DHCP snooping on the switch and enables it for VLANs 100, 110, and 120. It also specifies the IP address of the
authorized DHCP server and sets the ports connected to the server as trusted. This prevents any unauthorized DHCP server from
providing mvalid configuration data to the clients on those VLANs. Option B also enables DHCP option-82, which adds information
about the switch port and VLAN to the DHCP packets, allowing for more granular control and logging of DHCP transactions.

NEW QUESTION # 24

You are building a configuration in Central that will be used for a standardized network design for small sites for your company, you
want to use GUI configuration for gateways and Aps, while template configuration for switches. You need to align with Aruba best
practices.

Which set of actions will satisfy these requirements?

e A. Create one group in Central for switches a second group for APs. and a third group for gateways Create a unique site for
each location, and assign devices to the appropriate site.

¢ B. Create a single group in Central. Create a unique site for each type of device, and assign devices to the appropriate site.

e C. Create a single group in Central. Create a unique site for each location, and assign devices to the appropriate site.

¢ D. Create one group in Central for switches and a second group for APs and gateways. Create a unique site for each
location, and assign devices to the appropriate site.

Answer: C

Explanation:

Explanation

This is because option C shows how to create a single group in Central with different configuration methods defined for each device
type. For example, you can create a group with the name Group1, and within this group, you can enable template-based
configuration method for switches and Ul-based configuration method for Instant APs and Gateways. Aruba Central identifies both
these groups under a single name (Group1). If a device type in the group is marked for template-based configuration method, the
group name is prefixed with TG (TG Group1). You can use Groupl as the group ID for workflows such as user management,
monitoring, reports, and audit trail2.

https://www.arubanetworks.comvtechdocs/central/latest/content/nms/groups/abt- groups.htm 2:
https://www.arubanetworks.comvtechdocs/central/latest/content/nms/groups/groups.htm

NEW QUESTION # 25
Your Aruba CX 6300 VSF stack has OSPF adjacency over SVI 10 with LAG 1 to a neighboring device The following
configuration was created on the switch:

e A
e B
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e C
e D

Answer: B

Explanation:

Explanation

OSPF (Open Shortest Path First) is a routing protocol that uses link-state information to calculate the best path to each destination
in the network. OSPF establishes adjacencies with neighboring routers to exchange routing information and maintain a consistent
view of the network topologyl.

To establish an OSPF adjacency, the routers need to have some common parameters, such as the area ID, the network type, the
hello interval, the dead interval, and the authentication method2. The routers also need to have a matching subnet mask on the
mterface that connects thems3.

In this case, the Aruba CX 6300 VSF stack has an SVI (Switched Virtual Interface) on VLAN 10 with an [P address of
10.1.1.1/24 and a LAG (Link Aggregation Group) on port 1/1/1 and port 2/1/1 that connects to a neighboring device. The SVI is
configured with OSPF area 0 and network type broadcast. The LAG is configured with OSPF passive mode, which means that it
will not send or receive OSPF hello packets.

The neighboring device has an interface with an IP address of 10.1.1.2/24 and a LAG on port 1/0/1 and port

2/0/1 that connects to the Aruba CX 6300 VSF stack. The interface is configured with OSPF area 0 and network type broadcast.
Since the Aruba CX 6300 VSF stack and the neighboring device have the same area ID, network type, subnet mask, and default
hello and dead mtervals on their interfaces, they will be able to establish an OSPF adjacency over SVI 10 with LAG 1. The OSPF
passive mode on the LAG will not affect the adjacency, because it only applies to the LAG interface, not the SVI mterface.

NEW QUESTION # 26
You need to ensure that voice traffic sent through an ArubaOS-CX switch arrives with minimal latency. What is the best scheduling
technology to use for this task?

A. QoS shaping

B. Rate limiting
C. Strict queuing
D. DWRR queuing

Answer: C

Explanation:

Strict queuing is the best scheduling technology to use for voice traffic on an AOS-CX switch.

Scheduling is a mechanism that determines how packets are transmitted from different queues on an egress port. Strict queuing is a
scheduling method that gives the highest priority queue absolute preference over all other queues, regardless of their size or
utilization. Voice traffic should be assigned to the highest priority queue and scheduled with strict queuing to ensure minimal latency
and jitter. The other options are incorrect because they are either not scheduling methods or not optimal for voice traffic.

NEW QUESTION # 27
Which statements are true about VSX LAG? (Select two.)

A. Outgoing traffic is switched to a port based on a hashing algorithm which may be either switch in the pair
B. The total number of configured links may not exceed 8 for the pair or 4 per switch

C. LAG traffic is passed over VSX ISL links only while upgrading firmware on the switch pair

D. Outgoing traffic is preferentially switched to local members of the LAG.

E. Up to 255 VSX lags can be configured on all 83xx and 84xx model switches.

Answer: B,D

Explanation:

Explanation

The correct answers are A and D.

According to the web search results, VSX LAG is a feature that allows multiple PSKs to be used on a single SSID, providing
device-specific or group-specific passphrases for enhanced security and deployment flexibility for headless IoT devices1. VSX
LAGs span both aggregation switches and appear as one device to partner downstream or upstream devices or both when forming
a LAG with the VSX pair2.



One of the statements that is true about VSX LAG is that the total number of configured links may not exceed

8 for the pair or 4 per switchl. This means that a VSX LAG across a downstream switch can have at most a total of eight member
links, and a switch can have a maximum of four member links. When creating a VSX LAG, it is recommended to select an equal
number of member links in each segment for load balancingl.

Another statement that is true about VSX LAG is that outgoing traffic is preferentially switched to local members of the LAG2. This
means that when active forwarding and active gateway are enabled, north-south and south-north traffic bypasses the ISL link and
uses the local ports on the switch. This optimizes the traffic path and reduces the load on the ISL link2.

The other statements are false or not relevant for VSX LAG. Outgoing traffic is not switched to a port based on a hashing algorithm,
which may be either switch in the pair. This is a characteristic of MLAG (Multi-Chassis Link Aggregation), which is a different
feature from VSX LAG. LAG traffic is not passed over VSX ISL links only while upgrading firmware on the switch pair. This is a
scenario that may occur when performing hitless upgrades, which is a feature that allows software updates without impacting
network availability. The number of VSX lags that can be configured on all 83xx and 84xx model switches is not 255, but depends
on the switch model and firmware version. For example, the AOS-CX 10.04 supports up to 64 VSX lags for 8320 switches and up
to 128 VSX lags for 8325 and 8400 switches.

NEW QUESTION # 28
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