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EAE #202

A conpany needs to save the results from a medical trial to an Amazon S3 repository. The repository must allow a few scientists to
add new files and must restrict all other users to read-only access. No users can have the ability to modify or delete any files in the
repository. The company must keep every file in the repository for a mnimum of 1 year after its creation date.

Which solution will meet these requirements?

e A Use an IAM role to restrict all users from deleting or changing objects in the S3 bucket Use an S3 bucket policy to only
allow the [AM role

e B. Use S3 Object Lock in compliance mode with a retention period of 365 days.

e (. Use S3 Object Lock In governance mode with a legal hold of 1 year

e D. Configure the S3 bucket to invoke an AWS Lambda function every tune an object is added Configure the function to
track the hash of the saved object to that modified objects can be marked accordingly

HE: A
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EAE #203

A company recently launched an e-commerce application that is running in eu-east-2 region, which strictly requires six EC2
instances running at all times. In that region, there are 3 Availability Zones (AZ) that you can use - eu-east-2a, eu-east-2b, and eu-
east-2c.

‘Which of the following deployments provide 100% fault tolerance if any single AZ in the region becomes unavailable? (Select
TWO.)

A. eu-east-2a with four EC2 instances, eu-east-2b with two EC2 instances, and eu-east-2¢ with two EC2 instances

B. eu-east-2a with three EC2 instances, eu-east-2b with three EC2 instances, and eu-east-2¢ with three EC2 nstances
C. eu-east-2a with six EC2 instances, eu-east-2b with six EC2 instances, and eu-east-2¢ with no EC2 mnstances

D. eu-cast-2a with two EC2 instances, eu-east-2b with two EC2 instances, and eu-east-2¢ with two EC2 instances

E. eu-east-2a with two EC2 instances, eu-east-2b with four EC2 instances, and eu-east-2¢ with two EC2 instances

4. B,C

Y.

Fault Tolerance is the ability of a system to remain in operation even if some of the components used to build the system fail. In
AWS, this means that in the event of server fault or system failures, the number of running EC2 instances should not fall below the
minimum number of instances required by the system for it to work properly. So if the application requires a minimum of 6 instances,
there should be at least 6 instances running in case there is an outage in one of the Availability Zones or if there are server issues.
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In this scenario, you have to simulate a situation where one Availability Zone became unavailable for each option and check whether
it still has 6 running instances.

Hence, the correct answers are: eu-east-2a with six EC2 instances, eu-east-2b with six EC2 instances, and eu-east-2¢ with no EC2
instances and eu-east-2a with three EC2 instances, eu-east-2b with three EC2 instances, and eu-east-2¢ with three EC2 instances
because even if one of the availability zones were to go down, there would still be 6 active instances.

Reference:

httpsy/media.amazonwebservices.com/AWS Building Fault Tolerant Applications.pdf

EE #204

A company uses NFS to store large video files in on-premises network attached storage. Each video file ranges i size from 1MB to
500 GB. The total storage is 70 TB and is no longer growing, The company decides to migrate the video files to Amazon S3. The
company must migrate the video files as soon as possible while using the least possible network bandwidth.

‘Which solution will meet these requirements?

e A. Setup an AWS Direct Connect connection between the on-premises network and AWS. Deploy an S3 File Gateway on
premises. Create a public virtual interlace (VIF) to connect to the S3 File Gateway. Create an S3 bucket. Create a new NFS
file share on the S3 File Gateway. Point the new file share to the S3 bucket. Transfer the data from the existing NFS file share
to the S3 File Gateway.

e B. Deploy an S3 File Gateway on premises. Create a public service endpoint to connect to the S3 File Gateway Create an
S3 bucket Create a new NFS file share on the S3 File Gateway Point the new file share to the S3 bucket. Transfer the data
from the existing NFS file share to the S3 File Gateway.

e C. Create an AWS Snowball Edge job. Receive a Snowball Edge device on premises. Use the Snowball Edge client to
transfer data to the device. Return the device so that AWS can import the data into Amazon S3.

e D. Create an S3 bucket Create an IAM role that has permissions to write to the S3 bucket. Use the AWS CLI to copy all
files locally to the S3 bucket.

HE. C

M.
The basic difference between Snowball and Snowball Edge is the capacity they provide. Snowball provides a total of 50 TB or 80
TB, out of which 42 TB or 72 TB is available, while Amazon Snowball Edge provides 100 TB, out of which 83 TB is available.

AE #205
A conpany is deploying a new public web application to AWS. The application will run behind an Application Load Balancer
(ALB). The application needs to be encrypted at the edge with an SSI/TLS certificate that is issued by an external certificate



authority (CA). The certificate must be rotated each year before the certificate expires.
‘What should a solutions architect do to meet these requirements?

e A Use AWS Certificate Manager (ACM) to issue an SSL/TLS certificate. Import the key material from the certificate.
Apply the certificate to the ALB. Use the managed renewal feature to automatically rotate the certificate.

¢ B. Use AWS Certificate Manager (ACM) to import an SSL/TLS certificate. Apply the certificate to the ALB. Use Amazon
EventBridge (Amazon CloudWatch Events) to send a notification when the certificate is nearing expiration. Rotate the
certificate manually.

e (. Use AWS Certificate Manager (ACM) Private Certificate Authority to issue an SSL/TLS certificate from the root CA.
Apply the certificate to the ALB. Use the managed renewal feature to automatically rotate the certificate.

e D. Use AWS Certificate Manager (ACM) to issue an SSL/TLS certificate. Apply the certificate to the ALB.
Use the managed renewal feature to automatically rotate the certificate.

HeE: B
Y.
Explanation

httpsy//www.amazonaws.cn/en/certificate-manager/fags/#Managed _renewal and deployment

EE #2006

A company runs an application on Amazon EC2 mstances behind an Application Load Balancer (ALB). The company wants to
create a public API for the application that uses JSON Web Tokens (JWT) for authentication. The company wants the API to
mtegrate directly with the ALB. Which solution will meet these requirements?

A. Use Amazon API Gateway to create a WebSocket APL
B. Use Amazon API Gateway to create an HITP APL

C. Use Amazon API Gateway to create a REST API.

D. Use Amazon API Gateway to create a gRPC APL

3

HE:

Amazon API Gateway supports multiple API types: REST, HTTP, WebSocket, and gRPC. HTTP APIs are a newer, lightweight
option that support JWT authorizers natively, enabling secure, scalable authentication for APIs with JSON Web Tokens.

HTTP APIs can integrate with ALBs as a backend target, providing direct connectivity and simplified API management with JWT
authentication built in.

REST APISs support JWT but are more feature-rich and complex, often used for legacy or more complex use cases, and have higher
costs and latency. WebSocket APIs are for real-time, bidirectional commumication, which is not requested here. gRPC APIs
support RPC calls but are less common for public HTTP-based APIs with JWT auth.

Therefore, HTTP API with JWT authorizers is the best fit for this use case.
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