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AE #31
Which two ways can you create an incident on FortiAnalyzer? (Choose two answers)

A. Using a connector action

B. By running a playbook

C. Manually, on the Event Monitor page
D. Using a custom event handler

o
m

: B,D

EE #32

Refer to the exhibit.

Assume that all devices in the FortiAnalyzer Fabric are shown in the image.

Which two statements about the FortiAnalyzer Fabric deployment are true? (Choose two.)

A. There is no collector in the topology.

B. All FortiGate devices are directly registered to the supervisor.
C. FAZ-SiteA has two ADOM:s enabled.

D. FortiGate-B1 and FortiGate-B2 are in a Security Fabric.

Y. CD

Y.

* Understanding the FortiAnalyzer Fabric:

* The FortiAnalyzer Fabric provides centralized log collection, analysis, and reporting for connected FortiGate devices.

* Devices in a FortiAnalyzer Fabric can be organized into different Administrative Domains (ADOMs) to separate logs and
management.

* Analyzing the Exhibit:

* FAZ-SiteAandF AZ-SiteBare FortiAnalyzer devices in the fabric.

* FortiGate-BlandFortiGate-B2are shown under theSite-B-Fabric, indicating they are part of the same Security Fabric.

* FAZ-SiteAhas multiple entries under it:Site AandMSSP-Local, suggesting multiple ADOMs are enabled.

* Evaluating the Options:

* Option A:FortiGate-B1 and FortiGate-B2 are underSite-B-Fabric, indicating they are indeed part of the same Security Fabric.
* Option B:The presence of FAZ-SiteA and FAZ-SiteB as FortiAnalyzers does not preclude the existence of collectors. However,
there is no explicit mention of a separate collector role in the exhibit.

* Option C:Not all FortiGate devices are directly registered to the supervisor. The exhibit shows hierarchical organization under
different sites and ADOM.

* Option D:The muiltiple entries underFAZ-Site A(SiteA and MSSP-Local) indicate that FAZ-Site A has two ADOM s enabled.
* Conclusion:

* FortiGate-B1 and FortiGate-B2 are in a Security Fabric.

* FAZ-SiteA has two ADOMs enabled.

References:

Fortinet Documentation on FortiAnalyzer Fabric Topology and ADOM Configuration.

Best Practices for Security Fabric Deployment with FortiAnalyzer.

HE #33
Which three are threat hunting activities? (Choose three answers)

A. Perform packet analysis.

B. Generate a hypothesis.

C. Tune correlation rules.

D. Enrich records with threat intelligence.
E. Autormate workflows.

HY: ABD



Y.

Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:

According to the specialized threat hunting modules and frameworks withinFortiSOAR 7.6and the advanced analytics capabilities
ofFortiSIEM 7.3, threat hunting is defined as a proactive, human-led search for threats that have bypassed automated security
controls. The three selected activities are core components of this lifecycle:

* Generate a hypothesis (C):This is the findamental starting point of a "Structured Hunt." Analysts develop a testable theory-based
on recent threat intelligence (such as a new TTP identified by FortiGuard) or environmental risk-about how an attacker might be
operating undetected in the network.

* Enrich records with threat intelligence (A):During the investigation phase, hunters use theThreat Intelligence Management
(TIM)module in FortiSOAR to enrich technical data (IPs, hashes, URLs) with external context. This helps determine if an anomaly
discovered during the hunt is indeed malicious or part of a known campaign.

* Perform packet analysis (D):Since advanced threats often live in the "gaps" between log files, hunters frequently perform deep-
packet or network-flow analysis using FortiSIEM's query tools or integrated NDR (Network Detection and Response) data to
identify suspicious lateral movement or C2 (Command and Control) communication patterns that standard alerts might miss.

Why other options are excluded:

* Automate workflows (B):While SOAR is designed for automation, the act of "automating” is a DevOps or SOC engineering task.
Threat hunting itself'is a proactive investigation; while playbooks canassista hunter (e.g,, by automating the data gathering), the act of
hunting remains a manual or semi-automated cognitive process.

* Tune correlation rules (E):Tuning rules is areactivemaintenance task or a "post-hunt” activity. Once a threat hunter finds a new
attack pattern, they will then tune SIEM correlation rules to ensure that specific threat is detected automatically in the future. The
tuning is theresultof the hunt, not the activity of hunting itself.

HE #34
Refer to the Exhibit:
GET _EVENTS
Get Events
EVENT _TRIGGER [‘:1 'WUN REPORT
STARTER :‘i Run Report

CREATE INCIDENT

eate Incigent

F::RTINET
An analyst wants to create an incident and generate a report whenever FortiAnalyzer generates a malicious attachiment event based
on FortiSandbox analysis. The endpoint hosts are protected by FortiClient EMS integrated with FortiSandbox. All devices are
logging to FortiAnalyzer.

Which connector must the analyst use in this playbook?

A. Local connector

B. FortiMail connector

C. FortiSandbox connector
D. FortiClient EMS connector

He: C

Y.

* Understanding the Requirements:

* The objective is to create an incident and generate a report based on malicious attachment events detected by FortiAnalyzer from
FortiSandbox analysis.

* The endpoint hosts are protected by FortiClient EMS, which is integrated with FortiSandbox. All logs are sent to FortiAnalyzer.

* Key Components:



* FortiAnalyzer: Centralized logging and analysis for Fortinet devices.

* FortiSandbox: Advanced threat protection system that analyzes suspicious files and URLs.

* FortiClient EMS: Endpoint management system that integrates with FortiSandbox for endpoint protection.

* Playbook Analysis:

* The playbook in the exhibit consists of three main actions: GET EVENTS, RUN REPORT, and CREATE INCIDENT.
* EVENT TRIGGER: Starts the playbook when an event occurs.

* GET_EVENTS: Fetches relevant events.

* RUN_REPORT: Generates a report based on the events.

* CREATE _INCIDENT: Creates an incident in the incident management system

* Selecting the Correct Connector:

* The correct connector should allow fetching events related to malicious attachments analyzed by FortiSandbox and facilitate
integration with FortiAnalyzer.

* Connector Options:

* FortiSandbox Connector:

* Directly integrates with FortiSandbox to fetch analysis results and events related to malicious attachments.

* Best suited for getting detailed sandbox analysis results.

* Selected as it is directly related to the requirement of handling FortiSandbox analysis events.

* FortiClient EMS Connector:

* Used for managing endpoint security and integrating with endpoint logs.

* Not directly related to fetching sandbox analysis events.

* Not selected as it is not directly related to the sandbox analysis events.

* FortiMail Connector:

* Used for email security and handling email-related logs and events.

* Not applicable for sandbox analysis events.

* Not selected as it does not relate to the sandbox analysis.

* Local Connector:

* Handles local events within FortiAnalyzer itself.

* Might not be specific enough for fetching detailed sandbox analysis results.

* Not selected as it may not provide the required integration with FortiSandbox.

* Implementation Steps:

* Step 1: Ensure FortiSandbox is configured to send analysis results to FortiAnalyzer.

* Step 2: Use the FortiSandbox connector in the playbook to fetch events related to malicious attachments.

* Step 3: Configure the GET _EVENTS action to use the FortiSandbox connector.

* Step 4: Set up the RUN_REPORT and CREATE INCIDENT actions based on the fetched events.

Fortinet Documentation on FortiSandbox Integration FortiSandbox Integration Guide Fortinet Documentation on FortiAnalyzer
Event Handling FortiAnalyzer Admmistration Guide By using the FortiSandbox connector, the analyst can ensure that the playbook
accurately fetches events based on FortiSandbox analysis and generates the required incident and report.

AR #35
Which statement describes automation stitch integration between FortiGate and FortiAnalyzer?

A. An event handler on FortiAnalyzer executes an automation stitch when an event is created.

B. An event handler on FortiAnalyzer is configured to send a notification to FortiGate to trigger an automation stitch.
C. An automation stitch is configured on FortiAnalyzer and mapped to FortiGate using the FortiOS connector.

D. A security profile on FortiGate triggers a violation and FortiGate sends a webhook call to FortiAnalyzer.

He:. D

Y.

* Overview of Automation Stitches: Automation stitches in Fortinet solutions enable automated responses to specific events detected
within the network. This automation helps in swiftly mitigating threats without manual intervention.

* FortiGate Security Profiles:

* FortiGate uses security profiles to enforce policies on network traffic. These profiles can include antivirus, web filtering, intrusion
prevention, and more.

* When a security profile detects a violation or a specific event, it can trigger predefined actions.

* Webhook Calls:

* FortiGate can be configured to send webhook calls upon detecting specific security events.

* A webhook is an HTTP callback triggered by an event, sending data to a specified URL. This allows FortiGate to communicate
with other systems, such as FortiAnalyzer.

* FortiAnalyzer Integration:



* FortiAnalyzer collects logs and events from various Fortinet devices, providing centralized logging and analysis.

* Upon receiving a webhook call from FortiGate, FortiAnalyzer can further analyze the event, generate reports, and take automated
actions if configured to do so.

* Detailed Process:

* Step 1: A security profile on FortiGate triggers a violation based on the defined security policies.

* Step 2: FortiGate sends a webhook call to FortiAnalyzer with details of the violation.

* Step 3: FortiAnalyzer receives the webhook call and logs the event.

* Step 4: Depending on the configuration, FortiAnalyzer can execute an automation stitch to respond to the event, such as sending
alerts, generating reports, or triggering further actions.

Fortinet Documentation: FortiOS Automation Stitches

FortiAnalyzer Administration Guide: Details on configuring event handlers and integrating with FortiGate.

FortiGate Administration Guide: Information on security profiles and webhook configurations.

By understanding the interaction between FortiGate and FortiAnalyzer through webhook calls and automation stitches, security
operations can ensure a proactive and efficient response to security events.
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