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Linux Foundation KCSA Priifungsplan:

Thema Einzelheiten

e Overview of Cloud Native Security: This section of the exam measures the skills of a Cloud Security
Architect and covers the foundational security principles of cloud-native environments. It includes an
understanding of the 4Cs security model, the shared responsibility model for cloud infrastructure, common
security controls and compliance frameworks, and techniques for isolating resources and securing artifacts
like container images and application code.

Thema 1

¢ Kubernetes Threat Model: This section of the exam measures the skills of a Cloud Security Architect and

mnvolves identifying and mitigating potential threats to a Kubernetes cluster. It requires understanding
Therma 2 common attack vectors like privilege escalation, denial of service, malicious code execution, and network-
based attacks, as well as strategies to protect sensitive data and prevent an attacker from gaining
persistence within the environment.
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o Kubernetes Cluster Component Security: This section of the exam measures the skills of a Kubernetes

Administrator and focuses on securing the core components that make up a Kubernetes cluster. It
Therm 3 encompasses the security configuration and potential vulnerabilities of essential parts such as the API
server, etcd, kubelet, container runtime, and networking elements, ensuring each component is hardened
against attacks.

¢ Platform Security: This section of the exam measures the skills of a Cloud Security Architect and

encompasses broader platform-wide security concerns. This includes securing the software supply chain
Therma 4 from image development to deployment, implementing observability and service meshes, managing Public
Key Infrastructure (PKI), controlling network connectivity, and using admission controllers to enforce
security policies.

¢ Kubernetes Security Fundamentals: This section of the exam measures the skills of a Kubernetes

Administrator and covers the primary security mechanisims within Kubernetes. This includes implementing
Therma 5 pod security standards and admissions, configuring robust authentication and authorization systers like
RBAC, managing secrets properly, and using network policies and audit logging to enforce isolation and
monitor cluster activity.

>> KCSA Trainingsunterlagen <<

KCSA Mit Hilfe von uns konnen Sie bedeutendes Zertifikat der KCSA
einfach erhalten!

Obwohl es auch andere Online- Priifungsmaterialien zur Linux Foundation KCSA Zertifizierungspriifing auf dem Markt gibt, sind
die Schulungsunterlagen zur Limuix Foundation KCSA Zertifizierungspriifung von DeutschPriifing am besten. Weil wir stéindig die
genauen Materialien zur Linux Foundation KCSA Zertifizierungspriifung aktualisieren. Au8erdem bietet DeutschPriifung Thnen einen
einjdhrigen kostenlosen Update-Service. Sie konnen die neuesten Prifingsunterlagen zur Linux Foundation KCSA Zertifizierung
bekommen.
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40. Frage
How do Kubernetes namespaces impact the application of policies when using Pod Security Admission?

A. The default namespace enforces the strictest security policies by defaul.

B. Namespaces are ignored; Pod Security Admission policies apply cluster-wide only.
C. Different policies can be applied to specific namespaces.

D. Each namespace can have only one active policy.

Antwort: C

Begrindung;

* Pod Security Admission (PSA)enforces policies by applyinglabels on namespaces, not globally across the cluster.
* Exact extract (Kubernetes Docs - Pod Security Admission):

* "You can apply Pod Security Standards to namespaces by adding labels such as pod- security.kubernetes.io/enforce. Different
namespaces can enforce different policies."

* Clarifications:

* A: Incorrect, namespaces are the unit of enforcement.

* C: Misleading - a namespace can have multiple enforcement modes (enforce, audit, warn).

* D: Default namespace doesnotenforce strict policies unless labeled.

References:

Kubernetes Docs - Pod Security Admission: https://kubernetes.io/docs/concepts/security/pod-security- admission/

41. Frage
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Which of the following statements is true concerning the use ofimicroVMsover user-space kernel implementations for advanced
container sandboxing?

¢ A. MicroVMs offer lower isolation and security compared to user-space kernel implementations.

¢ B. MicroVMs provide reduced application compatibility and higher per-system call overhead than user- space kernel
implementations.

e C. MicroVM:s offer higher isolation than user-space kernel implementations at the cost of a higher per- instance memory
footprint.

¢ D. MicroVMs allow for easier container management and orchestration than user-space kernel implementation.

Antwort: C

Begriindung;

* MicroVM-based runtimes(e.g., Firecracker, Kata Containers) use lightweight VMs to provide strong isolation between
workloads.

* Compared touser-space kernel implementations(e.g., gVisor), microVMs generally:

* Offerhigher isolation and security(due to VM-level separation).

* Come with ahigher memory and resource overhead per instancethan user-space approaches.
* Incorrect options:

* (A) Orchestration is handled by Kubernetes, not inherently easier with microVMs.

* (C) Compatibility is typically better with microVMSs, not worse.

* (D) Isolation is stronger, not weaker.

References:

CNCEF Security Whitepaper - Workload isolation: microVMs vs. user-space kernel sandboxes.
Kata Containers Project - isolation trade-offs.

42. Frage
Which other controllers are part of the kube-controller-manager inside the Kubernetes cluster?

A. Pod, Service, and Ingress controller

B. Namespace controller, ConfigMap controller, and Secret controller

C. Job controller, CronJob controller, and DaemonSet controller

D. Replication controller, Endpoints controller, Namespace controller, and ServiceAccounts controller

Antwort: D

Begrindung;

* kube-controller-managerruns a set of controllers that regulate the cluster's state.

* Exact extract (Kubernetes Docs):"The kube-controller-manager runs controllers that are core to Kubernetes. Examples of
controllers are: Node controller, Replication controller, Endpoints controller, Namespace controller, and ServiceAccounts
controller."

* Why D is correct:All listed are actual controllers within kube-controller-manager.

* Why others are wrong:

* A:Job and CronJob controllers are managed by kube-controller-manager, but DaemonSet controller is managed by the kube-
scheduler/deployment logic.

* B:Pod, Service, Ingress controllers are not part of kube-controller-manager.

* C:ConfigMap and Secret do not have dedicated controllers.

References:

Kubernetes Docs - kube-controller-manager: https//kubernetes.io/docs/reference/command-line-tools- reference/kube-controller-
manager/

43. Frage
In a cluster that contains Nodes withmultiple container runtimesinstalled, how can a Pod be configured to be created on a specific
runtime?

A. By modifying the Docker daemon configuration.

B. By using a command-line flag when creating the Pod.

C. By setting the container runtime as an environment variable in the Pod.
D. By specifying the container runtime in the Pod's YAML file.



Antwort: D

Begrindung;

* Kubernetes supportsmultiple container runtimeson a node via theRuntimeClassresource.

* To select a runtime, you specify the runtimeClassName field in thePod's YAML manifest. Example:
* apiVersion: vl

* kind: Pod

* metadata:

* pame: exanple

* spec:

* runtimeClassName: gvisor

* containers:

* - name: app

* image: nginx

* Incorrect options:

* (A) You cannot specify container runtime through a kubectl command-line flag,

* (B) Modifying the Docker daemon config does not direct Kubernetes Pods to a runtime.

* (C) Environment variables inside a Pod spec do not control container runtimes.

References:

Kubernetes Documentation - RuntimeClass

CNCEF Security Whitepaper - Workload isolation via different runtimes (e.g., gVisor, Kata) for enhanced security.

44. Frage
‘Why mightNetworkPolicyresources have no effect in a Kubernetes cluster?

A. NetworkPolicy resources are only enforced if the user has the right RBAC permissions.
B. NetworkPolicy resources are only enforced for unprivileged Pods.

C. NetworkPolicy resources are only enforced if the networking plugin supports them.

D. NetworkPolicy resources are only enforced if the Kubernetes scheduler supports them.

Antwort: C

Begrindung;

* NetworkPolicies define how Pods can communicate with each other and external endpoints.

* However, Kubernetes itselfdoes not enforce NetworkPolicy. Enforcement depends on theCNI plugin used (e.g., Calico, Cilium,
Kube-Router, Weave Net).

* Ifa cluster is using a network plugin that does not support NetworkPolicies, then creating NetworkPolicy objects hasno effect.
References:

Kubernetes Documentation - Network Policies

CNCF Security Whitepaper - Platform security section: notes that security enforcement relies on CNI capabilities.
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