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H #40

The security team requires Chrome to be updated on computers that only have intranet access with no available internet connectivity.
These computers cannot be restarted, and Chrome is not updating,

How can Chrome be updated'?

A. Use a target version

B. Run auto-update.

C. Run the Chrome installer

D. Use force relaunch after period

Ef#: C
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For machines with no internet connectivity, automatic updates will not work. The only way to update Chrome in this scenario is to
manually run the Chrome installer with an updated version obtained through an alternative method (e.g., downloaded on a connected
machine and transferred). Auto-update requires internet access, setting a target version only dictates the desired version for
autormatic updates, and force relaunch requires an update to be downloaded first.

HE #41

An organization experiences a recent surge in account takeovers and suspicious activity Upon investigation a security team discovers
that employees are falling victim to infostealer malware specifically designed to target Chrome browser cookies This malware is
spreading through phishing emails and compromised websites, and it is capable of stealing session cookies, login credentials,and
other sensitive information stored in the browser Which measure can an administrator implement using Chrome Enterprise Core to
mitigate the risks posed by cookie theft?

¢ A Block the use of third-party cookies

¢ B. Require Enhanced Safe Browsing and enable Application Bound Encryption

e (. Invalidate user's session cookies and tokens by resetting the sign-in cookies from the Google Admin console
¢ D. Disallow Chrome Sync and Require Incognito mode

Ef#: B

R -

To combat cookie theft from infostealer malware, requiring "Enhanced Safe Browsing" provides proactive protection against
malicious websites and downloads that might distribute such malware. Enabling

"Application Bound Encryption" adds an extra layer of security to cookies and other sensitive data stored by Chrome, making them
harder for malware to use even if stolen. Blocking third-party cookies (option A) can improve privacy but doesn't directly prevent
malware from stealing first-party session cookies. Invalidating existing cookies (option C) is a reactive measure and doesn't prevent
future theft. Disallowing Chrome Sync and requiring Incognito mode (option D) changes user behavior but doesn't inherently protect
against malware on the local machine.

HP #42
Where can information about all of the profiles associated with a browser be found\*?

e A. Chrone log events

¢ B. Chrome Insights report

e (. Managed browsers detail
¢ D. Managed devices

IEfE: C

L2

The "Managed browsers detail" page in the Google Admin console provides specific information about individual managed Chrome
browser instances. This includes details about the profiles associated with that browser, such as the signed-in users and their
management status. Chrome log events might contain some profile-related information but are more focused on actions.
The'"Managed devices" section primarily focuses on ChromeOS devices. The "Chrome Insights report" provides a high-level
overview rather than detailed profile information for a specific browser instance.

R #43

An organization uses Chrome Enterprise Core and needs to enforce specific security policies (e.g,, disabling extensions, restricting
website access) only for enployee work-related browsing Personal browsing should remain unrestricted Which approach is most
appropriate?

A. Require a managed profile for work-related browsing, applying the policies to only that profile

B. Use a single managed profile for all users, configuring separate work and personal bookmarks to manage access
C. Use a managed browser and set exceptions for personal use in the enterprise policies

D. Require a managed browser for work-related browsing, applying the policies to all browser windows

EfE: A
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The most granular and appropriate approach to apply work-related policies without affecting personal browsing is to use
**managed profiles**. By requiring users to use a specific managed profile for work purposes, administrators can enforce policies
only within that profile. Personal browsing in a separate, unmanaged profile will remain unaffected. Option A would apply policies to
all browsing, which is not the requirement. Option C relies on bookmarks, which is not a security enforcement mechanism. Option D
is generally not feasible as enterprise policies are designed to be enforced, and setting reliable exceptions for personal use within a
managed browser is complex and less secure than using separate profiles.

HA #44
Users in the organization report that browsers force a restart after a new update has been downloaded, which interrupts their work
day What could an engineer do to improve the experience while maintaining security?

A. Add a quiet period to the Relaunch notification

B. Create a relaunch window in Relaunch notification

C. Change Chrome browser updates to only occur when a user checks
D. Set the auto update check policy to occur during core work hours

IEf#: B

R -

To minimize disruption while ensuring updates are applied, an engineer can configure a "Relaunch window" in the Relaunch
notification settings. This allows users to be prompted to restart within a specific timeframe that is less likely to interrupt their critical
work hours, giving them more control over when the restart occurs after an update. Disabling automatic updates (option A) would
compromise security. Adding a quiet period (option B) only suppresses notifications, not the forced restart. Setting the auto-update
check policy to occur during core work hours (option C) affects when updates are downloaded, not when the restart occurs.
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