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NEW QUESTION 40
Which of the below 3 things can you achieve with the Cloudwateh logs sendee? Chodse 3 options.

« A, RecordAPI calls for your AWS account and delivers log files containing API calls toyour

Answer: B,C, I

Explanation:

Explanation

You can use Amazon CloudWatch Logs o monitor, store, and access your Log files from Amazan
Elastic Compute Cloud [Amazon L~C2) instances, AWS CloudTrail, and other sources. You can then
retrieve the associated log data from ClaudWateh Logs.

For more information on Closdwatch logs, please visit the below URL

* http-fidocs ws.amazon comiAmazenCloud Watch/atestlogsAWhatlsCloud Wat ch Logs. html

NEW QUESTION 41

A DevOps Englneer epcountered the following ercor when attempting o use an AWS
ClowdFormation template to create an Amazon ECS cluster:

An trror eceursed (nsufficient CopabilitiesException) when calling the CreateStack operation,
What caused this error and what steps nead to be taken to allow the Engineer to successfully
emacute thi AWS Cloud Formation template?

= A. Cloud Formation is not capable of felfilling the request of the spectiied resources in the
current AWS Region. The Engineer needs to specify a new region and reran the template
= B, The CloedFormation execotion was nob granted the capability to create 1AM resources, Thi
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A2 #20

A CloudFront distribution has been configured to serve multiple CNAMEs (alternate domain names) through a single distribution.
The company has rolled out new security policies that mandate the use of Secure Sockets Layer (SSL) for all the associated
CNAMEs.

How should this requirement be configured to achieve the security level proposed by the company?

Response:

2 Foi™olX|oM HE =2
ASIAIA E¢ 7198t U

A. Create a custom certificate in JAM using AWS Management Console and attach it to CloudFront distribution
B. Create separate signed URLs for each domain in CloudFront to access muitiple domains

C. Associate multiple SSL certificates to the CloudFront distribution, using one certificate for each CNAME

D. Assign a certificate from ACM that includes all the required domains and attach it to the CloudFront distribution

He:. D

AE #21

A company has deployed a web application on AWS. The web application uses an Application Load Balancer (ALB) across
multiple Availability Zones. The targets of the ALB are AWS Lambda functions. The web application also uses Amazon
CloudWatch metrics for monitoring.

Users report that parts of the web application are not loading properly. A network engineer needs to troubleshoot the problem. The
network engineer enables access logging for the ALB.

‘What should the network engineer do next to determine which errors the ALB is receiving?

e A Send the logs to Amazon CloudWatch Logs. Use the Amazon Athena CloudWatch Connector to determine which error
messages the ALB is receiving,
¢ B. Configure the Amazon S3 bucket destination. After Amazon CloudWatch Logs pulls the ALB logs from the S3 bucket
automatically, review the logs in CloudWatch Logs to determine which error messages the ALB is receiving,
¢ C. Send the logs to Amazon CloudWatch Logs. Review the ALB logs in CloudWatch Insights to determine which error
messages the ALB is receiving,
¢ D. Configure the Amazon S3 bucket destination. Use Amazon Athena to determine which error messages the ALB is
receiving,
He: D
Y.
Access logs is an optional feature of Elastic Load Balancing that is disabled by default. After you enable access logs for your load
balancer, Elastic Load Balancing captures the logs and stores them in the Amazon S3 bucket that you specify as compressed files.

You can disable access logs at any time. httpsz/docs.aws.amazon.comvelasticloadbalancing/latest/application/load-balancer-access-
logs.html

EE #22

A company deploys a new web application on Amazon EC2 instances. The application runs in private subnets in three Availability
Zones behind an Application Load Balancer (ALB). Security auditors require encryption of all connections. The company uses
Amazon Route 53 for DNS and uses AWS Certificate Manager (ACM) to autormate SSL/TLS certificate provisioning. SSL/TLS
comnections are terminated on the ALB.

The company tests the application with a single EC2 instance and does not observe any problens. However, after production
deployment, users report that they can log in but that they cannot use the application. Every new web request restarts the login
process. What should a network engineer do to resolve this issue?

¢ A. Modify the ALB target group configuration by enabling the stickiness attribute. Use an application- based cookie. Set the
duration to the maximum application session length.

¢ B. Replace the ALB with a Network Load Balancer. Create a TLS listener. Create a new target group with the protocol type
set to TLS Register the EC2 instances. Modify the target group configuration by enabling the stickiness attribute.


https://www.dumptop.com/free/ANS-C01-dump.html

¢ (. Modify the ALB Iistener configuration. Edit the rule that forwards traffic to the target group.
Change the rule to enable group-level stickiness. Set the duration to the maximum application session length.

¢ D. Remove the ALB. Create an Amazon Route 53 rule with a failover routing policy for the application name. Configure
ACM to issue certificates for each EC2 instance.

HE: A

Y.
httpsz/docs.aws.amazon.com/vpc/latest/userguide/nat- gateway- troubleshooting htmb#nat- gateway-troubleshooting-timeout

EE #23

You have two VPCs that you've peered. You created a route for VPC A to get to an instance in VPC. You are unable to ping the
instance. You have double checked your security groups and NACLs. Why might this be?

Response:

A. ICMP is not supported over peering connections.

B. You forgot to add a return route.

C. You have to enable Source/Destination check in the VPCs.

D. You have to configure the peering connection to allow two way traffic.

He: B

AE #24

A company is running a hybrid cloud environment. The company has multiple AWS accounts as part of an organization in AWS
Organizations. The company needs a solution to manage a list of IPv4 on-premises hosts that will be allowed to access resources in
AWS. The solution must provide version control for the list of IPv4 addresses and must make the list available to the AWS accounts
in the organization.

Which solution will meet these requirements?

e A Create a security group. Add inbound rule entries for the initial list of on-premises [Pv4 hosts.

Create a resource share in AWS Resource Access Manager. Add the security group to the resource share. Share the
resource with the organization.

¢ B. Create a customer-managed prefix list. Add entries for the initial list of on-premises [Pv4 hosts.

Create a resource share in AWS Resource Access Manager. Add the managed prefix list to the resource share. Share the
resource with the organization.

e C. Create an Amazon DynamoDB table. Add entries for the initial list of on-premises IPv4 hosts.Create an AWS Lambda
function that assumes a role in each AWS account in the organization to authorize inbound rules on security groups based on
entries from the DynamoDB table.

e D. Create a customer-managed prefix list. Add entries for the initial list of on-premises [Pv4 hosts.

Use AWS Firewall Manager to share the managed prefix list with the organization.

HE:. B

dE:
https://docs.aws.amazon.com/ranylatest/userguide/getting-started- sharing html
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