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the end of each GIAC GDSA Practice Exam attempt. Users will be able to customize the GIAC Defensible Security Architect
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GIAC Defensible Security Architect Sample Questions (Q38-Q43):

NEW QUESTION # 38

In the context of Zero Trust, which of the following measures are effective in responding to pivoting adversaries?
(Select all that apply)

Response:

A. Regularly updating firewall rules

B. Isolating infected systens

C. Continuous monitoring of network activities
D. Implementing strict network access controls
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Answer: B,C,D

NEW QUESTION # 39
Which of'the following is a core benefit of using Network Intrusion Prevention Systerms (NIPS)?
Response:

A. They primarily focus on outbound traffic.

B. They are primarily used for data recovery.

C. They can replace the need for traditional firewalls.

D. They can take direct action to block or prevent malicious activity.

Answer: D

NEW QUESTION # 40

How does a host-based Intrusion Detection SystenvIntrusion Prevention System (IDS/IPS) contribute to the security of Zero Trust
Endpoints?

Response:

A. By monitoring and analyzing system activities for signs of malicious actions
B. By serving as the primary firewall at the network perimeter

C. By generating excessive logs to deter attackers

D. By encrypting data at rest and in transit

Answer: A

NEW QUESTION # 41

Which fimctions do next-generation firewalls perform?
(Choose two)

Response:

A. Establishing VPN connections

B. Implementing user identity tracking in traffic inspection
C. Acting solely as a packet filtering device

D. Providing application-level inspection

Answer: B,D

NEW QUESTION # 42
What is a foundational principle of Zero Trust Architecture?
Response:

A. Trust is based on network location

B. Always verify, never trust

C. Trust but verify

D. Network perimeter security is sufficient

Answer: B

NEW QUESTION # 43
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