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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q301-Q306):

NEW QUESTION # 301

An administrator receives reports of many interferes in the wireless network and wants to get these interferes' location from the maps
in Cisco Prime Infrastructure. When looking at the floor plans/maps, the administrator does not see any interferes but can see all
wireless clients located successfully. What must be configured to get the location?

A. Configure SNMP between Cisco Prime Infrastructure and the WLC.
B. Enable interferer tracking on the MSE.

C. Activate NMSP communication with the WLC.

D. Add MSE to Cisco Prime Infrastructure and synchronized.

Answer: B

NEW QUESTION # 302
An engineer must configure a Cisco WLC to support Cisco Aironet 600 Series OfficeExtend APs. Which two Layer 2 security
options are supported in this environment? (Choose two.)

A 802.1X

B. Static WEP + 802.1X
C. CKIP

D. Static WEP

E. WPA+WPA2

Answer: D,E

Explanation:

Explanation

"When setting the security setting in the WLAN, there are specific elements that are not supported on the 600 series. For Layer 2
Security, only these options are supported for the Cisco Aironet 600 Series OEAP: None WPA+WPA?2 Static WEP can also be
used but not for .11n data rates."
https//www.cisco.comy/c/en/us/support/docs/wireless/aironet-600-series-officeextend-access-point/ 1 13003-office

NEW QUESTION # 303
A customer wants to Aps in the CEO's office to have different usernames and passwords for administrative support than the other
APs deployed through the facility. Which feature must be enabled on the WLC and Aps to achieve this goal?

A. Override global credentials
B. HTTPS access

C. Local management users

D. 802.1X supplicant credentials

Answer: D

NEW QUESTION # 304

A customer has a distributed wireless deployment model where the WLCs are located in the data centers. Because the file servers
are located in the data center, the traffic from the corporate WLAN "Corp-401266017" must go through the controllers, where the
guest WLAN "Guest-

19283746" traffic must use the local Internet Iine installed in each office. Which configuration will accomplish this task?

A. Disable Local Switching for the corporate and guest WLAN.

B. Enable Local Switching for the corporate and guest WLAN.

C. Disable Local Switching for the corporate WLAN and enable it for the guest WLAN.
D. Enable Local Switching for the corporate WLAN and disable it for the guest WLAN.

Answer: C



Explanation:
B seemns to meet the state requirement of sending Corp traffic to the data centers via the WLC and allowing guest traffic to traverse
to the internet locally.

NEW QUESTION # 305
As part ofa PCI audit, an engneer is gathering information on a Cisco Unified Wireless Network environment. The report must
include any security weaknesses in the system. Where does the engineer find the related information?

A. security interference results on Cisco Prime Infrastructure
B. Security tab on Cisco wireless LAN controllers

C. security team network scan results from last year

D. security index results on Cisco Prime Infrastructure

Answer: B

Explanation:
httpsy//www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless- controllers/pci-wireless-security-comp-
cat9800.html

NEW QUESTION # 306
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