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¢ Detection and Reporting: This section of the exam measures skills of the detection engineer and covers

creating detection rules to meet security requirements, including correlation, custom prevention rules, and
the use of behavioral indicators of compromise (BIOCs) and indicators of compromise (IOCs). It also
assesses configuring exceptions and exclusions, as well as building custom dashboards and reporting
templates for effective threat detection and reporting,

fEY 72

Planning and Installation: This section of the exam measures skills of the security engineer and covers the
deployment process, objectives, and required resources such as hardware, software, data sources, and
mtegrations for Cortex XDR. It also includes understanding and explaining the deployment and finctionality
of components like the XDR agent, Broker VM, XDR Collector, and Cloud Identity Engine. Additionally,
it assesses the ability to configure user roles, permissions, and access controls, as well as knowledge of
data retention and compute unit considerations.

FEY 73

Cortex XDR Agent Configuration: This section of the exam measures skills of the XDR engmneer and
covers configuring endpoint prevention profiles and policies, setting up endpoint extension profiles, and
managing endpoint groups. The focus is on ensuring endpoints are properly protected and policies are
consistently applied across the organization.
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¢ Ingestion and Automation: This section of the exam measures skills of the security engineer and covers

onboarding various data sources including NGFW, network, cloud, and identity systemns. It also includes
bEY 7 4 managing simple autormation rules, configuring Broker VM applets and clusters, setting up XDR Collectors,
and creating parsing rules for data normalization and automation within the Cortex XDR environment.

e Maintenance and Troubleshooting: This section of the exam measures skills of the XDR engineer and

covers managing software component updates for Cortex XDR, such as content, agents, Collectors, and
FEy 25 Broker VM. 1t also includes troubleshooting data management issues like data ingestion and parsing, as
well as resolving issues with Cortex XDR components to ensure ongoing system reliability and
performance.
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B #31

Based on the image of a validated false positive alert below, which action is recommended for resolution?

Q o ”

¢ A Create an exception for OUTLOOK.EXE for ROP Mitigation Module

¢ B. Create an exception for the CGO DWWIN.EXE for ROP Mitigation Module
¢ C. Disable an action to the CGO Process DWWIN.EXE

¢ D. Create an alert exclusion for OUTLOOK.EXE

EfE: A

TR

In Cortex XDR, a false positive alert involvingOUTLOOK.EXEtriggering aCGO (Codegen Operation)alert related
toDWWIN.EXEsuggests that theROP (Return-Oriented Programming) Mitigation Module(part of Cortex XDR's exploit
prevention) has flagged legitimate behavior as suspicious. ROP mitigation detects attempts to manipulate program control flow, often
used in exploits, but can generate false positives for trusted applications lke OUTLOOK.EXE. To resolve this, the recommended
action is to create an exception for the specific process and module causing the false positive, allowing the legitimate behavior to
proceed without triggering alerts.

* Correct Answer Analysis (D):Create an exception for OUTLOOK.EXE for ROP Mitigation Moduleis the recommended action.
Since OUTLOOK.EXE is the process triggering the alert, creating an exception for OUTLOOK.EXE in the ROP Mitigation
Module allows this legitimate behavior to occur without being flagged. This is done by adding OUTLOOK.EXE to the exception list
m the Exploit profile, specifically for the ROP mitigation rules, ensuring that future instances of this behavior are not treated as
threats.

* Why not the other options?

* A. Create an alert exclusion for OUTLOOK.EXE: While an alert exclusion can suppress alerts for OUTLOOK.EXE, it is a
broader action that applies to all alert types, not just those from the ROP Mitigation Module. This could suppress other legitimate
alerts for OUTLOOK.EXE, reducing visibility into potential threats. An exception in the ROP Mitigation Module is more targeted.

* B. Disable an action to the CGO Process DWWIN.EXE: Disabling actions for DWWIN.EXE in the context of CGO is not a
valid or recommended approach in Cortex XDR. DWWIN.EXE (Dr. Watson, a Windows error reporting tool) may be involved,
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but the primary process triggering the alert is OUTLOOK.EXE, and there is no "disable action" specifically for CGO processes in
this context.

* C. Create an exception for the CGO DWWIN.EXE for ROP Mitigation Module: While DWWIN.EXE is mentioned in the alert,
the primary process causing the false positive is OUTLOOK.EXE, as it's the application initiating the behavior. Creating an
exception for DWWIN.EXE would not address the root cause, as OUTLOOK.EXE needs the exception to prevent the ROP
Miitigation Module from flagging its legitimate operations.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains false positive resolution: "To resolve false positives in the ROP Mitigation Module,
create an exception for the specific process (e.g., OUTLOOK.EXE) in the Exploit profile to allow legitimate behavior without
triggering alerts" (paraphrased from the Exploit Protection section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse
covers exploit prevention tuning, stating that "exceptions for processes like OUTLOOK.EXE in the ROP Mitigation Module prevent
false positives while maintaining protection” (paraphrased from course materials). ThePalo Alto Networks Certified XDR Engneer
datasheetincludes "detection engineering” as a key exam topic, encompassing false positive resolution.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education

/certification#xdr-engineer

Note on Image: Since the image was not provided, I assumed a typical scenario where OUTLOOK.EXE triggers a false positive
CGO alert related to DWWIN.EXE due to ROP mitigation. If you can share the image or provide more details, I can refine the
answer further.

H #32
A new parsing rule is created, and during testing and verification, all the logs for which field data is to be parsed out are missing. All
the other logs from this data source appear as expected. What may be the cause of this behavior?

A. The parsing rule corrupted the database
B. The Broker VM is offline

C. The filter stage is dropping the logs

D. The XDR Collector is dropping the logs

Ef#: C

it A

In Cortex XDR parsing rulesare used to extract and normalize fields from raw log data during ingestion, ensuring that the data is
structured for analysis and correlation. The parsing process includes stages such as filtering, parsing, and mapping. If logs for which
field data is to be parsed out are missing, while other logs from the same data source are ingested as expected, the issue likely lies
within the parsing rule itself, specifically in the filtering stage that determines which logs are processed.

* Correct Answer Analysis (C):The filter stage is dropping the logsis the most likely cause. Parsing rules often include afilter
stagethat determines which logs are processed based on specific conditions (e.

g, log content, source, or type). Ifthe filter stage of the new parsing rule is misconfigured (e.g., using an incorrect condition like
log_type = expected_type or a regex that doesn't match the logs), it may drop the logs intended for parsing, causing themto be
excluded from the ingestion pipeline. Since other logs from the same data source are ingested correctly, the issue is specific to the
parsing rule's filter, not a broader ingestion problem.

* Why not the other options?

* A. The Broker VM is offline: If the Broker VM were offline, it would affect all log ingestion from the data source, not just the
specific logs targeted by the parsing rule. The question states that other logs from the same data source are ingested as expected, so
the Broker VM is likely operational.

* B. The parsing rule corrupted the database: Parsing rules operate on incoming logs during ingestion and do not directly interact
with or corrupt the Cortex XDR database. This is an unlikely cause, and database corruption would likely cause broader issues, not
Just missing specific logs.

* D. The XDR Collector is dropping the logs: The XDR Collector forwards logs to Cortex XDR, and if it were dropping logs, it
would likely affect all logs from the data source, not just those targeted by the parsing rule. Since other logs are ingested correctly,
the issue is downstream in the parsing rule, not at the collector level.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains parsing rule behavior: "The filter stage in a parsing rule determines which logs are
processed; misconfigured filters can drop logs, causing them to be excluded from ingestion" (paraphrased from the Data Ingestion
section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers parsing rule troubleshooting, stating that "if specific
logs are missing during parsing, check the filter stage for conditions that may be dropping the logs" (paraphrased from course
materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam topic,



encompassing parsing rule configuration and troubleshooting.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education

/certificatior#xdr-engineer

EP#33
When isolating Cortex XDR agent components to troubleshoot for compatibility, which command is used to turn off a component on
a Windows machine?

A. "C\Program Files\Palo Alto Networks\Traps\xdr.exe" -s stop

B. "C:\Program Files\Palo Alto Networks\Traps\xdr.exe" stop

C. "C:\Program Files\Palo Alto Networks\Traps\cytool.exe" occp

D. "C:\Program Files\Palo Alto Networks\Traps\cytool.exe" runtime stop

Ef#: D

fEEL:

Cortex XDR agents on Windows include mutltiple components (e.g., for exploit protection, malware scanning, or behavioral analysis)
that can be individually enabled or disabled for troubleshooting purposes, such as isolating compatibility issues. Thecytool.exeutility,
located in the Cortex XDR installation directory (typically C:\Program Files\Palo Alto Networks\Traps)), is used to manage agent
components and settings. The runtime stop command specifically disables a component without uninstalling the agent.

* Correct Answer Analysis (B):The command"C:\Program Files\Palo Alto Networks\Traps\cytool.

exe' runtime stopis used to turn off a specific Cortex XDR agent component on a Windows machine.

For example, cytool.exe runtime stop protection would disable the protection component, allowing troubleshooting for compatibility
issues while keeping other components active.

* Why not the other options?

* A. "C:\Program Files\Palo Alto Networks\Traps\xdr.exe" stop: The xdr.exe binary is not used for managing components; it is part
of'the agent's corefunctionality. The correct utility is cytool.exe.

* C. "C:\Program Files\Palo Alto Networks\Traps\xdr.exe" -s stop: Similarly, xdr.exe is not the correct tool, and -s stop is not a
valid command syntax for component management.

* D. "C:\Program Files\Palo Alto Networks\Traps\cytool.exe" occp: The occp command is not a valid cytool.exe option. The
correct command for stopping a component is runtime stop.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains component management: ""To disable a Cortex XDR agent component on Windows,
use the command cytool.exe runtime stop <component> from the installation directory” (paraphrased from the Troubleshooting
section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers agent troubleshooting, stating that "cytool.exe
runtime stop is used to turn off specific components for compatibility testing” (paraphrased from course materials). ThePalo Alto
Networks Certified XDR Engineer datasheetincludes "mamtenance and troubleshooting” as a key exam topic, encompassing agent
component management.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education

[certification#xdr-engineer

HH #34
Log events froma previously deployed Windows XDR Collector agent are no longer being observed in the console after an OS
upgrade. Which aspect of the log events is the probable cause of this behavior?

A. They are greater than SMB

B. They are in Winlogbeat format
C. They are less than IMB

D. They are in Filebeat format

EfE: A



TheXDR Collectoron a Windows endpoint collects logs (e.g., Windows Event Logs) and forwards them to the Cortex XDR
console for analysis. An OS upgrade can impact the collector's functionality, particularly if it affects log formats, sizes, or
compatibility. If log events are no longer observed after the upgrade, the issue likely relates to a change in how logs are processed or
transmitted. Cortex XDR imposes limits on log event sizes to ensure efficient ingestion and processing

* Correct Answer Analysis (A):The probable cause is thatthe log events are greater than SMB. Cortex XDR has a size limit for
individual log events, typically around SMB, to prevent performance issues during ingestion. An OS upgrade may change the way
logs are generated (e.g., increasing verbosity or adding metadata), causing events to exceed this limit. Iflog events are larger than
SMB, the XDR Collector will drop them, resulting in no logs being observed in the console.

* Why not the other options?

* B. They are in Winlogbeat format: Winlogbeat is a supported log shipper for collecting Windows Event Logs, and the XDR
Collector is compatible with this format. The format itself is not the issue unless misconfigured, which is not indicated.

* C. They are in Filebeat format: Filebeat is also supported by the XDR Collector for file-based logs. The format is not the likely
cause unless the OS upgrade changed the log source, which is not specified.

* D. They are less than 1MB: There is no minimum size limit for log events in Cortex XDR, so being less than 1MB would not cause
logs to stop appearing,

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains log ingestion limits: "Individual log events larger than SMB are dropped by the XDR
Collector to prevent ingestion issues, which may occur after changes like an OS upgrade" (paraphrased from the XDR Collector
Troubleshooting section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers log collection issues, stating that
"log events exceeding SMB are not ingested, a common issue after OS upgrades thatincrease log size" (paraphrased fiom course
materials).

ThePalo Alto Networks Certified XDR Engneer datasheetincludes "maintenance and troubleshooting" as a key exam topic,
encompassing log ingestion issues.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.comyservices/education

[certificatior#xdr-engineer

R #35
How are dynamic endpoint groups created and managed in Cortex XDR?

¢ A. After an endpoint group is created, its assigned security policy cannot be changed without deleting and recreating the
group

¢ B. Each endpoint can belong to multiple groups simultaneously, allowing different security policies to be applied to the same
device at the same time

e C. Endpoint groups are defined based on fields such as OS type, OS version, and network segment

¢ D. Endpoint groups require intervention to update the group with new endpoints when a new device is added to the network

IEfE: C

R

In Cortex XDR,dynamic endpoint groupsare used to organize endpoints for applying security policies, managing configurations, and
streamlining operations. These groups are defined based on dynamic criteria, such asOS type,OS version,network
segment,hostname, or other endpoint attributes. When a new endpoint is added to the network, it is automatically assigned to the
appropriate group(s) based on these criteria, without manual intervention. This dynamic assignment ensures that security policies are
consistently applied to endpoints matching the group's conditions.

* Correct Answer Analysis (D):The optionDaccurately describes how dynamic endpoint groups are created and managed.
Admistrators define groups using filters based on endpoint attributes like operating system (e.g,, Windows, macOS, Linux), OS
version (e.g., Windows 10 21H2), or network segment (e.g., subnet or domain). These filters are evaluated dynamically, so
endpoints are automatically added or removed from groups as their attributes change or new devices are onboarded.

* Why not the other options?

* A. Endpoint groups require intervention to update the group with new endpoints when a new device is added to the network: This
is incorrect because dynamic endpoint groups are designed to automatically include new endpoints that match the group's criteria,
without manual intervention.

* B. Each endpoint can belong to multiple groups simultancously, allowing different security policies to be applied to the same device
at the same time: This is incorrect because, in Cortex XDR, an endpoint is assigned to a single endpoint group for policy application
to avoid conflicts.

While endpoints can match multiple group criteria, the systemuses a priority or hierarchy to assign the endpoint to onegroup for
policy enforcement.



* C. After an endpoint group is created, its assigned security policy cannot be changed without deleting and recreating the group:
This is incorrect because Cortex XDR allows admnistrators to modify the security policy assigned to an endpoint group without
deleting and recreating the group.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains endpoint group management: "Dynamic endpoint groups are created by defining
filters based on endpoint attributes such as OS type, version, or network segment.

Endpoints are automatically assigned to groups based on these criteria” (paraphrased from the Endpoint Management section).
TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers endpoint group configuration, stating that "groups are
dynamically updated as endpoints join or leave the network based on defined attributes" (paraphrased from course materials).
ThePalo Alto Networks Certified XDR Engineer datasheetincludes "endpoint management and policy configuration” as a key exam
topic, which encompasses dynamic endpoint groups.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.convservices/education

/certificatior#xdr-engineer
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