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NEW QUESTION # 285
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Answer: A

Explanation:

Ifan organization like OrgXY mforms the certification body that it is not ready to conduct the surveillance audit as scheduled, the
certification may be suspended. This is because the surveillance audit is a critical part of the ongoing certification maintenance,
required to ensure continued compliance with the standard.
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Answer: B

Explanation:

The Statement of Applicability (SoA) is a core document within an ISMS that outlines the security controls an organization
implements. When a new control, such as the SSH protocol, is implemented, it should be included in the SoA to reflect the current
state of the ISMS. The SoA should be updated to justify the inclusion of the new control and to document how it is implemented
within the organization]2. Reference: = This guidance is based on the best practices for mamtaining the SoA as per ISO/IEC 27001,
which requires the SoA to be a living document that accurately reflects the security controls in use by the organization
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Answer: B

Explanation:

This statement encapsulates the relationship between threats, vulnerabilities, and assets within the context of information security.
Threats are potential causes of an unwanted incident, which may result in harmto a system or organization. Vulnerabilities are
weaknesses that can be exploited by threats to cause harm Assets are valuable resources to an organization that need protection.
Therefore, when threats exploit vulnerabilities, they can damage or destroy assets. Reference: = The explanation is based on the
foundational concepts of information security as outlined in ISO/IEC 27001, which includes understanding the interplay between
threats, vulnerabilities, and assets as part of an information security management system (ISMS)
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Answer: D

Explanation:

While competence is important for an effective ISMS, the specific competence records of the ISMS manager are less relevant when
determining resources for the internal audit program. The focus should be on resources directly related to the audit process itself.
Here's why the other options matter:

*A. Availability of competent auditors and technical experts: Crucial for conducting thorough audits and accurately assessing the
ISMS.

*C. Availability of the necessary documented information: Essential for auditors to review policies, procedures, and records related
to the ISMS.

*D. Impact of different time zones: Can affect scheduling, coordination, and communication during the audit, potentially requiring
additional resources.

References:

*ISO/IEC 27001:2022, Section 9.2 (Internal Audit): Emphasizes the need for competent auditors and emphasizes planning the audit
program

*PECB Candidate Handbook, ISO/IEC 27001 Lead Auditor: Outlines the importance of having sufficient and appropriate
resources for the internal audit program.
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