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Which of'the following best describes a risk associated with using facial recognition to locally authenticate to a mobile device?

A. Metadata scraping

B. Deepfake

C. Data remanence

D. Biometric impersonation

Answer: D

NEW QUESTION # 614

After investigating virus outbreaks that have cost the company $1,000 per incident, the company's Chief Information Security Officer
(CISO) has been researching new antivirus software solutions to use and be fully supported for the next two years. The CISO has
narrowed down the potential solutions to four candidates that meet all the company's performance and capability requirements:

Solution Cost | Near'L.Support, | Year 2 Support | Estimated Yearly Incidents
ProductA | $10,000 $3,000 $1,000 1
Product B $14,250 $1,000 $1,000 0
ProductC | $9,500 $2,000 $2,000 1
ProductD | $7,000 $15000 $2,000 2
Product E $7.000 $4,000 $4,000 0

Using the table above, which of the following would be the BEST business-driven choice among five possible solutions?

A. Product B
B. Product C
C. Product A
D. Product E
E. Product D

Answer: E

Explanation:
Product E total for Solution cost and 2 years of Support Cost is $15,000 (and will have NO costs for incidents) Product D total for
Solution cost and 2 years of Support Cost is $10,000, plus 2 Annual Incident costs total = $12,000

NEW QUESTION # 615
A company's Chief Information Security Officer wants to prevent the company from being the target of ransomware. The company's
IT assets need to be protected. Which of the following are the most secure options to address these concerns? (Select three).

A. Strong authentication
B. Antivirus

C. EDR

D. Host-based firewall
E. Application control
F. SIEM

G. IDS

H. Sand boxing

Answer: CE.H

Explanation:

To prevent ransomware attacks and protect IT assets, the most secure options are:

Endpomnt Detection and Response (EDR): Provides advanced threat detection, real-time monitoring, and response capabilities,
which can help identify and mitigate ransonmware attacks before they spread.



Sandboxing; Isolates suspicious files or software in a controlled environment where they can be analyzed for malicious behavior
without affecting production systerns.

Application Control: Ensures that only whitelisted, trusted applications can run, which can prevent ransomware from executing
unauthorized or malicious code. Together, these controls provide a robust defense against ransomware by addressing detection,
isolation, and prevention. CASP+ enphasizes the importance of combining detection and prevention strategies to mitigate
sophisticated attacks like ransomware.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Endpoint Protection, Ransormware Mitigation)
CompTIA CASP+ Study Guide: Mitigating Ransonmware with EDR, Sandboxing, and Application Control

NEW QUESTION # 616
To bring digital evidence in a court of law the evidence must be:

A. material

B. tangble

C. conserved
D. consistent

Answer: A

Explanation:

In the context of legal proceedings, "material evidence refers to evidence that is relevant and has a significant impact on the case at
hand. For digital evidence to be admissible in court, it nust be material, meaning it must relate directly to the case and contribute to
proving or disproving a key aspect of the case. Material evidence helps establish the facts and is crucial for the court's decision-

making process.

NEW QUESTION # 617

A high-severity vulnerability was found on a web application and introduced to the enterprise. The vulnerability could allow an
unauthorized user to utilize an open-source library to view privileged user information. The enterprise is unwilling to accept the risk,
but the developers cannot fix the issue right away.

Which of'the following should be implemented to reduce the risk to an acceptable level until the issue can be fixed?

A. Change privileged usernames, review the OS logs, and deploy hardware tokens.

B. Implement MF A, review the application logs, and deploy a WAF.

C. Scan the code with a static code analyzer, change privileged user passwords, and provide security training,
D. Deploy a VPN, configure an official open-source library repository, and performa full application review for
vulnerabilities.

Answer: B

Explanation:

Reference:

Implementing MFA can add an extra layer of security to protect against unauthorized access if the vulnerability is exploited.
Reviewing the application logs can help identify if any attempts have been made to exploit the vulnerability, and deploying a WAF
can help block any attempts to exploit the vulnerability. While the other options may provide some level of security, they may not
directly address the vulnerability and may not reduce the risk to an acceptable level

NEW QUESTION # 618

The study system of our company will provide all customers with the best study materials. If you buy the CAS-004 study materials
of our company, you will have the right to enjoy all the CAS-004 study materials from our company. More importantly, there are a
lot of experts in our company; the first duty of these experts is to update the study system of our company day and night for all
customers. By updating the study system of the CAS-004 study materials, we can guarantee that our company can provide the
newest information about the exam for all people. We believe that getting the newest information about the exam will help all
customers pass the CAS-004 Exam easily. If you purchase our study materials, you will have the opportunity to get the newest
information about the CAS-004 exam More importantly, the updating system of our company is free for all customers. It means that
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