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NEW QUESTION # 16
You are evaluating a protocol capture file in Wireshark. The following filter is applied:
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wlan_radio.1lac.bandwidth - - 4
What kind of frames are displayed?

A. Only frames supporting 4 radio chains
B. Only 80 MHz frames

C. Only 40 MHz frames

D. Only frames supporting 4 spatial streanms

Answer: B

NEW QUESTION # 17

A manufacturing facility has installed a new automation system which incorporates an 802.11 wireless network. The automation
system s controlled from tablet computers connected via the WLAN. However, the automation system has not gone live due to
problem with the tablets connecting to the WLAN. The WLAN vendor has been onsite to performa survey and confirmed good
primary and secondary coverage across the facility. As a CWAP you are called in to perform Spectrum Analysis to identify any
mterference sources.

From the spectrum analysis, you did not identify any interference sources but were able to correctly identify the issue. Which of the
following issues did you identify from the spectrum analysis?

A. There is a power mismatch between the APs and the clients

B. The tablets are connecting to the wrong SSID

C. A high noise floor has resulted in a SNR of less than 20dB

D. The tablets are entering power save mode and failing to wake up to receive the access points transmissions

Answer: A

Explanation:

The most likely issue that can be identified from the spectrum analysis is a power mismatch between the APs and the clients. A
power mismatch occurs when the APs transmit at a higher power level than the clients, or vice versa. This can cause asymmetric
commumication, where one side can hear the other, but not vice versa.

This can result in poor performance, disconnections, or packet loss. A spectrum analysis can reveal a power mismatch by showing
different signal amplitudes or RSSI values for the APs and the clients on the same channel or frequency. The other options are not
correct, as they cannot be identified from the spectrum analysis alone. The tablets' SSID, power save mode, and noise floor can be
determined by using other tools or methods, such as protocol analysis, site survey, or device configuration. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 3: Spectrum Analysis, page 79-80

NEW QUESTION # 18
‘Which one of'the following portions of information is communicated by bits in the PHY Header?

A. SNR
B. Data rate

C. Signal strength
D. Noise

Answer: B

Explanation:

Ore of'the information that is communicated by bits in the PHY header is data rate. Data rate is the speed at which data is
transmitted or received over the wireless medium. Data rate depends on factors such as modulation, coding, channel width, spatial
streas, and guard interval. Data rate is indicated by bits in different fields of the PHY header, depending on the type of PPDU
(e.g, OFDM, HT, VHT, HE). The receiver uses these bits to determine how to decode and demodulate the rest of the PPDU. The
other options are not correct, as they are not communicated by bits in the PHY header. SNR (Signal-to-Noise Ratio), noise, and
signal strength are measured by the receiver based on its own capabilities and environment. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 4: 802.11 Physical Layer, page 101-105

NEW QUESTION # 19
You are using a Wireless Aggregator utility to combine multiple packet captures. One capture exists for each of channels 1, 6 and
11.



What kind of troubleshooting are you likely performing with such a tool?

A. Wireless adapter failure analysis.

B. Fast secure roaming problemns.

C. Narrowband DoS attack detection.
D. Interference source location.

Answer: D

NEW QUESTION # 20
What action is taken automatically by 802.11 APs and client STAs as the signal strength of the link weakens in order to improve the
quality of the RF communications overall?

A. RSSI is increased

B. Data rates are reduced

C. Output power is increased
D. Antenna gain is increased

Answer: B

NEW QUESTION # 21
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