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HH #34
During memory analysis you detect an injected PE image missing the MZ header. What technique is MOST likely?

e A. Thread hijacking
e B. PE header unlinking
e (. Heap obfuscation

e D. Export parsing
EfE: B

B #35
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‘What aspect of an embedded object within an RTF file is crucial to analyze for determining potential malicious intent?

A. The spatial positioning of the object within the document
B. The binary data representing the object

C. The metadata describing the creation date of the object
D. The file extension of the embedded object

IEf#: B

HM #36
Which of'the following dynamic analysis tools is used to trace and debug malware execution?

A. PEDD

B. OllyDbg

C. IDA Pro

D. CFF Explorer
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HMA #37
‘Why might a malware analyst examine the conditional statements within a malware's assembly code?

A. To identify the code's optimization level

B. To evaluate the programming language originality
C. To find points where the malware may change its execution path

D. To understand the malware's preference for processor architecture
Ef#: C

B #38
In the context of malware analysis, what is the significance of identifying a call to the CreateProcess function with the
CREATE SUSPENDED flag?

A. Tt signifies that the malware may be attempting process hollowing,

B. It indicates the creation of a backup copy of the malware.

C. It denotes that the malware is self-replicating,

D. It s a standard practice for all Windows applications for better performance.
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