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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q238-Q243):
NEW QUESTION # 238 
How should an Architect automatically redirect users to the login page of the external Identity provider when using an SP-Initiated
SAML flow with Salesforce as a Service Provider?

A. Set the Identity Provider as default and enable the Redirect to the Identity Provider setting on the SAML Configuration.
B. Use visualforce as the landing page for My Domain to redirect users to the Identity Provider login Page.
C. Enable the Redirect to the Identity Provider setting under Authentication Services on the My domain Configuration.
D. Remove the Login page from the list of Authentication Services on the My Domain configuration.

Answer: A

Explanation:
Explanation
Setting the Identity Provider as default and enabling the Redirect to the Identity Provider setting on the SAML Configuration will
automatically redirect users to the login page of the external Identity Provider when using an SP-Initiated SAML flow with
Salesforce as a Service Provider1. Option A is incorrect because Visualforce is not a supported method for redirecting users to the
Identity Provider login page2. Option B is incorrect because enabling the Redirect to the Identity Provider setting under
Authentication Services on the My Domain Configuration will only redirect users to the Identity Provider login page when using an
IdP-Initiated SAML flow3. Option C is incorrect because removing the Login page from the list of Authentication Services on the
My Domain configuration will not affect the SP-Initiated SAML flow, and may cause other issues with authentication4.
References: SAML SSO Flows, Set up a Service Provider initiated login flow, Configure SAML single sign-on with an identity
provider, SAML Identity Provider Configuration Settings

NEW QUESTION # 239 
Universal containers (UC) is setting up Delegated Authentication to allow employees to log in using their corporate credentials. UC's
security team is concerned about the risk of exposing the corporate login service on the Internet and has asked that a reliable trust
mechanism be put in place between the login service and salesforce. What mechanism should an architect put in place to enable a
trusted connection between the login services and salesforce?

A. Include client ID and client secret in the login header callout.
B. Enforce mutual Authentication between systems using SSL.
C. Set up a proxy server for the login service in the DMZ.
D. Require the use of Salesforce security Tokens on password.

Answer: B

Explanation:
Explanation
To enable a trusted connection between the login services and Salesforce, UC should enforce mutual authentication between
systems using SSL. Mutual authentication is a process in which both parties in a communication verify each other's identity using
certificates7. SSL (Secure Sockets Layer) is a protocol that provides secure communication over the Internet using encryption and
certificates8. By using mutual authentication with SSL, UC can ensure that only authorized login services can access Salesforce and
vice versa. This can prevent unauthorized access, impersonation, or phishing attacks.
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References: Mutual Authentication, SSL (Secure Sockets Layer)

NEW QUESTION # 240 
Under which scenario Web Server flow will be used?

A. Used for server-side components when page needs to be rendered.
B. Used for mobile applications and testing legacy Integrations.
C. Used for verifying Access protected resources.
D. Used for web applications when server-side code needs to interact with APIS.

Answer: D

Explanation:
Explanation
The web server flow is used for web applications when server-side code needs to interact with APIs. This flow implements the
OAuth 2.0 authorization code grant type, which allows the web app to obtain an access token and a refresh token from Salesforce
after the user grants permission1. The web app can then use the access token to call the Salesforce APIs and use the refresh token
to obtain a new access token when the previous one expires2. The other options are not valid scenarios for using the web server
flow. The web server flow is not used for server-side components when page needs to be rendered, as this does not involve API
calls. The web server flow is not used for mobile applications and testing legacy integrations, as these scenarios are better suited for
other OAuth flows, such as the user-agent flow or the password flow3. The web server flow is not used for verifying access
protected resources, as this is a general purpose of OAuth, not a specific scenario for the web server flow. References: OAuth 2.0
Web Server Flow for Web App Integration, Mastering Salesforce Canvas Apps, OAuth Authorization Flows

NEW QUESTION # 241 
Which tool should be used to track login data, such as the average number of logins, who logged in more than the average number of
times and who logged in during non-business hours?

A. Login Report
B. Login Forensics
C. Login Inspector
D. Login History

Answer: B

NEW QUESTION # 242 
Refer to the exhibit.
Outfitters (NTO) is using Experience Cloud as an Identity for its application on Heroku. The application on Heroku should be able
to handle two brands, Northern Trail Shoes and Northern Trail Shirts.
A user should select either of the two brands in Heroku before logging into the community. The app then performs Authorization
using OAuth2.0 with the Salesforce Experience Cloud site.
NTO wants to make sure it renders login page images dynamically based on the user's brand preference selected in Heroku before
Authorization.
what should an identity architect do to fulfill the above requirements?

A. Authorize third-party service by sending authorization requests to the community-url/services/oauth2
/authorize/cookie_value.
B. For each brand create different communities and redirect users to the appropriate community using a custom Login
controller written in Apex.
C. Authorize third-party service by sending authorization requests to the community-url/services/oauth2
/authonze/expid_value.
D. Create multiple login screens using Experience Builder and use Login Flows at runtime to route to different login screens.

Answer: C

Explanation:
OAuth 2.0 is an open standard for authorization that allows a third-party application to obtain limited access to a protected resource
on behalf of auser. To authorize a third-party service using OAuth 2.0 with the Salesforce Experience Cloud site, the identity



architect should do the following steps:
* Create a connected app for the third-party service in Salesforce. A connected app is an applicationthat integrates with Salesforce
using APIs and standard protocols, such as SAML, OAuth, and OpenID Connect. To create a connected app, you need to provide
the basic information, such as the app name, logo URL, contact email, and API name. You also need toenable OAuth and configure
the OAuth settings, such as the callback URL, the scopes, and the policies.
* Authorize the third-party service by sending authorization requests to the community-url/services
/oauth2/authorize/expid_value. This is a special endpoint that allows you to specify an experience ID (expid) as a query parameter in
the authorization request. The experience ID is a unique identifier for each experience (community or site) in Salesforce. By using this
endpoint, you can dynamically render thelogin page images based on the user's brand preference selected in the third-party service
before authorization.
References:
OAuth 2.0
OAuth 2.0 Web Server Authentication Flow
Connected Apps
Create a Connected App
Experience ID
Authorize Apps with OAuth
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