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HM #18
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

¢ A. By using public internet connections for enhanced routing flexibility
¢ B. By establishing dedicated private connections to Azure data centers
e C. By prioritizing Azure ExpressRoute traffic over other network traffic
¢ D. Byrelying on load balancing to dynamically optimize latency
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Azrre ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

HE#19
After integrating a FortiGate VM with Azure Route Server, you detect that routes are not propagating successfully.
‘What initial step could you perform to diagnose the root cause?

o A Verify the BGP peering status on both the FortiGate VM and Azure Route Server

¢ B. Monitor the network latency between the FortiGate VM and Azure Route Server to identify potential communication
delays affecting route propagation

¢ C. Examine the Azure Microsoft Entra ID permissions associated with the FortiGate VM to ensure that correct authentication
is being used for BGP peering

e D. Verify that the FortiGate VM is running the latest firmware version

EfE: A
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Thefirst and most direct diagnostic stepis toverify the BGP peering statuson both theFortiGate VM and Azure Route Server. If BGP
peering is not established or is in an idle or down state, route propagation will fail. This check confirms whether the two systens are
communicating and exchanging routes as expected.

B #20
You deployed a FortiGate active-active with ELB/ILB solution using the template from Azure Marketplace.
What is the purpose of the inbound NAT rules configured in the external load balancer in this deployment?

¢ A. To load balance the incoming traffic between both FortiGate VMs
¢ B. To forward the health probes to both FortiGate VMs

e C. To allow administrative access to the FortiGate VMs

e D. To filter mbound traffic before it reaches the FortiGate instances
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In anactive-active FortiGate ELB/ILB deployment, theinbound NAT rulesconfigured on theexternal load balancerare used toallow
administrative access (e.g, HTTPS, SSH)to the individual FortiGate VMs. Since the public IP is associated with the load balancer,
NAT rules are required tomap specific ports to backend FortiGate instancesfor management access.

B #21
Refer to the exhibit.
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— Unux web servers

Your company runs front-end web servers in Azure. You need to deploy a Linux VM to be used as a web server.

To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.

Which FortiWeb operation mode can you implement for this scenario?



A. Transparent inspection
B. True transparent proxy
C. Passive monitoring

D. Reverse proxy
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TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.

H #22
What are two characteristics of Azure standard public [P addresses? (Choose two.)

¢ A They can be used with load balancers of any SKU

¢ B. They support the use of availability zones

e C. They require the configuration of NSGs for inbound traffic
¢ D. They can be dynamic or static

Ef#: B. D

A -

They support the use of availability zones - Standard public IP addresses are zone-redundant and support availability zone
deployments for high availability.

They can be dynamic or static - Azure standard public IPs can be configured as static or dynamic, offering flexibility based on
deployment needs.
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