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It is a truth universally acknowledged that the exam is not easy but the related DOP-C02 certification is of great significance for
workers in this field, I am glad to tell you that our company aims to help you to pass the DOP-C02 examination as well as gaining
the related certification in a more efficient and simpler way. During nearly ten years, our DOP-C02 Exam Questions have met with
warm reception and quick sale in the international market. Our DOP-C02 study materials are not only as reasonable priced as other
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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q368-Q373):
NEW QUESTION # 368 
A company uses an AWS CodeCommit repository to store its source code and corresponding unit tests. The company has
configured an AWS CodePipeline pipeline that includes an AWS CodeBuild project that runs when code is merged to the main
branch of the repository.
The company wants the CodeBuild project to run the unit tests. If the unit tests pass, the CodeBuild project must tag the most recent
commit.
How should the company configure the CodeBuild project to meet these requirements?

A. Configure the CodeBuild project to use native Git to clone the CodeCommit repository. Configure the project to run the
unit tests. Configure the project to use native Git to create a tag and to push the Git tag to the repository if the code passes the
unit tests.
B. Configure the CodeBuild project to use AWS CLI commands to copy the code from the CodeCommit repository.
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Configure the project to run the unit tests. Configure the project to use AWS CLI commands to create a new repository tag
in the repository if the code passes the unit tests.
C. Configure the CodeBuild project to use AWS CLI commands to copy the code from the CodeCommit repository.
Configure the project lo run the unit tests. Configure the project to use AWS CLI commands to create a new Git tag in the
repository if the code passes the unit tests.
D. Configure the CodeBuild project to use native Git to clone the CodeCommit repository. Configure the project to run the
unit tests. Configure the project to use AWS CLI commands to create a new repository tag in the repository if the code
passes the unit tests.

Answer: A

Explanation:
Step 1: Using Native Git in CodeBuild
To meet the requirement of running unit tests and tagging the most recent commit if the tests pass, the CodeBuild project should be
configured to use native Git to clone the CodeCommit repository. Native Git support allows full functionality for managing the
repository, including the ability to create and push tags.
Action: Configure the CodeBuild project to use native Git to clone the repository and run the tests.
Why: Using native Git provides flexibility for managing tags and other repository operations after the tests are successfully executed.
Step 2: Tagging the Most Recent Commit
Once the unit tests pass, the CodeBuild project can use native Git to create a tag for the most recent commit and push that tag to the
repository. This ensures that the tagged commit is linked to the test results.
Action: Configure the project to use native Git to create and push a tag to the repository if the tests pass.
Why: This ensures the correct commit is tagged automatically, streamlining the workflow.
Reference:
This corresponds to Option A: Configure the CodeBuild project to use native Git to clone the CodeCommit repository. Configure
the project to run the unit tests. Configure the project to use native Git to create a tag and to push the Git tag to the repository if the
code passes the unit tests.

NEW QUESTION # 369 
A DevOps engineer must implement a solution that immediately terminates Amazon EC2 instances in Auto Scaling groups when
cryptocurrency mining activity is detected.
Which solution will meet these requirements with the LEAST development effort?

A. Configure Amazon Route 53 query logs # CloudWatch # Lambda every 5 mins to detect mining-related domains and
terminate EC2 instances.
B. Configure VPC Flow Logs # S3 # Lambda every 5 mins # Athena query # terminate EC2 instances.
C. Enable AWS Security Hub. Monitor EC2 findings. Create an EventBridge rule triggered by Security Hub. Invoke Lambda
to terminate EC2 instances.
D. Enable Amazon GuardDuty. Monitor EC2 findings. Create an EventBridge rule triggered by GuardDuty. Invoke a
Lambda function that terminates the affected EC2 instances.

Answer: D

Explanation:
Comprehensive & Detailed Explanation (150-250 words):
Amazon GuardDuty provides built-in, fully managed threat detection for AWS accounts and workloads, including automatic
detection of cryptocurrency mining activity, compromised EC2 instances, command-and- control traffic patterns, and anomalous
behaviors. GuardDuty includes multiple threat identifiers such as EC2:
CryptoCurrencyActivity.BitcoinToolDetected and EC2:UnauthorizedAccess.CryptoMining. Because this capability is native and
requires no custom detection logic, it provides the lowest development and operational overhead compared to alternatives.
When GuardDuty generates a finding, it publishes the event automatically to Amazon EventBridge. The DevOps engineer can create
an EventBridge rule that matches the specific mining-related finding types. The target of the rule is an AWS Lambda function that
parses instance details from the finding and calls TerminateInstances on the affected EC2 instance.
This enables real-time automated remediation without needing recurring scans, log parsing, or complex data queries.
Options A and B require building custom detection pipelines and maintaining periodic Lambda polling, increasing long-term
complexity. Option D (Security Hub) aggregates findings but still relies on GuardDuty for detection, adding unnecessary overhead.
Therefore, GuardDuty + EventBridge + Lambda termination is the easiest, quickest, and most AWS- recommended solution
following incident-response best practices.



NEW QUESTION # 370 
A DevOps engineer is building a continuous deployment pipeline for a serverless application that uses AWS Lambda functions. The
company wants to reduce the customer impact of an unsuccessful deployment. The company also wants to monitor for issues.
Which deploy stage configuration will meet these requirements?

A. Use AWS CodeBuild to add sample event payloads for testing to the Lambda functions. Publish a new version of the
functions, and include Amazon CloudWatch alarms. Update the production alias to point to the new version. Configure
rollbacks to occur when an alarm is in the ALARM state.
B. Use an AWS Serverless Application Model (AWS SAM) template to define the serverless application.
Use AWS CodeDeploy to deploy the Lambda functions with the Canary10Percent15Minutes Deployment Preference Type.
Use Amazon CloudWatch alarms to monitor the health of the functions.
C. Use AWS CloudFormation to publish a new version on every stack update, and include Amazon CloudWatch alarms on
all resources. Use the RoutingConfig property of the AWS::Lambda::Alias resource to update the traffic routing during the
stack update.
D. Use AWS CloudFormation to publish a new stack update, and include Amazon CloudWatch alarms on all resources. Set
up an AWS CodePipeline approval action for a developer to verify and approve the AWS CloudFormation change set.

Answer: A

Explanation:
Use routing configuration on an alias to send a portion of traffic to a second function version. For example, you can reduce the risk
of deploying a new version by configuring the alias to send most of the traffic to the existing version, and only a small percentage of
traffic to the new version.https://docs.aws.amazon.com
/lambda/latest/dg/configuration-aliases.html
The following are the steps involved in the deploy stage configuration that will meet the requirements:
* Use AWS CodeBuild to add sample event payloads for testing to the Lambda functions.
* Publish a new version of the functions, and include Amazon CloudWatch alarms.
* Update the production alias to point to the new version.
* Configure rollbacks to occur when an alarm is in the ALARM state.
This configuration will help to reduce the customer impact of an unsuccessful deployment by deploying the new version of the
functions to a staging environment first. This will allow the DevOps engineer to test the new version of the functions before deploying
it to production.
The configuration will also help to monitor for issues by including Amazon CloudWatch alarms. These alarms will alert the DevOps
engineer if there are any problems with the new version of the functions.

NEW QUESTION # 371 
A company is implementing a well-architected design for its globally accessible API stack. The design needs to ensure both high
reliability and fast response times for users located in North America and Europe.
The API stack contains the following three tiers:
Amazon API Gateway
AWS Lambda
Amazon DynamoDB
Which solution will meet the requirements?

A. Configure Amazon Route 53 to point to API Gateway APIs in North America and Europe using health checks. Configure
the APIs to forward requests to a Lambda function in that Region. Configure the Lambda functions to retrieve and update the
data in a DynamoDB table in the same Region as the Lambda function.
B. Configure Amazon Route 53 to point to API Gateway APIs in North America and Europe using latency-based routing and
health checks. Configure the APIs to forward requests to a Lambda function in that Region. Configure the Lambda functions
to retrieve and update the data in a DynamoDB global table.
C. Configure Amazon Route 53 to point to API Gateway in North America, create a disaster recovery API in Europe, and
configure both APIs to forward requests to the Lambda functions in that Region.
Retrieve the data from a DynamoDB global table. Deploy a Lambda function to check the North America API health every 5
minutes. In the event of a failure, update Route 53 to point to the disaster recovery API.
D. Configure Amazon Route 53 to point to API Gateway API in North America using latency-based routing. Configure the
API to forward requests to the Lambda function in the Region nearest to the user.Configure the Lambda function to retrieve
and update the data in a DynamoDB table.

Answer: B



NEW QUESTION # 372 
A company runs applications in AWS accounts that are in an organization in AWS Organizations The applications use Amazon EC2
instances and Amazon S3.
The company wants to detect potentially compromised EC2 instances suspicious network activity and unusual API activity in its
existing AWS accounts and in any AWS accounts that the company creates in the future When the company detects one to these
events the company wants to use an existing Amazon Simple Notification Service (Amazon SNS) topic to send a notification to its
operational support team for investigation and remediation.
Which solution will meet these requirements in accordance with AWS best practices?

A. In the organization's management account configure Amazon GuardDuty to add newly created AWS accounts by invitation
and to send invitations to the existing AWS accounts Create an AWS Cloud Formation stack set that accepts the GuardDuty
invitation and creates an Amazon EventBridge rule Configure the rule with an event pattern to match. GuardDuty events and
to forward matching events to the SNS topic. Configure the Cloud Formation stack set to deploy into all AWS accounts in
the organization.
B. In the organization's management account configure an AWS account as the AWS CloudTrail administrator account in the
CloudTrail administrator account create a CloudTrail organization trail.Add the company's existing AWS accounts to the
organization trail Create an SCP that enables VPC Flow Logs in each account in the organization. Configure AWS Security
Hub for the organization.Create an Amazon EventBridge rule with an event pattern to match Security Hub events and to
forward matching events to the SNS topic.
C. In the organization's management account configure an AWS account as the Amazon GuardDuty administrator account. In
the GuardDuty administrator account add the company's existing AWS accounts to GuardDuty as members In the GuardDuty
administrator account create an Amazon EventBridge rule with an event pattern to match GuardDuty events and to forward
matching events to the SNS topic.
D. In the organization's management account. create an AWS CloudTrail organization trail Activate the organization trail in all
AWS accounts in the organization. Create an SCP that enables VPC Flow Logs in each account in the organization.
Configure AWS Security Hub for the organization Create an Amazon EventBridge rule with an even pattern to match Security
Hub events and to forward matching events to the SNS topic.

Answer: A

Explanation:
Explanation
It allows the company to detect potentially compromised EC2 instances, suspicious network activity, and unusual API activity in its
existing AWS accounts and in any AWS accounts that the company creates in the future using Amazon GuardDuty. It also provides
a solution for automatically adding future AWS accounts to GuardDuty by configuring GuardDuty to add newly created AWS
accounts by invitation and to send invitations to the existing AWS accounts.

NEW QUESTION # 373
......
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