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題 (Q18-Q23):
問題  #18 
(Which attack maps hashed values to their original input data?)

A. Rainbow table
B. Dictionary
C. Brute-force
D. Birthday

答案：A

解題說明：
A rainbow table attack uses large, precomputed tables that link hash outputs back to likely original inputs (typically passwords).
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Instead of storing every password#hash pair directly (which would be huge), rainbow tables store chains created by alternating hash
operations with reduction functions, allowing attackers to reconstruct candidate plaintexts that produce a given hash. This makes
cracking fast,ifthe target hashes are unsalted and use a known, fast hash function. Salt defeats rainbow tables because the attacker
would need separate tables for each salt value, which becomes infeasible when salts are unique and sufficiently large. A dictionary
attack is related but typically computes hashes on the fly from a wordlist rather than using precomputed chain structures. A birthday
attack targets collisions, not mapping to original data. Brute-force tries all candidates without precomputation.
Because the question explicitly describes mapping hashed values back to original data via a precomputed approach, the correct
choice is Rainbow table.

問題  #19 
(Which encryption algorithm uses an 80-bit key and operates on 64-bit data blocks?)

A. Twofish
B. Skipjack
C. Blowfish
D. Camellia

答案：B

解題說明：
Skipjack is a symmetric block cipher historically associated with the Clipper chip initiative. Its defining parameters match the
question: it operates on 64-bit blocks and uses an 80-bit key. The other options do not fit those exact sizes. Twofish is a 128-bit
block cipher with key sizes up to 256 bits. Blowfish is a
64-bit block cipher, but its key size is variable from 32 up to 448 bits and is not fixed at 80 bits as a defining property. Camellia is a
128-bit block cipher with key sizes of 128, 192, or 256 bits. Skipjack's smaller key size and legacy design make it unsuitable for
modern security needs, but the question is purely about identifying the algorithm that matches an 80-bit key and 64-bit blocks.
Therefore, the correct answer is Skipjack.

問題  #20 
(Which mechanism can be applied to protect the integrity of plaintext when using AES?)

A. RC4
B. Kerberos key sharing
C. Message Authentication Code (MAC)
D. RSA

答案：C

解題說明：
AES by itself is a symmetric block cipher that provides confidentiality, but not guaranteed integrity unless used in an authenticated
mode. To protect integrity of the plaintext (ensuring it has not been altered), a Message Authentication Code (MAC) can be applied.
In the classic Encrypt-then-MAC pattern, the sender encrypts the plaintext with AES and then computes a MAC (often HMAC-
SHA-256 or CMAC-AES) over the ciphertext (and relevant headers). The receiver verifies the MAC before attempting decryption,
preventing tampering and many padding-oracle style vulnerabilities.
Alternatively, AES can be used in an AEAD mode like AES-GCM, which produces an authentication tag serving a similar purpose,
but among the listed options the general integrity mechanism is "MAC." RC4 is an unrelated stream cipher and does not provide
integrity. RSA is asymmetric and not the standard integrity add-on for AES-encrypted bulk data. Kerberos is an authentication
protocol and key distribution system, not a message integrity primitive. Therefore, to protect plaintext integrity when using AES, the
correct mechanism is a Message Authentication Code.

問題  #21 
(An administrator has configured a Virtual Private Network (VPN) connection utilizing IPsec transport mode with Encapsulating
Security Payload (ESP) between a server in the corporate office and a client computer in the remote office. In which situation can
the packet content be inspected?)

A. Only in the offsite location's network while data is in transit
B. In the headquarters' and offsite location's networks after the data has been sent



C. On devices at headquarters and offsite before being sent and after being received
D. Only in the headquarters' network while data is in transit

答案：C

解題說明：
With IPsec ESP in transport mode, the payload of the original IP packet (typically the transport-layer segment and higher) is
encrypted and integrity-protected between the two endpoints-here, the corporate server and the remote client. Because encryption
is applied by the sending endpoint and removed only by the receiving endpoint, intermediate routers, switches, and monitoring
devices in either network cannot view the protected payload while it is in transit. They may see outer IP headers and certain
metadata needed for routing, but not the encrypted content protected by ESP. As a result, the packet's contents are inspectable only
at the endpoints: before encryption on the sender (plaintext exists in memory/stack before IPsec processing) and after decryption on
the receiver (plaintext is restored for the application). This is true whether the traffic traverses internal networks or the Internet; the
cryptographic boundary is between the endpoints participating in the IPsec SA.
Therefore, inspection of the actual content is possible only on the devices at headquarters and offsite, before sending and after
receiving, not by in-transit networks.

問題  #22 
(What is the maximum key size (in bits) supported by AES?)

A. 0
B. 1
C. 2
D. 3

答案：A

解題說明：
AES supports three standardized key sizes: 128, 192, and 256 bits, with a fixed block size of 128 bits.
The maximum of these supported key sizes is 256 bits (AES-256). Key size affects resistance to brute- force key search: larger
keys exponentially increase the search space. In practice, AES-128 is already considered strong against brute force with
contemporary computing capabilities, while AES-256 is often chosen for compliance requirements, conservative security margins, or
to hedge against future advances. AES-512 is not part of the AES standard; if 512-bit keys are desired, systems typically use
different constructions (like using AES-256 in certain key-derivation or wrapping schemes) rather than changing AES itself.
Therefore, the correct maximum supported AES key size is 256 bits.

問題  #23
......
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