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Google Certified Professional - Cloud Developer Sample Questions (Q295-
Q300):
NEW QUESTION # 295 
One of your deployed applications in Google Kubernetes Engine (GKE) is having intermittent performance issues. Your team uses a
third-party logging solution. You want to install this solution on each node in your GKE cluster so you can view the logs. What
should you do?

A. Modify your container image to include the monitoring software
B. Use SSH to connect to the GKE node, and install the software manually
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C. Deploy the third-party solution using Terraform and deploy the logging Pod as a Kubernetes Deployment
D. Deploy the third-party solution as a DaemonSet

Answer: D

Explanation:
Explanation
https://cloud.google.com/kubernetes-engine/docs/concepts/daemonset#usage_patterns DaemonSets are useful for deploying ongoing
background tasks that you need to run on all or certain nodes, and which do not require user intervention. Examples of such tasks
include storage daemons like ceph, log collection daemons like fluent-bit, and node monitoring daemons like collectd.

NEW QUESTION # 296 
You have written a Cloud Function that accesses other Google Cloud resources. You want to secure the environment using the
principle of least privilege. What should you do?

A. Create a new service account that has Editor authority to access the resources. The deployer is given permission to act as
the new service account.
B. Create a new service account that has Editor authority to access the resources. The deployer is given permission to get the
access token.
C. Create a new service account that has a custom IAM role to access the resources. The deployer is given permission to act
as the new service account.
D. Create a new service account that has a custom IAM role to access the resources. The deployer is given permission to get
the access token.

Answer: C

NEW QUESTION # 297 
You are developing an application that consists of several microservices running in a Google Kubernetes Engine cluster. One
microservice needs to connect to a third-party database running on-premises. You need to store credentials to the database and
ensure that these credentials can be rotated while following security best practices. What should you do?

A. Store the credentials in an encrypted volume mount, and associate a Persistent Volume Claim with the client Pod.
B. Store the credentials in a sidecar container proxy, and use it to connect to the third-party database.
C. Configure a service mesh to allow or restrict traffic from the Pods in your microservice to the database.
D. Store the credentials as a Kubernetes Secret, and use the Cloud Key Management Service plugin to handle encryption
and decryption.

Answer: D

Explanation:
https://cloud.google.com/kubernetes-engine/docs/how-to/encrypting-secrets By default, Google Kubernetes Engine (GKE) encrypts
customer content stored at rest, including Secrets. GKE handles and manages this default encryption for you without any additional
action on your part.
Application-layer secrets encryption provides an additional layer of security for sensitive data, such as Secrets, stored in etcd. Using
this functionality, you can use a key managed with Cloud KMS to encrypt data at the application layer. This encryption protects
against attackers who gain access to an offline copy of etcd.

NEW QUESTION # 298 
Your application is built as a custom machine image. You have multiple unique deployments of the machine image. Each deployment
is a separate managed instance group with its own template. Each deployment requires a unique set of configuration values. You
want to provide these unique values to each deployment but use the same custom machine image in all deployments. You want to
use out-of-the-box features of Compute Engine. What should you do?

A. Place the unique configuration values in the instance template instance metadata.
B. Place the unique configuration values in the instance template startup script.
C. Place the unique configuration values in a Cloud Bigtable table.
D. Place the unique configuration values in the persistent disk.



Answer: D

Explanation:
Reference:
https://cloud.google.com/compute/docs/instance-groups

NEW QUESTION # 299 
You have a service running on Compute Engine virtual machine instances behind a global load balancer. You need to ensure that
when the instance fails, it is recovered. What should you do?

A. Use Stackdriver alerting to trigger a workflow to reboot the instance.
B. Deploy a service to the instances to notify you when they fail.
C. Set up health checks in the managed instance group configuration.
D. Set up health checks in the load balancer configuration.

Answer: C

Explanation:
A is not correct because the load balancer health check will not recover the instance. The load balancer health check will exclude the
instance from receiving traffic.
B is not correct because a service on the instance may not work when the instance fails.
C is not correct because this is not the platform-idiomatic way of recovering failed instances.
D is correct because the managed instance group health check will recreate the instance when it fails, and this is the platform-native
way to satisfy this use case.
https://cloud.google.com/compute/docs/instance-groups/creating-groups-of-managed- instances#monitoring_groups)

NEW QUESTION # 300
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