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DES biock size and key Size? - answer-G4bi block size, SGbH key sSae

3DES block size and key size? - andwer-64bit biock size, 1123bit key size

AES block size and key size? - answei-178b0 block size, 128, 192, or 256bN key size
IDEA biock size and key Sire? - anSwer--B4bit block sire, 1ZBbH kiey Size

Skipjack block size and key size7 - answer--84bit block size, 80bi key size

Bioafish block size and key size? - answer-B84bil block sige, 32-
448hit key size [commanly 128, 192, or 256)

Twolish block size and key size? - answer-128bit block size, 1-
256bit key size [commonly 128, 192, of 256)

RCS block size and Key s2e? - answer-32, 64 or 12801 block size, 0-2048010 key Soe
RC2 block size and key size? - answer-—64bit block size, 1-128bet kKey size (recommended ménimum 40)

RCE block si2¢ and Key Size? - Anseei-
“asiable bit block size (commonly 128), wariable Wit key size (commondy 128, 192 or 256)

XTEA block size and key size? - answer-6dbiat block size, 128bit key size
MD2 hash value? - answer--128b1

MDS5 hash vahse? - answer--128bd

MD4 hash value? - angwer-—-128bid

MD6 hash value? - answer--1-512bit

SHA-1 hash valee? - answer—160ba

SHA-2 hash valse? - answer-256, 384, of S12bi

5HA-3 hash valse? - answer--\ariable

SHA-256 hash value? - answer—-2560it

Ubrigens, Sie konnen die vollstéindige Version der PriifingFrage Introduction-to-Cryptography Priifingsfragen aus dem Cloud-
Speicher herunterladen: https/drive. google.com/open?id=1pwujt5t99md VzhnwK 30Bs XK 8iliPjd2x

Sind Sie noch besorgt tiber die Priifing der WGU Introduction-to-Cryptography? Zogern Sie noch, ob es sich lohnt, unsere
Softwaren zu kaufen? Dann was Sie jetzt tun miissen ist, dass die Demo der WGU Introduction-to-Cryptography, die wir bieten,
kostenlos herunterladen! Sie werden finden, dass diese Vorbereitungsunterlagen was Sie gerade brauchen sind! Die Belastung der
WGU Introduction-to-Cryptography Test zu erleichtern und die Leistung Ihrer Vorbereitung zu erhdhen sind unsere Pflicht!

Die Schulungsunterlagen zur Introduction-to-Cryptography Zertifizierungspriifing von PriifingFrage sind in der Form von PDF und
Software angeboten. Sie umfassen die Fragen und Antworten zur Introduction-to-Cryptography Zertifizierungspriifung. Sie konnen
vielleicht auch den realen Priifimgsaufgaben hier begegnen. Alle diesen Fragen sind perfekt und wirksam. Sie kénnen alle WGU
Introduction-to-Cryptography Zertifizierungspriifingen bestehen. Die WGU Introduction-to-Cryptography Zertifizierungspriifungen
von PriifingFrage umfassen alle Planprogramme und sowie konplizierte Fragen. Die Fragen und Antworten zur WGU Introduction-
to-Cryptography Zertifizierungspriifing von PriifimgFrage sind die realen Herausforderungen. Sie miissen Ihre Fahigkeiten und
Denkweisen entfalten.
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Heutztage, wo die Zeit besonders geschitzt wird, ist es kostengiinstig, PriifingFrage zum Bestehen der WGU Introduction-to-
Cryptography Zertifizierungspriifung zu wéhlen. Wenn Sie PriifingFrage wihlen, wiirden wir mit &u3erster Kraft Ihnen helfen, die
WGU Introduction-to-Cryptography Priifung zu bestehen. AuBerdem bieten wir Thnen einen einjghrigen kostenlosen Update-
Service. Fallen Sie in der Priifing durch, zahlen wir Thnen gesammte EinkaufSgebithren zuriick.

WGU Introduction to Cryptography HNOT1 Introduction-to-Cryptography
Priifungsfragen mit Losungen (Q52-Q57):

52. Frage
(What describes a true random number generator?)

A. Fast and deterministic, and the same input produces the same results

B. Unique integer determined through factorization of integers

C. Integer increased by one to match requests and responses

D. Slow and nondeterministic, and the same input produces different results

Antwort: D

Begrindung;

A true random number generator (TRNG) draws randomness from physical phenomena that are inherently unpredictable and not
algorithmically reproducible. Because of this, it is nondeterministic:

you cannot feed it the same "input" and expect the same output stream. TRNGs are often slower than PRNGs because they depend
on collecting entropy from hardware sources and may require conditioning to remove bias. This aligns with option B: slow and
nondetermmnistic, producing different results even under similar or repeated conditions. Option A describes a deterministic PRNG,
where identical seeds yield identical sequences. Option C is unrelated; factorization is a hard math problemused in cryptography
(e.g, RSA security assumptions), not a randomness generator definition. Option D describes a counter, which is deterministic and
not random. In secure systems, TRNG output may seed a cryptographically secure PRNG to provide both unpredictability and high
throughput; but the defining characteristic of a TRNG is nondeterminism from physical entropy. Therefore, option B is correct.

53. Frage

(An admmistrator has configured a Virtual Private Network (VPN) connection utilizing IPsec transport mode with Encapsulating
Security Payload (ESP) between a server in the corporate office and a client computer in the remote office. In which situation can
the packet content be inspected?)

A. Only in the offSite location's network while data is in transit

B. On devices at headquarters and offsite before being sent and after being received
C. Only in the headquarters' network while data is in transit

D. In the headquarters' and offsite location's networks after the data has been sent

Antwort: B

Begriindung;

With IPsec ESP in transport mode, the payload of the original IP packet (typically the transport-layer segment and higher) is
encrypted and integrity-protected between the two endpoints-here, the corporate server and the remote client. Because encryption
is applied by the sending endpoint and removed only by the receiving endpoint, intermediate routers, switches, and monitoring
devices in either network cannot view the protected payload while it is in transit. They may see outer IP headers and certain
metadata needed for routing, but not the encrypted content protected by ESP. As a result, the packet's contents are inspectable only
at the endpoints: before encryption on the sender (plaintext exists in memory/stack before [Psec processing) and after decryption on
the receiver (plaintext is restored for the application). This is true whether the traffic traverses internal networks or the Internet; the
cryptographic boundary is between the endpoints participating in the [Psec SA.

Therefore, nspection of the actual content is possible only on the devices at headquarters and offsite, before sending and after
receiving, not by in-transit networks.
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54. Frage
(What is the length of the Initialization Vector (IV) n WEP?)

A. 40 bits
B. 56 bits
C. 48 bits
D. 24 bits

Antwort: D

Begrindung;

WEP (Wired Equivalent Privacy) uses the RC4 stream cipher and combines a per-packet Initialization Vector (IV) with a shared
secret key to form the RC4 seed for that packet's keystream. The IV in WEP is 24 bits long and is transmitted in the clear as part of
the 802.11 frame so the receiver can reconstruct the same per-packet RC4 key stream. The short IV space (2% possible values) is
a major design weakness: on a busy network, [Vs repeat frequently, causing keystream reuse. Because RC4 is a stream cipher,
keystreamreuse enables attackers to derive relationships between plaintexts and recover keys with statistical attacks (notably the
Fluhrer, Mantin, and Shamir (FMS) family of attacks and related improvements). WEP also uses a CRC-32 integrity check (ICV)
that is not cryptographically strong and is vulnerable to modification attacks. The 24-bit IV length is therefore a key reason WEP is
considered insecure and has been replaced by WPA/WPA2 mechanisms that use stronger key mixing, larger nonces/IVs, and
robust integrity protection.

55. Frage
(How does adding salt to a password improve security?)

A. Salt prevents users from reusing the same password.

B. Salt creates a different hash if two people use the same password.
C. Salt ensures two people do not have the same password.

D. Salt enforces the complexity rules for passwords.

Antwort: B

Begrindung;

A salt is a unique, random value stored alongside a password hash and combined with the password during hashing, Its main security
benefit is that it ensures identical passwords do not produce identical hashes across different accounts or systens. If two users
choose the same password, their stored hashes will differ because their salts differ, which directly prevents attackers from spotting
shared passwords by comparing hashes. Salts also defeat precomputation attacks such as rainbow tables, because an attacker
would need to regenerate tables for each possible salt value-a task that becomes infeasible when salts are large and unique per
password. Salt does not enforce password complexity rules (that's a policy/validation finction), does not guarantee users choose
different passwords, and does not prevent password reuse across sites. The correct statement is that salt makes the resulting hash
different even for the same password, improving resistance to offline cracking at scale and eliminating the "same hash

= same password" shortcut attackers rely on.

56. Frage
(Which number of bits gets encrypted each time encryption is applied during stream encryption?)

A0
B. 1
C.2
D.3

Antwort: D

Begriindung;

In the classical definition, a stream cipher encrypts data in very small units-often described as one bit at a time-by combining plaintext
with a keystream (commonly via XOR). While many practical stream ciphers operate on bytes or words for efficiency, the
conceptual distinction compared to block ciphers is that stream encryption processes data as a continuous stream rather than fixed-
size blocks.

This is why the standard teaching answer is "1 bit" per application of the keystream. Block ciphers, by contrast, encrypt blocks like
64 bits (DES/3DES) or 128 bits (AES) in each invocation of the block primitive. Options like 40, 192, and 256 are not typical



stream cipher "per-step" processing sizes; 40 and 256 are often associated with key sizes, and 192 could be a key size for AES, not
an encryption granularity. The essential security requirement for stream ciphers is that the keystream must be unpredictable and never
reused with the same key/nonce combination; otherwise XOR properties allow attackers to recover relationships between plaintexts.
Thus, the best answer is 1.
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