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GIAC Web Application Penetration Tester GWAPT Sample Questions (Q94-
Q99):

NEW QUESTION # 94
What type of SQL injection attack modifies a database without revealing the results to the attacker?

A. Error-based SQL injection
B. Blind SQL injection

C. Union-based SQL injection
D. Second-order SQL ijection

Answer: B

NEW QUESTION # 95
What is the primary purpose of session management in web applications?

A. To maintain user state and track interactions with the application
B. To ensure that only administrators can access the application

C. To optimize application performance

D. To encrypt all transmitted data

Answer: A

NEW QUESTION # 96
During an automated scan with OWASP ZAP, you identify several potential XSS vulnerabilities.
What is the best follow-up action?

A. Ignore the findings if there are no error messages
B. Manually validate each XSS finding

C. Decrypt the application's HTTPS traffic

D. Enable caching to enhance performance

Answer: B

NEW QUESTION # 97
A web application allows SQL injection attacks on its admin panel. What should you recommend to mitigate this issue?

A. Increase session timeout durations

B. Hardcode admin passwords

C. Use HTTP instead of HTTPS for the admin panel
D. Restrict admin access to trusted [Ps only

Answer: D

NEW QUESTION # 98
Which type of Cross-Site Scripting (XSS) attack occurs when malicious input is stored on the target server?

A. DOM-based XSS
B. Persistent XSS

C. Reflected XSS

D. Blind XSS

Answer: B
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