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B #14
When investigating a target's email address, which of the following OSINT techniques can reveal linked online accounts?

A. Intercepting network traffic

B. Reverse email lookup tools

C. Brute-force password attacks

D. Downloading metadata from private emails

IEf#: B

HE#15
‘Which tool is best suited for identifying exposed third-party services and infrastructure dependencies of a company?
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A. DNSDumpster
B. Google Dorking
C. Shodan

D. Maltego

Ef: C

HM #16
An investigator finds an exposed corporate database online.
What is the ethical next step?

A. Use social engineering to collect more details
B. Download and analyze all available data

C. Report the finding to the company

D. Sell the nformation to a third party

EfE: C

B #17
‘What security precautions should an OSINT analyst take when using search engines? (Choose two)

A. Regularly clear cookies and browsing history

B. Disable all security features to avoid detection

C. Use private search engines like DuckDuckGo

D. Use social media accounts with real personal information

Ef: A. C

B #18

A company suspects one of its subdomains was taken over by an attacker.
How can an OSINT professional verify this?

A. Perform a brute-force attack on the admin panel
B. Check subdomain DNS records for anomalies
C. Run SQL injection tests

D. Decrypt SSL/TLS certificates
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