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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q44-Q49):

NEW QUESTION # 44
Which ttem is required to be considered when defining the scope and boundaries of the information security management system?

A. The lessons learned from the information security experiences of other organizations
B. The dependencies between activities performed by the organization

C. The regular activities necessary to maintain and improve the ISMS

D. The level of quality to which the ISMS must adhere

Answer: B

Explanation:

Clause 4.3 (Determining the scope of the ISMS) requires consideration of:

"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.

Thus, the verified answer is A: Dependencies between activities performed by the organization.

NEW QUESTION # 45

Identify the missing word(s) in the following control relating to the Policies for information security control.

"Information security policy and topic-specific policies should be defined, approved by management, [ ? ] and acknowledged by
relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur."

A. published

B. established and maintained
C. published, communicated to
D. communicated to

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) states:

"Information security policy and topic-specific policies should be defined, approved by management, published, commumnicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This confirms that the missing words are"published, commumicated to."The control emphasizes not just defining and
approving policies but ensuring they are actively distributed and communicated so that relevant stakeholders are aware of and
acknowledge them. Options A, B, and D are partial but inconmplete.

Thus, the correct answer isC.

NEW QUESTION # 46
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will encompass all controls specified within ISO/IEC 27001

B. The ISMS will be operated as an independent process within the organization

C. The ISMS will be scaled to the controls according to the needs of the organization
D. The ISMS will be separate fiom the organization's overall management structure

Answer: C

Explanation:

ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirenents set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: " Organizations can design



controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
information security controls listed in Annex A are not exhaustive and additional information security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).

NEW QUESTION # 47

Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?

* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process

* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

A. Netther 1 or 2 is true
B. Only 2 is true
C. Both 1 and 2 are true
D. Only 1 is true

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:

ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC

27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC

27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).

Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.

NEW QUESTION # 48

Identify the missing words in the following sentence.

The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.

A. communicate the importance of
B. report on

C. enforce standards for

D. continually improve

Answer: D

Explanation:

Clause 4.4 of ISO/IEC 27001:2022 states:

"The organization shall establish, implement, maintain and continually improve an information security management system, including
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check- Act
(PDCA)model.

Thus, the missing words are'continually improve."

NEW QUESTION # 49
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