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WGU Information Technology Management QGC1 Sample Questions (Q53-
Q58):
NEW QUESTION # 53 
Why is employee training important in an ethical IT use policy?

A. To create automatic updates of software patches
B. To make employees understand the company's culture and ethical boundaries
C. To eliminate information management risks
D. To reduce sensitivity to the accuracy of company communications
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Answer: B

Explanation:
Significance of Training in Ethical IT Use:
Employees are the frontline in implementing and adhering to an organization's ethical IT practices.
Training ensures they understand company culture, ethical boundaries, and the importance of responsible IT behavior.
Benefits of Training:
Reduces risks related to unethical or accidental misuse of IT resources.
Promotes a culture of accountability and compliance.
Enhances employee awareness of legal and organizational policies.
Incorrect Options Analysis:
A . Software updates are unrelated to ethical understanding.
B . Reducing sensitivity to communication accuracy contradicts ethical IT use.
D . Training may reduce risks but is primarily focused on building cultural and ethical awareness.
and Documents of Information Technology Management:
ITIL Service Management Policy Framework (Axelos Publications).
ISO/IEC 27001 and 27002 (Information Security Management).

NEW QUESTION # 54 
Which software carries out a set of operations on behalf of a user with a degree of independence and employs knowledge of the
user's goals?

A. Virtual assistant
B. Information of Everything
C. Autonomous agent
D. Ambient digital experience

Answer: C

NEW QUESTION # 55 
Which process includes assessing and prioritizing threats to reduce the potential impact on an organization?

A. Cyber hygiene
B. Penetration testing
C. Threat modeling
D. Risk management

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Risk management is the structured process an organization uses to identify, assess, prioritize, and respond to risks (including
cybersecurity threats) in order to reduce their potential impact on operations, assets, and objectives. It typically involves:
Identifying risks and threats
Assessing likelihood and impact
Prioritizing risks based on that assessment
Selecting and implementing controls or mitigation strategies
Monitoring and reviewing residual risk over time
In the context of Information Technology Management, risk management ensures that limited resources are focused on the most
significant threats, balancing security, cost, and business needs.
Why the other options are incorrect:
A . Threat modeling - Focuses on identifying and analyzing potential threats and attack paths, usually during system or application
design. While related, it does not cover the full cycle of prioritizing and managing overall organizational risk.
B . Penetration testing - Involves simulated attacks to find vulnerabilities, but it is a testing technique, not a complete process for
assessing and prioritizing threats and impacts.
C . Cyber hygiene - Refers to routine best practices (patching, password management, backups) to maintain security. It is a set of
practices, not a formal process for assessing and prioritizing threats.
Therefore, the correct answer is D. Risk management, as it explicitly includes assessing and prioritizing threats to reduce potential
organizational impact.
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NEW QUESTION # 56 
How should high-risk, high-impact items be handled?

A. Create mitigation plans to address them
B. Track them without taking immediate action
C. Develop a plan to revisit them in future phases
D. Draft a summary of risks for status reports

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In risk management, risks are evaluated based on probability (likelihood) and impact (consequence). Items that are high-risk and
high-impact represent the most critical threats to project success and must be addressed proactively.
The appropriate response for high-risk, high-impact items is to create mitigation plans to address them, which includes:
Identifying specific actions to reduce the likelihood or impact of the risk.
Assigning owners responsible for executing mitigation actions.
Establishing timelines and triggers for when actions must be taken.
Monitoring these risks regularly in risk reviews and status meetings.
Why the other options are incorrect:
A . Develop a plan to revisit them in future phases - Waiting to revisit critical risks delays action and increases the chance that they
will negatively affect the project.
B . Draft a summary of risks for status reports - Reporting alone does not reduce risk; it must be paired with concrete mitigation
actions.
C . Track them without taking immediate action - Simply tracking high-risk, high-impact items without acting is not acceptable risk
management.
Therefore, high-risk, high-impact items should be handled by creating mitigation plans to address them, making D the correct
answer.

NEW QUESTION # 57 
Which term describes an iterative design approach that builds a model of a system to ensure it meets user and business
requirements?

A. Joint application development (JAD)
B. Loose coupling
C. Discovery prototyping
D. Rapid application development (RAD)

Answer: C

Explanation:
Definition of Discovery Prototyping:
Discovery prototyping is an iterative design approach that builds a working model or prototype of a system to gather feedback and
ensure it meets user and business requirements.
The goal is to refine the system iteratively based on feedback before full development begins.
Key Characteristics:
Helps identify gaps between user expectations and design early in the process.
Reduces risks of rework and enhances user satisfaction.
Incorrect Options Analysis:
A . Rapid Application Development (RAD): Focuses on faster delivery of applications through iterative development but not solely
on prototyping.
B . Joint Application Development (JAD): Refers to collaborative sessions for gathering requirements, not iterative prototyping.
D . Loose Coupling: Refers to software design principles, not prototyping.
and Documents of Information Technology Management:
"Iterative Design and Prototyping Best Practices" (Gartner).
ITIL Systems Design Guidelines (Axelos).
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