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Salesforce Certified Identity and Access Management Architect BE
Identity-and-Access-Management-Architect 5% 5% 72 (Q231-Q236):

M #231

Universal Containers (UC) has implemented a multi-org architecture in their company. Many users have licences across multiple
orgs, and they are complaining about remembering which org and credentials are tied to which business process. Which two
recommendations should the Architect make to address the Complaints?

Choose 2 answers

A. Tmplement Delegated Authentication from each org to the LDAP provider.
B. Implement SP-Initiated Single Sign-on flows to allow deep linking,

C. Activate My Domain to Brand each org to the specific business use case.
D. Implement IdP-Initiated Single Sign-on flows to allow deep linking.

IE%: B\ C

HH #232

Northern Trail Outfitters would like to automatically create new employee users in Salesforce with an appropriate profile that maps
to its Active Directory Department.

Howshould an identity architect implement this requirement?

e A. Make a callout during the login flow to query department from Active Directory to assign the appropriate profile.

¢ B. Use the createUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate profile.

e C. Use a login flow to collect Security Assertion Markup Language attributes and assign the appropriate profile during Just-
In-Time(JIT) provisioning,

¢ D. Use the updateUser method in the Just-in-Time (JIT) provisioning registration handler to assign the appropriate profile.

Ef#: D

AR :

To automatically create new employee users in Salesforce with an appropriate profile that maps to their Active Directory
Department, the identity architect should use the updateUser method in the Just-in-Time (JIT) provisioning registration handler to
assign the appropriate profile. JIT provisioning is a feature that allows Salesforce to create or update user records on the fly when
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users log in through an external identity provider, such as Active Directory. The updateUser method is a method in the
Auth.RegistrationHandler interface that defines how to update an existing user in Salesforce based on the information from the
external identity provider. The identity architect can use thismethod to assign the appropriate profile to the user based on their
departiment attribute. References: Just-in-Time Provisioning for SAML and OpenID Connect, Create a Custom Registration
Handler

R #233

Universal Containers (UC) wants to build a custom mobile app for their field reps to create orders in salesforce. After the first time
the users log in, they must be able to access salesforce upon opening the mobile app without being prompted to log in again. What
Oauth flows should be considered to support this requirement?

A. User Agent flow with a Refresh Token.

B. Web Server flow with a Refresh Token.

C. Mobile Agent flow with a Bearer Token.

D. SAML Assertion flow with a Bearer Token.

IE%: A\ B

A -

Explanation

The OAuth 2.0 user-agent flow and the OAuth 2.0 web server flow are both suitable for building a custom mobile app that can
access Salesforce data without prompting the user to log in againl. Both of these flows use a refresh token that can be used to
obtain a new access token when the previous one expires2. The user-agent flow uses the Canvas JavaScript SDK to obtain an
OAuth token by using the login function in the SDK2. The web server flow redirects the user to the Salesforce O Auth authorization
endpoint and then obtains an OAuth access token by making a POST request to the Salesforce OAuth token endpoint2. The mobile
agent flow and the SAML assertion flow are not valid OAuth flows for Salesforce3.

References: OAuth Authorization Flows, Mastering Salesforce Canvas Apps, Access Data with API Integration

R #234

A security architect is rolling out a new multi-factor authentication (MFA) mandate, where all employees must go through a secure
authentication process before accessing Salesforce. There are multiple Identity Providers (IdP) in place and the architect is
considering how the "Authentication Method Reference" field (AMR) in the Login History can help.

Which two considerations should the architect keep in mind?

Choose 2 answers

A. AMR field shows the authentication methods used at IdP.

B. Both OIDC and Security Assertion Markup Language (SAML) are supported but AMR nust be implemented at IdP.
C. High-assurance sessions must be configured under Session Security Level Policies.

D. Dependency on what is supported by OpenID Connect (OIDC) implementation at IdP.

IEf#: A. B

R -

Explanation

The AMR field in the Login History shows the authentication methods used at the IdP level, such as password, MFA, or SSO. Both
OIDC and SAML are supported protocols for SSO, but the IdP must implement the AMR attribute and pass it to Salesforce.
References: Secure Your Users' Identity, Salesforce Multi-Factor Authentication (MFA) and Single Sign-on (SSO)

HH #235

Northern Trail Outfitters (NTO) has a requirement to ensure all user logins include a single multi-factor authentication (MFA)
prompt. Currently, users are allowed the choice to login with a username and password or via single sign-on against NTO's
corporate Identity Provider, which includes built-in MFA.

‘Which configuration will meet this requirement?

e A Create a custom login flow that enforces MFA and assign it to a permission set. Then assign the permission set to all

employees.
e B. Enable "MFA for User Interface Logins" for your organization from Setup -> Identity Verification.



C. Create and assign a permission set to all employees that includes "MFA for User Interface Logins."
D. For all employee profiles, set the Session Level Required at Login to High Assurance and add the corporate identity
provider to the High Assurance list for the org's Session Security Levels.

IEf#: B
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