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HE#78

Arabella, a forensic officer, documented all the evidence related to the case in a standard forensic investigation report template. She
filled different sections of the report covering all the details of the crime along with the daily progress of the nvestigation process. In
which of the following sections of the forensic nvestigation report did Arabella record the "nature of the claim and information
provided to the officers'?

A. Evaluation and analysis process
B. Investigation objectives

C. Evidence information

D. Investigation process
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Investigation objectives is the section of the forensic investigation report where Arabella recorded the "nature of the claim and
mformation provided to the officers” in the above scenario. A forensic nvestigation report is a document that summarizes the findings
and conclusions of a forensic nvestigation. A forensic investigation report typically follows a standard template that contains different
sections covering all the details of the crime and the investigation process. Investigation objectives is the section of the forensic
vestigation report that describes the purpose and scope of the nvestigation, the nature of the claim and information provided to the
officers, and the questions or issues to be addressed by the investigation. Investigation process is the section of the forensic
vestigation report that describes the steps and methods followed by the investigators, such as evidence collection, preservation,
analysis, etc. Evidence information is the section of the forensic nvestigation report that lists and describes the evidence obtained
from various sources, such as devices, media, witnesses, etc. Evaluation and analysis process is the section of the forensic
vestigation report that explains how the evidence was evaluated and analyzed using various tools and techniques, such as software,
hardware, etc.

HE#79

Cassius, a security professional, works for the risk management team in an organization. The team is responsible for performing
various activities involved in the risk management process. In this process, Cassius was instructed to select and implement
appropriate controls on the identified risks in order to address the risks based on their severity level.

‘Which of the following risk management phases was Cassius instructed to perform in the above scenario?

A. Risk identification
B. Risk treatment

C. Risk prioritization
D. Risk analysis

He: B

EAE #80

Sam, a software engineer, visited an organization to give a demonstration on a software tool that helps in business development. The
administrator at the organization created a least privileged account on a system and allocated that system to Sam for the
demonstration. Using this account, Sam can only access the files that are required for the demonstration and cannot open any other
file in the system.

Which of the following type of accounts the organization has given to Sam in the above scenario?

A. Service account

B. Administrator account
C. Guest account

D. User account

: C

o



EAE #81

An IoT device that has been placed in a hospital for safety measures, it has sent an alert command to the server. The network traffic
has been captured and stored in the Documents folder of the Attacker Machine-1. Analyze the loTdeviceTraffic.pcapng file and
select the appropriate command that was sent by the IoT device over the network.

A. Low_Tempe
B. Tenpe Low
C. Temp_ High

D. High Tenmpe

: C
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EE #82

You are the lead cybersecurity analyst for a multinational corporation that handles sensitive financial data. As part of your network
security strategy, you have implemented both an Intrusion Detection System (IDS) and an Intrusion Prevention System(IPS) to
safeguard against cyber threats. One day, your IDS alerts you to suspicious activity on the network, indicating a potential intrusion
attempt from an external source. Meanwhile, your IPS springs into action, swiftly blocking the malicious traffic before it can
penetrate deeper into the network. Based on this scenario, what primarily distinguishes the role of the IDS from the IPS In your
network security architecture?

e A The IDS primarily uses signature-based detection techniques, while the IPS relies primarily on anomaly-based detection
methods.

e B. The IDS focuses on identifying suspicious activities and generating alerts, while the IPS actively blocks and mitigates
potential threats in real-time.

e C. The IDS operates solely at the network perimeter, while the IPS can also monitor and protect nternal network traffic.

e D. The IDS requires manual intervention for threat mitigation, while the IPS can autonomously respond to threats without
human intervention.

H¥e: B
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